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Abstract. In this paper, we present a rule-based specification language
to define and automatically check semantic as well as syntactic con-
straints over the informative content of a Web system. The language is
inspired by the GVERDI language and significantly extends it by inte-
grating ontology reasoning into the specification rules and by adding new
syntactic constructs. The resulting language increases the expressiveness
of the original one and enables a more sophisticated treatment of the
semantic information related to the contents of the Web system.

1 Introduction

Web systems are very often collaborative applications in which many users freely
contribute to update their contents (e.g. wikis, blogs, social networks,. . . ). In this
scenario, the task of keeping data correct and complete is particularly arduous,
because of the very poor control over the content update operations which may
easily lead to data inconsistency problems.

In this paper, we propose a rule-based specification language which allows
one to formalize and automatically check semantic as well as syntactic properties
over the contents of Web system. The language is inspired by the
GVerdi specification language [2,4] and extends it in the following ways.

(i) Web contents (typically, XML/XHTML data) are frequently coupled with
ontologies with the aim of equipping data with semantic information. Our specifi-
cation language provides ontology reasoning capabilities which allow us to query
a (possibly) remote ontology reasoner to check semantic properties over the data
of interest, and to retrieve semantic information which may be combined with
the syntactic one for improving the analysis.

* This work has been partially supported by the EU (FEDER) and the Spanish
MEC under grant TIN2007-68093-C02-02, Integrated Action HA 2006-0007, UPV-
VIDI grant 3249 PAID0607, and the Italian MUR under grant RBIN04M8S8, FIRB
project, Internationalization 2004.
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(ii) We extend the GVerdi specification language with new rule constructs
for the definition of conjunctions and disjunctions of patterns which can be rec-
ognized inside XML documents. The new constructs increase the expressiveness
of the original language, since they enable the specification of a larger set of
semantic as well as syntactic constraints.

(iii) Along with the specification language, we formulate a novel verification
methodology which automatically checks a specification against the considered
Web contents and discovers incorrect as well as incomplete information.
Related work. In recent years, several rule-based methodologies for validating
the content of Web systems have been developed. In [6] constraint logic pro-
gramming is applied to constrain the static content and the structure of a Web
site, while [9,7] define type system and type checking techniques which are ba-
sically natural generalizations of DTDs and XML Schemas for describing and
validating the structure of XML documents. [8] proposes a formal framework
which uses inference rules and axioms to define some semantic properties con-
cerning the content of Web sites.

All the mentioned approaches, albeit
very useful in their specific domains, share the same limitation: the syntactic as
well as semantic constraints they specify only rely on the data to be checked.
Our approach tries to overcome such limitation, on one hand, by introducing
external sources of information (i.e. ontologies), which enrich the Web system
content with additional semantic data; on the other hand, by enabling ontology
reasoning for refining the verification process.

2 Description logics and ontologies

Description Logics (DLs) are logic formalisms for representing knowledge of ap-
plication domains and reasoning about it. In particular, they

model the semantics of XML data by defining ontologies endowing the raw
XML data with semantic information.

Ontologies are complex data structures which basically consist of concepts
(classes), individuals (instances of classes) and roles (relations). An ontology can
be queried to retrieve semantic data or to verify semantic properties related to
a given XML repository.

In the following, we present a description logic language for querying on-
tologies, which extends the well-known description logic formalized within the
OWL-DL[13] framework by (i) admitting the use of variables as placeholders for
atomic concepts, roles and individuals; (ii) letting function calls compute atomic
concepts, roles and individuals. Due to lack of space, we present a DL language
without the description of the DL constructs. For a thorough discussion about
them, please see [3].

Let A be the set of all atomic concepts, R be the set of all atomic roles,
7 be the set of all individual names. Concepts are formalized via the following
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abstract syntax:
C—A|X|flty,...,ty)| T|L|-C|CNC|CUC|VR.C|3IR.C|

where C represents a (complex) concept, A an atomic concept, R a role,
X a concept variable, f(t1,...,t,) a call to the function
f:D — A that maps elements of a given domain D into the set of atomic
concepts A.
Roles can be described using the following abstract syntax:

where R represents a role, X a role variable, S an atomic role, f(t1,...,t,) a
call to the function f:D — R that maps elements of a given domain D into the
set of atomic roles R.

Finally, individuals are formalized via the following abstract syntax:

I —a |X |f(t17...,tn)

where a represents an individual name, X an individual variable, f(¢,...,t,) a
call to the function f:D — 7 that maps elements of a given domain D into the
set of individual names 7.

Concepts, roles and individuals, which are built by applying the grammar
rules given above, can be used to query ontologies using the standard query
constructs of Table 1. Therefore, given an ontology ont and a query construct
cst, an ontology query on ont is an expression of the form: ont.cst(aq, ..., a,),
where a;, 1 = 1,...,n, are the arguments of the query construct cst. An ontology
query whose execution returns a boolean value (respectively, a set of values) is
called boolean (respectively, non-boolean) ontology query.

Query construct|Description

allConcepts() All concepts defined in the ontology
allRoles() All roles defined in the ontology
allIndividuals()  |All individuals defined in the ontology
satisfiable(C) Is C satisfiable?

subsumes(C1, Cz) |Does Co C C17
disjoint(Cv, C2) |Does Cy M Cy = @7

children(C) All concepts which are children of C
equivalents(C) All concepts which are equivalent to C
instances(C) All individuals which belong to C

instanceOf(a,C) |Does a belong to C?
roleFillers(a, R) |All individuals b such that R(b,a) holds
related(R) All pairs (a,b) such that R(a,b) holds

Table 1. Ontology query constructs
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Ezample 1. Let ++ denote the string concatenation operator. Assume an ontol-
ogy univ modeling an academic domain is given, the boolean ontology query

univ.instanceOf(X++Y, professor [ female)

would check whether the individual, which is computed by concatenating the
values associated with variables X and Y, is a female professor (i.e. an instance
of the concept professor M female).

Ontology query execution. Typically, ontology queries are sent to an on-
tology reasoner and then executed against an ontology of interest. Standard
ontology reasoners are able to execute only ground, flat ontology queries, that
is, queries without variables and function calls. Note that our language allows
one to generate ontology queries containing variables as well as function calls.
Thus, in order to execute such queries using a standard reasoner, we need to
made the query ground and to evaluate all the functions calls before sending the
query to the reasoner. This process of query manipulation will be made explicit
in the following sections.

3 The Web specification language

Our specification language allows us to formalize and verify properties over the
content of a Web system.
Web content denotation. Throughout this paper, we assume that the data
to be checked are stored into an XML repository. Moreover, since XML data
are provided with a tree-like structure, we model XML repositories as finite
sets of ground terms (that is, terms not containing variables) of a suitable term
algebra. In the following, we will also consider Web templates, which are terms
of a non-ground term algebra, which may contain variables. Web templates are
used for specifying patterns to be recognized in XML repositories. See [2] for
more details.
‘Web specifications. The language provides constructs for specifying two kinds
of rules: correctness rules and completeness rules. The former describe con-
straints for detecting erroneous information into a given XML repository, while
the latter recognize incomplete/missing information. Both kinds of rules may be
conditional, that is, they can be fired if and only if an associated condition holds.

A condition is a finite (possibly empty) sequence ¢, ..., ¢y, where each ¢;
may be (i) a membership test w.r.t. a regular language of the form X € rexp?,
(ii) an equation s = t, where s and ¢ are expressions which may contain nested
function calls to be evaluated® ,
and (iii) a boolean ontology query.

Given a substitution o, which takes an expression and replaces its variables
with ground terms and a condition C = ¢, ..., c,, we say that C' holds for o iff
each c;o is ground and

4 Regular languages are denoted by the usual Unix-like regular expression syntax.
5 In our framework, equation evaluation is handled by standard rewriting [12].
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— if ¢; = X € rexp, then Xo € L(rexp), where L(rexp) is the regular language
described by rexp;

- if ¢; = (s =1t), then :

— if ¢; = B, with B boolean ontology query, then the execution of Bo returns
trueS.

Now, we are ready to introduce correction as well as completeness rules.

Definition 1 (Correctness rule). A correctness rule is an expression of the
form

n
/\ 1, — error |C
i=1
where each 1; is a Web template, error is a reserved constant, C is a condition.

Informally, the meaning of a correctness rule 1; A ... A1, — error |C is as fol-
lows. Whenever an instance 1,0 of 1; for each ¢ € {1,...,n} is recognized in
some Web page p, and the rule condition C holds for o, then Web page p is
signaled as an incorrect page.

Ezample 2. Consider an XML repository containing academic information along
with an ontology univ modeling such a domain. Suppose we want to verify the
following property: if an associate professor has more than three Ph.D. students,
then he cannot be titular of more than one course. Then a possible correctness
rule formalizing such a property might be

use ’./Ontologies/UniversityDomain’ as univ

course(cId(X),titular (name(Y)))

A course(cId(Z),titular(name(Y))) — error |
univ.instance0f (Y, AssocProf M (>3 ny .PhDStudent)),
X =/=12

To define completeness rules, we need the following auxiliary notion. Given
an expression e, by Var(e) we denote the set of all the variable appearing in e.

Definition 2 (Completeness rule). A completeness rule is an expression of
the form

n m
/\ 1, — \/ r; | C containing ct (q)
i=1 j=1
where each 1;,r; are Web templates, C is a condition,
,q € {4, E}, and

Completeness rule are called universal (resp., existential), whenever g = A (resp.,
q=E).

Intuitively, given an XML repository W, the interpretation of a universal
(resp., existential) rule 1y A... A1, =11 V...V 1, |containing ct () (resp.,
(E)) wr.t. W is as follows: if an instance 1,0 of 1; for each i € {1,...,n} is

5 We assume that all the function calls appearing in Bo are evaluated before executing
the query.
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recognized in some p € W and the condition C holds for o, then an instance
r;o of at least one r;, j € {1,...,m} must be recognized in all (resp. some)
XML documents of W containing the ct term. Roughly speaking, ct provides
the “scope” of the quantification and allows us to compute the part of the XML
repository which is checked by the rule; if ct is not specified the rule is applied
to the whole repository.

Example 3. Consider again an academic XML repository along with the usual
ontology univ. We want to verify that for each course, given by a full professor,
at least two exam dates must be provided. A completeness rule formalizing this
property might be

use ’./Ontologies/UniversityDomain’ as univ
course(cId(X)) — course(cId(X),examDate(),examDate()) |
univ.instanceOf (X,3CourseGivenBy.FullProf) (E)

Finally, we define a Web specification as a

Given an XML repository and a Web specification, diagnoses are carried
out by running the Web specification rules against the XML repository.
‘Web specifications with meta-symbols. Sometimes, it is particularly fruitful
to consider rules containing Web templates which may subsume several mean-
ings. To this purpose, completeness and correctness rules may include special
meta-symbols into the Web templates which are associated with non-boolean
ontology queries.

Web specification rules containing meta-symbols have to be pre-processed
before being executed on a given XML repository.

The following definition is auxiliary. Let e be a (syntactic) expression of
our language, m be a meta-symbol, v be a symbol. By e[m/v] we denote the
expression €’ obtained from e by replacing each occurrence of m with v.

Basically, we expand each rule r containing meta-symbols as follows:

— for each meta-symbol m appearing in r, we execute the associated ontology

query and we collect the results {v1,...,v,};
— if m appears in the left-hand side of r, we replace r with the rules r1[m/v],. ..,
rn[m/vy).

— if m appears in a disjunct p of the right-hand side of r, we replace p in r
with plm/vn] V...V p[m/v,].

A full description of the expansion algorithm is available in [1].
For the sake of clarity, let us see an example.

Ezample 4. Consider again an academic XML repository along with the usual
ontology univ. We want to specify that email or post address have to be specified
for each university professor. Assume that the ontology univ contains (i) the
concept contactInfo whose subconcepts are email and address; and (ii) the
concept Professor whose subconcepts are AssociateProf and FullProf.

We might model the considered property using a universal completeness rule
containing two meta-symbols (namely, contact and prof).
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use ’./Ontology/UniversityDomain’ as univ

metasymbol contact: univ.getChildren("contactInfo")

metasymbol prof: univ.getChildren("Professor")

prof (name (X)) — prof (name(X),contact())| containing member() <A>

By expanding the considered completeness rule, we generate the following
set of rules without meta-symbols.

use ’./Ontology/UniversityDomain’ as univ
AssociateProf (name (X)) — AssociateProf (name(X),email()) V
AssociateProf (name(X) ,address()) |
containing member() <A>
FullProf (name(X)) — FullProf(name(X),email()) V
FullProf (name (X) ,address()) |
containing member() <A>

4 Verification Methodology

In this section we present a methodology to automatically verify a given XML
repository w.r.t. a Web specification. Without loss of generality, we only con-
sider Web specifications without meta-symbols, since any Web specification with
meta-symbols can be transformed into an equivalent one without meta-symbols
as explained in Section 3.

We proceed as follows: first we describe the partial rewriting [2] mechanism
which allows us to detect patterns inside XML documents and rewrite them.
Then, we will employ this evaluation mechanism to check correctness and com-
pleteness of an XML repository.

4.1 Simulation and partial rewriting.

Simulation allows us to recognize the structure and the labeling of a given Web
template into a particular XML document. It can be formally defined as follows.

Definition 3. The simulation relation < on terms is the least relation satisfying
the rule £(ty,...,ty) < g(s1,...80) iff £ = g and t; q sp), fori=1,...m,
and some injective function 7 : {1,...m} — {1,...,n}.

W.lo.g., we disregard quantifiers from Web specification rules.

Definition 4 (Partial rewriting). Let s,t be terms

. We denote by s|. the subterm of s rooted at position e. We
say that s partially rewrites to t via rule r = \;_;1; — Rhs | C and substitution
o (in symbols s —, t) if and only if there exist positions uy,...,un in s such
that

(i) Lio sy, forallic {1,...,n};
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(i) C holds for o;
(iti) if Rhs = \/J_ | r; then t = or(r;0,...,1,,0)
(iv) if Rhs = error then t = error(s,us,...,Uy,)

4.2 Detecting correctness errors.

Given a Web specification (I, Inr, R), to detect erroneous or undesirable data
included in an XML repository W, we have to execute all the correctness rule in
I against each XML document p belonging to W. The procedure is described
in the following definition.

Definition 5. Let W be an XML repository and (In,In, R) be a Web specifi-
cation. Given p € W, we say that p is incorrect w.r.t. (In,In, R), if there exists
a correctness rule r = (\;_,1; — error | C) € In such that

(i) p partial rewrites to error(p,uy,...,u,) via r and substitution o;

(ii) C holds for o. We say that (\;_,1;)0 is an incorrectness symptom for p.

Note that the generated term error(p,us,...,u,) provides all the needed infor-
mation to precisely locate the incorrectness symptom inside p.

4.3 Detecting completeness errors.

The verification of an XML repository w.r.t. a set of completeness rules of a Web
specification needs a more complex analysis. In the following we introduce some
semantic foundations we require to formalize the analysis.

Completeness rule semantics. A completeness requirement (or simply re-
quirement) is a triple (e, q, ct), where e and ct are ground terms and q€{A,
E}. A requirement is called universal whenever q = A, while it is called existen-
tial whenever q = E. Sometimes the components q, ct of a requirement can be
left undefined, in this case we simply omit them and write (e, _, _). This kind of
requirements are called initial requirements.

Let (e, q, ct) be a requirement, 7 = Lhs — \/_, r; | C containing ct, (qr)
€ Ips be a rule such that s = e —, or(hy,...,h,). We define the tree T associ-
ated with the partial rewriting step s as or((hs, qr, cty), ..., (hn, Qr, cty)).

Definition 6 (Production step). Let (In, I, R) be a Web specification and
re= (e, q, ct) be a requirement. Let s1,. .., sy be all partial rewriting steps which
rewrites e using the rules in Ins. Let Ty, ..., T, be the trees associated with the
partial rewriting steps s1,...,Sk. The production step on re w.r.t. In; builds the
tree re(Ts,,...,Ts,).

Note that, if there is no rule r € Is such that e —,. t, we say that re = (e, q, ct)
is irreducible.

Let us now use the production step to define the finite maximal derivation
tree for a requirement.
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Definition 7 (Derivation tree). Given a requirement re and a Web speci-
fication (In,In, R), a derivation tree for re w.r.t. the set Iy, is defined as
follows:

— re is a derivation tree for re w.r.t. the set Ins;

- if T is a derivation tree for re w.r.t. the set Ip; and re’ is a requirement
labeling a leaf of T, then the tree T' obtained from T by replacing re’ with the
tree generated by applying a production step on re’ w.r.t. I, is a derivation
tree for re w.r.t. the set Iy;.

A maximal derivation tree Ty, for re w.r.t. Ip; is a derivation tree where all
leaves are labeled with an irreducible requirement and the set of requirements
labeling Ty nodes is finite.

It follows that the maximal derivation tree for a requirement re w.r.t. I; con-
tains all the requirements that can be derived from re w.r.t. I;. Since the deriv-
able requirements from re w.r.t. I; could be infinite, a maximal derivation tree
for re might not exist. In [1], we propose some syntactical restrictions over Web
specifications, to ensure that the set of derivable requirements for a requirement
re w.r.t. a set of completeness rules is finite and hence a maximal derivation tree
for re exists. Moreover, we provide a way to obtain from a maximal derivation
tree, an equivalent finite structure.

Diagnoses of completeness errors. Let (Iy, Iy, R) be a Web specification,
W be an XML repository. An XML document p € W can be associated with the
initial requirement rep = (p, _, -). Thus, we can compute the maximal derivation
tree for re, w.r.t. Ins, which contains all the requirements that can be derived
from p using the rules in I, by partial rewriting.

Now, to diagnose completeness errors in W, we can proceed as follows. For
each p € W, (i) we compute the maximal derivation tree T, for (p, -, -) w.r.t.
I, then (ii) we traverse T}, and we check whether the requirements occurring in
T, are not satisfied. The verification process terminates delivering the detected
completeness errors.

Definition 8 (Requirement unsatisfiability). Let W be an XML reposi-
tory, (In,In, R) be a Web specification and re= (e,q,ct) be a requirement. Let
TEST,e = {p € W | ct I p}.

— If re is a universal requirement, then re is not satisfied in W if one of the
following conditions hold:
1. TEST,. = 0;
2. there exists p € TESTye s.t. € 4 p.
— If re is an existential requirement, then re is not satisfied in W if for each
p € TEST., e L p.

Dually, we can define universal/existential requirement satisfiability.
By using the previous definitions, we formalize the following completeness
analysis.
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Definition 9 (Maximal derivation tree analysis). Let W be an XML repos-
itory, p € W, (In, I, R) be a Web specification, and T}, be the mazimal deriva-
tion tree of (p, -, ) w.r.t. In;. The completeness analysis of a mazimal derivation
tree is inductively defined on the structure of T), by the following function:

) _ Jerror(es,...,ex) if Vi T; is not satisfied in W
Verify(ox(Ty, ..., Ty)) = { Verify(T;) Vi s.t. Ts is satisfied in W otherwise
where root(T;) = (ei,qi, cti).

Verify(re(Ty,..., Tk)) = Verify(T;))Vi=1,... .,k

The term error(ey, ..., ex) represents a completeness error which means that
no disjunct e; for i € {1,...,k} is recognized into the considered document.
Roughly speaking, the execution of Verify(T),) finds all the completeness errors
inside an XML document p w.r.t. In;. By applying this verification methodology
to all XML documents in W, we can perform the completeness analysis of the
whole XML repository W.

5 Conclusions

In this paper we presented a rule-based specification language, inspired by GVerdi
[2,4], for formalizing and automatically checking semantic and syntactic proper-
ties over Web system contents. We increased the GVerdi language expressiveness
by adding new constructs for defining conjunctive as well as disjunctive Web pat-
terns. Moreover, we exploited ontology reasoning capabilities to retrieve semantic
information which is useful to refine the verification process. In our framework,
the integration between the language and the ontology reasoner is achieved by
means of a description logic which extends the well-known OWL-DL[13] frame-
work by admitting variables and function calls among the usual DL constructs.
We are currently developing a prototypical system of our framework which im-
plements ontology reasoning via the DIG Interface [5], which is an XML API for
connecting applications to description logic reasoners.
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