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Preface

This report contains the pre-proceedingsof the International Workshop on Au-
tomated Speci¯c ation and Veri¯c ation of Web Sites (WWV'05), held in Va-
lencia (Spain) during March 14-15, 2005. WWV'05 provided a common fo-
rum for researchers from the communities of Rule-basedprogramming, Auto-
mated Software Engineering, and Web-oriented research, in order to facilitate
the cross-fertilization and the advancement of hybrid methods that combine
the three areas.This workshop is part of the activities of the EU-India project
ALA/95/23/2003/077-054.

The Program Committee of WWV'05 collected three reviews for each paper
and held an electronic discussionduring February 2005. Finally, the Program
Committee selected10 regular papers, 2 position papers, and 6 system descrip-
tions or works in progress.In addition to the selectedpapers, the scienti¯c pro-
gram included two invited lectures by Anthony Finkelstein from the University
CollegeLondon, UK, and Shriram Krishnamurthi from Brown University, USA.
We would like to thank them for having acceptedour invitation.

We would also like to thank all the membersof the Program Committee and
all the refereesfor their careful work in the review and selectionprocess.Many
thanks to all authors who submitted papers and to all conferenceparticipants.
We gratefully acknowledge all the institutions and corporations who have sup-
ported this event. Finally, we expressour gratitude to all members of the local
Organizing Committee whosework has made the workshop possible.

Valencia Mar¶³a Alpuente, Santiago Escobar,Moreno Falaschi
March 2005 WWV'05 Editors
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Business Data Validation: lessons from practice

Anthony Finkelstein

Univ ersity College London
Department of Computer Science

Gower Street
London WC1E 6BT, UK

Abstract. All modern businessesstore many kinds of data distributed
throughout their organization. Data is in di®erent formats and has com-
plex interdependencies (customer records, invoices, ¯nancial trade de-
tails, sales ¯gures, compliance ¯lings, etc.) Inconsistent data in poorly
integrated systems,human errors in manual exception processes,the fail-
ure to comply with industry standards and the inabilit y to enforce busi-
nessrules create operational errors and large, daily lossesfor business.By
checking complex, distributed data against businessrules, referencedata
and industry standards, solutions for data intensive businessesare pro-
vided which allow companies to (i) validate the integrit y of data across
repositories in scattered locations, (ii) draw distributed information to-
gether, and (iii) focus knowledge quickly and e±ciently on the job in
hand.
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WWV 2005 Prelim inar y Versi on

WebVeri� cation:
Perspective andChallenges

Shriram Krishnamurthi 1

Computer Science Department
Brown University

Providence, RI , USA

Abstract

The Web poses novel and interesting problems for both programming language
design and veri�cation |and their intersection. This paper provides a personal
outline of one thread of work on thi s topic.

Key words: Web applications, temporal veri�cation, access
control, program analysis

1 Wha t is a Web Site?

The term \ Web site" contains a hidden ambiguity. Is a site a static entit y,
to be viewed as a program source, or is it a dynamic ent it y, to be viewed
through the lensof userbehavior? This distinction signi�can tly impacts what
it meansto analyze and verify a Web sit e. All the tradit ional tr ade-o�s be-
tweenstatic and dynamic analysesapply: a static analysis can quantify over
all program behaviors, but will usually be lessspeci�c; a dynamic analysis
can only o�er guarantees relative to the behaviors it has examined, but the
additional contextual information can often yield more informative answers.
This distin ct ion potent ially matters more on the Web, due to the nature of
Web interactions.

2 Web In t eracti ons

In a console or even a gui application, a user cannot choose to go back or
forward, to clonea window and submit responsesfrom both clones,and so on.
These user interaction capabilities distinguish Web applications from many
other kinds of interactive programs. Indeed,many Web sites are notorious for

1 Thi s work is partial ly funded by NSF grants CCR-0305949and CCF-0447509.
Thi s is a preliminary version. The �n al version will be published in

Electronic Notes in Theoret ical Computer Science
URL: www.el sevi er.n l/lo cat e/en tcs
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their poor handling of such interact ions. For instance, on some tr avel Web
sites,viewing the list of hotels, viewing onechoice in a newwindow, examining
a secondin another new window, then switching back to make a reservation
for the �rst hotel, will result in a reservation at the secondhotel [5].

A Web application must not only be sensit ive to the possibility of these
actions, it must often detect them without help from the browser (which
doesnot report every useraction). Furthermore, the availabilit y of rendering
platforms is likely to spark innovation, meaning the set of browsers|and ,
consequently, of interaction behaviors|w ill grow over t ime. This makes Web
site analysisespecially exciting and challenging.

3 Web Veri �cati on

My work hasfocusedon static analyses of Web programs. Speci�ca lly, I have
studiedWebapplications from two complementary perspectives. All this work
hasbeen driven by a desireto build a robust application that hasvalue in its
own right, in addition to servingas a generator of research problems.

3.1 A Driving Application

The concreteapplication is Continu e [7,9], a Web-basedapplication for con-
ference paper management. Contin ue is similar in spirit to several programs
in this genre (though it has had considerably more investment into its user
interface qualit y), so familiarit y with one of thoseapplications is su�cien t for
understanding it at a high level. It has several useful features not found in
many other conferenceapplications, covering soliciting sub-reviews, helping
chairs with assignments, and changing user identit y. My goal is to create an
application that is not only usable, but has also beenveri�ed along as many
dimensionsasnecessary for su�cie nt reliabilit y. After all, when a community
has the creation of papers|as an expressionof research|as a primary goal,
the safe handling of thosepapers should be consideredmission-critical!

3.2 Temporal Behavior

Web applications must satisfy many temporal speci�cations. For instance,
on a travel reservation site, a user expects that the hotel they reserve is the
samehotel that they selected|ev en if they chose to investigate other hotels
along the way. In a virtual bookstore, a user might have a \ shopping cart"
into which they place their selections. They|or , at least, the store!|w ould
want that every book placed in the cart is purchased upon �nal check-out.
(In fact, the actual property would be more subtle: the books purchased
must be all those that were placedin the cart and not subsequently removed,
creating an additional level of temporal quanti�cat ion.) There are several
similar expectations of \r easonable" behavior in Contin ue.

4
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The statement of temporal propertiesnaturally suggeststhe useof a model
checker [1]. This provesto be somewhatcomplex in practice. A naive use of
model checking will not, for instance, capture someof the interaction-induced
errors mentioned in sect ion 2. Why not? Becausethe natural model that one
would construct from the Webapplication fails to capture the many behaviors
that userscan perform through the browser; colloquially speaking, nowhere
in the source code of a Web application doesit say, \Here the userclicks the
Back button".

The problemof building accurate modelsis further hamperedby the prob-
lem of accounting for the many kinds of Web interactions. Not only do
browsers o�e r a plethora of choices, even the popular browsershave di�er-
ent feature sets|a nd this doesn't account for the possibility of additional
featuresin the future.

To support the many interact ion features of browsers, we employ prior
work that presents a coremodel of Web interactions [5]. This model presents
a small set of Web primitiv es that are su�cien t for modeling all the known
Web interaction forms, and should cover many new onesas well. Given this
abstraction, we have been studying the problem of building a model checker
that can handle the subtleties of the Web [10]. Note that this is not a model
checker only for Web-speci�c interact ions,but rather onethat will alsoaccount
for Web interact ions: that is, if theprogram violatesa property independently
of any Web interactions, the checker will �nd thosealso.

The property language in this work is subtle and, therefore, interesting.
Speci�ca lly, properties needto be able to refer to elements of Web pages.To
index theseelements, we refrain both from parsing html (a thanklessact iv-
it y!) and from using static distancecoordinates (which would be too brittle).
Instead, we expect the developer to tag individual page elements using Cas-
cading Style Sheet (css) tags. These are not only part of most developers'
vocabulary, often the developer has already tagged interesting page elements
to highlight visually. While such ideas are not scienti�cally deep, I believe
they are essent ial for successfully deploying formal methods.

3.3 Information Safetyand Visibility

Verifying a program for temporal behavior isn't enough. In a conferenceserver,
it is at least asimportant to ensureboth the safety and availabilit y of informa-
tion: e.g., program committee members can seereviewsthey should see,and
can't seeonesthat they shouldn't. Theseproperties generally fall under the
rubric of accesscontrol. Once we discovered actual information accessbugs
in Continu e (which have sincebeen�x ed!), we embarked on a study of access
control policy speci�cation and veri�catio n.

Accesscontrol has gained fresh popularit y owing to the widespreadavail-
abilit y of information on the Web. In particular, because many Web appli-
cations are interfacesover databasesand provide the samedata in di�eren t

5
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circumstancesto di�eren t users,access control has increasinglybecomerole-
based. Industrial standards such as xa cml [3], which are e�ect ively rule-based
languages, are being employed to describe| and their evaluation enginesare
being used to enforce|suc h policies.

Our work in this area [2] has focusedon two problems for a restricted
(but neverthelessuseful) subsetof xa cml . First, naturally, is the question of
whether a policy meets someset of properties; this is the traditional veri�c a-
tion question. The second is more intriguing. Given the simplicity of these
policy languages, it is easy to patch problems and quickly check that the
new policy doeswhat it was intended| on a speci�c input . The patch may,
however, have both exposedprivate data, or madenecessary information un-
available. This danger is exacerbated by the declarativ e nature of thesepolicy
languages, for changescan have very non-local impact. As a result, a simple
syntactic di� erenceis no longer su�c ient; usersrequiresomeform of semantic
di�erencing. This is the second problem our work addresses.

It is worth noting that the problems surrounding information access|
especially the danger of leakage|ma ke a compelling casefor static analyses:
no reviewer wants to hear that their con�dent ial comments wereleakeddue to
a lack of good test cases. Wading through false positives is certainly onerous;
to bee�ect ive, this costmust bekept minimal. Nevertheless, this is an instance
wherethe universally quanti�ed guaranteesthat a static analysis can provide
are worth reasonable costs.

4 The Structure of Web Program s

Focusing on Webprograms(asstatic entities) raisesan interest ing subtlety. To
obey the stateless nature of the Web, the structure of Web applications has
traditionally been \ inverted", resembling programs writt en in cont inuation-
passingstyle [4,8,12]. Furthermore, important information is communicated
using hidden �elds and other channelsthat are tr aditionally ignored by static
analyses. A traditional static analysis would, therefore, approximate a great
deal of the important information (particularly the valuesreferred to in prop-
erties). The result ing modelswould simply not be useful for further analysis.

Not surprisingly, the sameproblemsthat a�ect analysesalso plaguedevel-
opers. There hasthus recent ly been a trend towards using cont inuation-based
primitiv esin the sourceprogram, which can be handledeit her by a specialized
server [6,12] or on a traditional server after compilation [11]. This means,for
instance, that lexical bindings remain as such in the source, rather than be-
ing transformed into hidden �elds or other external storage. By avoiding this
program inversion, this form of source program is therefore a better input to
an existing program analysis.

6
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5 Some Research Problem s

There are numerousopen research problemsin this area. What follows is only
a small and eclectic sampling.

Someof the most interesting ones have to do wit h accesscontrol. For
instance, most of the access control veri�catio n work deals solely wit h the
policy. But to be truly e�ectiv e, it must also take into account the program's
behavior relative to the policy. (In an extreme case,if an application were to
rigorously consult a policy enginebut always ignore its response, no amount of
policy veri�c ation would beuseful. While this particular behavior may appear
extreme, it is not inconceivable during testing, and a lack of good test suites
will fail to uncover all the placeswhere this prototype failed to grow from a
script into a program.)

Accesscontrol policiesalso needto addressthe temporal behavior of these
applications. While some research has studied temporal policies, it is un-
clear how well these results apply to the lessstructured world of the Web,
wherea program potentially has several entry points and userscan engagein
complicated interactions that the program cannot prevent.

One other important aspect of Web applications is that they are increas-
ingly no longer \ on the Web". A growing number of Web sites now make
extensiveuseof client-sidescripting languages, especially JavaScript, to imple-
ment numeroususer operations. In particular, whereasthe useof JavaScript
tended to be limited to echoing browseroperations or performing consistency
checks before transmitting data over the wire, now a non-triv ial part of the
application source is downloadedwith the page. This creates a challengeand
opportunit y for cross-language analyses.
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Feature-basedModelling
of a Complex,Online-Recon¯gurable

DecisionSupport Service

Martin Karusseit and Tiziana Margaria 1;2

UniversitÄat GÄottingen, Germany and UniversitÄat Dortmund, Germany

Abstract

In this paper, we show how the conceptsof components, features and servicesare
usedtoday in the Online ConferenceSystem(OCS) in order to marry the modelling
of functionally complex, online recon¯gurable internet servicesat the application
level with the needsof a model-driven development amenableto analyzeand verify
the models. Characteristic of the approach is the coarse-grainedapproach to mod-
elling and designof featuresand services,which guaranteesthe scalability to capture
large complex systems. The interplay of the di®erent features and components is
realizedvia a coordination- basedapproach, which is an easilyunderstandablemod-
elling paradigm of system-widebusinessprocesses,and thus adequatefor the needs
of industrial application developers.

1 Features as Mo delling Entities

The concreteapplication scenarioconsideredin this paper is an exampleof de-
veloping complex,collaborative, online recon¯gurable internet services.Such
servicescombine heterogeneousarchitectures with black/grey-box implemen-
tation, which is oneof the typical di±culties of large, incrementally developed
systems,in particular concerningthe continuous redesignand modi¯cations
arising during the lifetime of the systems[21]. In order to provide an un-
derstandableand manageablehigh-level model of the system, we designthe
wholeapplication by de¯ning and enforcingentities of complexbehavior called
features, which are superposedon a basesystemand coordinated within the
system under development. The challenge is precisely how to handle this
superposition and coordination in an understandable,well partitioned, and
manageableway.

1 eMail:martin.karusseit@cs.uni-dortmund.de
2 eMail:margaria@cs.uni-goettingen.de

This is a preliminary version. The ¯nal version will be published in
Electronic Notes in Theoretical Computer Science

URL: www.elsevier.nl/locate/entcs
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In our applications the user-level°ow of control is of central importance:
this level is realizedvia coordination graphs,calledin our environment Service
Logic Graphs (SLGs). They establisha speci¯c modelling level which allows
a direct modelling of thesecontrol aspects on their own, at the feature level,
without being overwhelmedby more detailed implementation concernslike,
e.g., data structures, architectures, deadlocks, and load balancing. These
concernsare hidden from the application logic designerand are taken careof
at a di®erent level, during the object-oriented, component-baseddevelopment
of the single functionalities (which may well have a global impact on the
system),capturing individual user-level requirements. Particularly well-suited
for our approach are thereforeapplicationswherethe user-level °ow of control
frequently needsadaptation or updating, as it is the casewhen addressing
user-speci¯c work°ows or situation-speci¯c processes.Besidesthe designof
a number of internet services,typically role-based,client-server applications
like the Online ConferenceService[10,12] that we are hereusing asa running
illustrativ e example, we have also successfullyaddressedthe modelling and
test of (web-enabled)CTI applications, as presented in [4].

Our understanding of the feature concept can be well explained along
the similarities and di®erenceswrt. the de¯nitions of feature and of feature-
oriented description given in the literature. We learned to appreciate the
conceptand the useof featuresin the context of Intelligent Networks [6,7,20],
but our notion of features is more general than e.g. what de¯ned in [3], in
order to also capture a more general classof serviceslike online, ¯nancial,
monitoring, reporting, and intelligenceservices:

De¯nition 1.1 [Feature]

(i) A feature is a pieceof (optional) functionalit y built on top of a basesystem.
(ii) It is monotonic, in the sensethat each feature extendsthe basesystem by an

increment of functionalit y.
(iii) The description of each feature may consider or require other features, addi-

tionally to the basesystem.
(iv) It is de¯ned from an external point of view, i.e., by the viewpoint of users

and/or providers of services.
(v) Its granularit y is determined by marketing or provisioning purposes.

Di®erently from the IN setting, where the basesystemwas the switch, o®er-
ing POTS functionality, and the featureswerecomparatively small extensions
of that behaviour, we have (e.g. in CSCW-oriented internet serviceslike the
OCS) a lean baseservice,that dealswith session,user, and role-rights man-
agement, and a rich collection of features.

In the traditional telephony setting, featuresare understood as modi¯ers
of the baseservice[3], which are basically executedsequentially ,each of them
departing and returning to the baseservice(the socalled"daisy" or sequential
model of execution [16]). In web-basedapplications, the proportion between
basesystemand featuresis more extreme: web serviceshave a minimal skele-
ton service,and are almost completely constituted by features.

10
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The literature is rich of approaches for the modelling and veri¯cation
of such feature-basedsystems: for example, advanced compositional model
checking techniques have been proposedin [9,2], which deal e±ciently with
the speci¯cation of properties of feature-basedsystems. Their goal is to be
able to partition both the functionality and also the requirements, and to
achieve automatic property composition at checking time.

In order to account for complex evolutions of services,we allow a multi-
levelorganizationof features,whereby morespecialistic featuresarebuilt upon
the availabilit y of other, more basic, functionalities.

In order to keepthis structure manageableand the behaviours easily un-
derstandable,we restrict us to monotonic features,which are guaranteed to
addbehaviour. Restricting behaviour, which is alsodonevia featuresin other
contexts (e.g. in a feature-baseddesignin [5]) and similarly in aspect-oriented
design[8]), is donein an orthogonal way in our setting, via constraints at the
requirements level. Rede¯nition of behaviour via features,which is considered
e.g. in [5], with a clear in°uence of object-oriented designpractices,is not al-
lowed in our setting. Attempts to de¯ne and analyzeinteractions in presence
of rede¯ning featureshave clearly shown that it is very hard to dealwith such
a feature model, and that it is preferableto avoid it.

Additionally , wedistinguishbetweenfeaturesasimplementations andprop-
erties of feature behaviours. Both together yield the feature-oriented descrip-
tion of servicesenforcedin our work.

De¯nition 1.2 [Feature-oriented Description]

(i) A feature-oriented service description of a complex service speci¯es the be-
haviours of a basesystemand a set of optional features.

(ii) The behaviour of each feature and of the basesystem are given by meansof
ServiceLogic Graphs (SLGs) [7].

(iii) The realization of each SLG baseson a library of reusablecomponents called
ServiceIndependent Building-Blo cks (SIBs).

(iv) The feature-oriented servicedescription includes also a set of abstract require-
ments that ensurethat the intended purposesare met.

(v) Interactions between features are regulated explicitely and are usually ex-
pressedvia constraints.

(vi) Any feature composition is allowed that doesnot violate the constraints.

In contrast to the proposalby [3], wedistinguish the descriptionof the feature's
behaviour from that of the legal useof a feature. Restrictions of behaviours
are in fact expressedat a di®erent level, i.e. at the requirements level (via
temporal logicconstraints), and they arepart of an aspect-oriented description
of properties that we want to be able to check automatically, using formal
veri¯cation methods.

In the following Sections,we ¯rst introduceour concreteexample: the Online
ConferenceService(OCS) (Sect. 2), subsequently we describe in detail the
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adopted feature-oriented description technique and illustrate the interplay of
the described conceptsin Sect.3 using a speci¯c portion of the OCS. Finally
Sect.4 contains our conclusions.

2 Application: The Online Conference Service (OCS)

The OCS (Online ConferenceService)(see[10,11] for a description of the ser-
vice and of its method of development) proactively helps Authors, Program
Committee Chairs, Program Committee Members, and Reviewers to coop-
erate e±ciently during their collaborative handling of the composition of a
conferenceprogram. It is customizableand °exibly recon¯gurable online at
any time for each role, for each conference,and for each user. The OCS has
beensuccessfullyusedfor over 35 computer scienceconferences,and many of
the ETAPS Conferences.In 2004and 2005it served them all, with 6 instances
of the servicerunning in parallel.

The service'scapabilities are grouped in features, which are assignedto
speci¯c roles. In the OCS,a singleusermay cover many roles(e.g.,PC Mem-
bersmay submit papersand thus be simultaneouslyAuthors), and canswitch
betweenthem at any time during a working session.A ¯ne granular rolesand
rights management system takes care of the adequateadministration of the
context, role and user-speci¯c permissionsand restrictions. The roles coop-
erate during the lifetime of a PC's operations and usethe OCS capabilities,
which are provisionedat the feature level. Through the cooperation of its fea-
tures, the OCSprovidestimely, transparent, and securehandling of the papers
and of the related submission,review, report and decisionmanagement tasks.

2.1 Feature Description

Featuresareassignedto the roles,andcanbe¯ne-granularly tuned for conferen-
ce-speci¯c policies. E.g., someconferencespractice blind reviewing, meaning
that certain ¯elds of the article submissionform are not published to the re-
viewers and secretbetweenAuthor and PC Chair. In this paper we focus on
the principal featuresand on the discussionof their implications for feature-
basedservicedevelopment. The following featuresare illustrativ e of the size
and granularit y adoptedin the OCS,while the full collectionis shown in Fig. 2.

Article Managemen t : Over 30%of the serviceactivit y consistently con-
cernsthis feature. The central pagecorresponding to this feature is the Article
overviewpage(Fig. 1(bottom)), which alsocontains links to activities like re-
port submissionor paper delegationthat go beyond just providing accessto the
article and article managements pages.

Delegation Managemen t : here the PC Chair delegatespapers to ap-
propriate PC Members and it supports PC members in their dialogue with
their subreviewers. It managesthe PC Membersand Reviewerstasklists. The
delegation processis iterativ e as PC members/subreviewers might refuse a
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Roles

Top level
Features

Subfeatures

Fig. 1. Role-basedFeature Management in the OCS

task, e.g.,due to con°icts of interest and/or lack of expertise.
Role Managemen t : it allowsthe PC Chair to de¯ne, modify, recon¯gure,

cancel roles at any time during the OCS operation. These capabilities are
very powerful, and they are responsiblefor our needof checking the rights at
runtime. Fig. 1(top) shows the ¯ne granular feature-basedde¯nition of the
article management for the role PC Chair. Thesecapabilities also exceeda
typical RBAC role-basedaccessimplementation [15]: this way, there is no
¯xed role de¯nition, in particular there is no role hierarchy: it is almost never
the casethat a role includesand/or monotonically extendsthe capabilities of
"underlying" roles. On the contrary, di®erent rolesare prevalently orthogonal
to each other in the sensethat they bring di®erent accessrights.

Setup Managemen t : it enablesthe responsibleadministrator and/or the
PC Chair to con¯gure the servicebeforeit goespublic. It alsoallowsonline re-
con¯gurations (e.g. setting global deadlines,assigningfurther responsibilities,
establishingnewsgroups)while the serviceis running.

As shown in Fig. 1, the features interact: by con¯guring di®erently the
role PC Member (Feature Role Management, Fig. 1(top)) a PC Chair can at
any moment grant and revoke coarseand ¯ne granular accessrights to the
whole Article Management feature (or to portions of it) to singleusersor to
user groups. We addressthe challengeto guarantee that thesedynamically
de¯ned possibleservicebehaviours obey all our requirements.

13
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2.2 Property Description

Security and con¯dentialit y precautionshavebeentakento ensureproper han-
dling of privacy and intellectual property sensitive information. In particular,

² the servicecan be accessedonly by registeredusers,
² userscan freely register only for the role Author,
² the roles Reviewer, PC Member, PC Chair are sensitive, and conferredto

usersby the administrator only,
² usersin sensitive rolesare granted well-de¯ned accessrights to paper infor-

mation,
² usersin sensitive rolesagreeto treat all data they accesswithin the service

as con¯dential.

We needto be able to check theseservice-wideproperties in a servicear-
chitecture organizedin a hierarchical featurestructure. The following sections
explain how the needsof the development of internet serviceslike the OCS
are taken careof by our application development environment.

3 Designing the OCS as a Feature Based System

As characteristic for the application development by meansof our AgentBuild-
ing Center (ABC) framework [11,18], the application de¯nition layer is struc-
tured by meansof a hierarchical useof features,which are realizedin terms of
components and (possiblynested)macros,each with its own SLG. Concretely,
the ABC supports at the component level

² a basicgranularit y of components in term of SIBs which o®eratomic func-
tionalities and areorganizedin application-speci¯c collections. Thesebuild-
ing blocks are identi¯ed on a functional basis,understandableto application
experts, and usually encompassa number of `classical'programming units
(be they procedures,classes,modules,or functions).

² and a structuring mechanism via macros, which allow developers to build
higher-order components that can be consistently reusedas if they were
basic components. Consistency is in fact a central concern in terms of
analyzability and diagnosisvia model checking - as explainedin Sect. 3.4.

Application development consiststhen of the behaviour-oriented combination
of SIBs and macrosat a coarse-granular level.

The designof the OCS, a complex application whoseSLG has currently
approximately 2500nodesand 3500edges,re°ects the typical feature-based
organizationof the application logic in the ABC [11]. As shown in Fig. 2, the
global, application-level SLG is quite simple:

² it contains at the top level the logic for the serviceinitialization (init-service)
and the baseservice, which is a skeletonservicethat providesgenericinter-
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Fig. 2. The Application SLG of the OCS: Baseand Public Service,and Features

net login and sessionmanagement services,and the public functionalities
(those accessiblewithout being a registereduser), and

² it coordinatesthe calls to and the interferencesbetweenthe singlefeatures.

As we have seenin the feature description, featuresin°uence each other, thus
oneof the aims of servicevalidation via model checking and testing is exactly
the discovery and control of the so called feature interactions.

3.1 Feature-based Design

As shown in Fig. 2, each featureis implemented asa macro,thus it hasan own
ServiceLogic Graph that de¯nes all the servicesand the behaviours possible
under that feature. Fig. 3 shows, e.g. the SLG that implements the Article
Management top-level feature. Top-level featurestypically provide a number
of servicesto the users. In the caseof the OCS, the depicted version o®ers
in addition to the Article, Delegation, and SetupManagement featuresalready
brie°y introducedin Sect.2 alsoservicesfor the management of Roles, Users,
and Sta®, aswell ase.g.a feature for performing the PC Members' Biddingfor
papers. This structure becomesimmediately evident through the SLG, and it
is also explicitly made publicly available over the GUI, as we can seein the
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„Article“ Feature SLG

Sub-Features

…

Fig. 3. SLG of the Article Management Feature: Hierarchical Feature Structure

Create
Newsgroup

CVSCreateConnection
SIB Specification

SIBs…

Fig. 4. SIB Occurrencesin a SLG, and SIB Speci¯cation

navigation bar on the left sideof the screenshotsof Fig. 1.
Fig. A.1 (in Appendix) shows an excerpt of the featuresand subfeatures

of the OCS. We seethat several subfeaturesoccur in more than one feature,
thus can be accessedunder a variety of conditions. Altogether, the OCS has
over 100 features. New releasesof the OCS usually do not touch the basis
servicebut involve the addition or major redesignof top-level features.
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3.2 Hierarchy of Features

According to the needsof the application, featurescan be structured in ¯ner-
granular (sub-)features,which are themselvesalso implemented by meansof
SLGs. Similar to the structure at the application level, the SLG of the Article
Management feature, shown in Fig. 3,

² contains itself a work°ow, herequite simplesinceit providesonly navigation
capabilities, and

² coordinatesthe calls to and the interferencesamonga number of ¯ner gran-
ular features, which can be themselvessubstructuredaccordingto the same
mechanisms.

In our example,the Article Management feature dealsboth with the manage-
ment of articles, asevident from subfeatureslike SubmitArticle, ModifyArticle,
SubmitFinalArticleVersion, and with article-related tasks that reside in other
features,like Reportlist or DelegateArticle, which are part of the featuresRole
and Delegationrespectively.

To illustrate a complete top-down SLG-basedre¯nement structure, we
examinethe SubmitArticlesubfeature,reported in Fig. 5, which is technically
again implemented as a macro. We reach in this SLG the re¯nement level
wherethe actual businesslogic is described: embeddedin the context of several
checks and of error-handling logic,

(i) the ShowSubmitArticleSIB preparesand displays the webpagefor the
submissionaction,

(ii) ShowCon¯rmArticleallows the userto con¯rm the submissionafter check-
ing the correctnessof the metadata (like title, article, authors, abstract),

(iii) then the actual upload in the databaseand in the CVS versioningsystem
is performed,and ¯nally

(iv) the ShowSubmitArticleAcknowledgementSIB noti¯es the submitter of the
successfulexecution.

The SLG also makesuseof three macros,CVSCheckin, mail noti¯cation, and
CreateNewsgroup(seeFig. 4). Thesemacrosembed reusablepiecesof business
logic which are relevant to the application designers,but not to the users.
Accordingly, they do not deserve the status of a feature.

In the ABC, featuresare enabledand published to the end-userson their
¯ner granularit y, accordingto a complex,personalizedrole-right-context man-
agement. As an example,only userswith a PC Chair role are able to submit
articles in the name of another user. The designof the sub-structure of fea-
tures is driven exactly by the needsof distinguishing behaviours accordingto
di®erent contexts. Sub-featuresin fact usually ariseby re¯nement of features
asa consequenceof the re¯nement of the con¯guration featuresand of the role-
rights management system. This way we enablea very precise¯ne-tuning of
the accessto sensitive information and to protected actions.
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Macros

„Submit Article“ SLG

Fig. 5. A Hierarchical Macro: The Submit Article Feature

3.3 Organizing the User/Role Management

Oncean internet serviceis online, it is continuously navigated in parallel by a
cohort of agentsthat executeits global servicelogic on behalf of a user,within
the limits imposedby the roles/rights of the user they are associated with.

The SLG of an application de¯nes the space of potential behavioursthat
agents can assume,and each agent's behaviour is de¯ned implicitly as the
currently valid projection onto this potential, ¯ltered via

(i) the roles-and-rights management system,which de¯nes dynamic, recon-
¯gurable projections on the behaviours de¯ned in the SLG, and

(ii) the current global status of the application, including the data space,the
con¯guration, and certain event- and time-dependent permissions.

18



Kar usseit and Mar garia

This hasconsequenceson the designof the userand role management, and
on its interaction with the feature-basedmodel of the servicefunctionality.
From the point of view of the userand role management, featuresare seenas
a collection of functionalities of the servicewhich can be switched on and o®
for single roles and for single users. The servicefunctionalities have unique
names,whosenaming schemeis quite simple:

F-<FeatureCategory>-<SubfeatureID>.<Filter>

² The FeatureCategory is the nameof a feature at the modelling level, im-
plemented as an own SLG in the service,

² The SubfeatureID speci¯es a subfeatureof the feature at the modelling
level, that is implemented either as an own SLG in the service, or as a
functionality of a SIB.

² The Filter su±x is optional and allows steering the ¯ne granular right
management: it restricts the accessat runtime to the capabilities of the
businessobjects underlying the features.

The userand role management are themselvesimplemented by meansof fea-
tures: Rolesand Users, as seenin Fig. 1 are typically accessibleto the Ad-
ministrator and the PC Chair.

From the User/Role management's point of view, the Article Management
feature is itself managedin the FeatureCategoryART. The right to submit an
article in the OCS is called permissionF-ART-03: the singlepermissionsof a
FeatureCategoryare numbered,thus uniquely named. In caseof accessto the
subfeatureSubmitArticle (seeFig. 1(top)), it is ¯rst checked whether the
calling agent (implemented asa process)is granted the permissionF-ART-03.
Only then the accessis allowed.

Somesubfeatures,like the permissionto read an article (F-ART-05), have
¯ner granular variants which are administered through ¯lters. The permis-
sion F-ART-05 says that the subservicethat provides accessto the content
of a submission can be executed, but it does not specify on which arti-
cles. This is managedthrough ¯lters, which distinguish the accessonly to
the own articles (F-ART-05.own), only to the ones the user should review
(F-ART-05.delegated ) or to all the articles (F-ART-05.all ).

This User/Role management mechanism exploits these¯ne granular per-
missionsto createat needpersonalizedviews,limiting e.g. for a userthe scope
of accessto certain resources(documents or functionalities). A role is de¯ned
via a set of permissions,and it is recon¯gurable online at any time by users
which have the corresponding rights on the feature Roles. This concernsthe
modi¯cation of the current roles,but also the de¯nition of new roles (e.g. to
deal with exceptional cases. An example of exception elegantly dealt with
this way wasthe de¯nition of a SubstitutePC Chair role, wherea PC member
acted as PC Chair for articles submitted by the PC Chair to the conference
he waschairing, which shouldobviously be treated completely independently.
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This way we grant a very high °exibilit y of the serviceusage.

3.4 Model Checking-Based High-LevelValidation

The correctnessand consistencyof the application designenjoys fully auto-
matic support: throughout the behavior-oriented development process,the
ABC o®ersaccessto mechanismsfor the veri¯cation of libraries of constraints
by meansof model checking. The model checker individually checks hundreds
of typically very small and application- and purpose-speci¯c constraints over
the °ow graph structure. This allows conciseand comprehensiblediagnostic
information in caseof a constraint violation sincethe feedback is provided on
the SLG, i.e. at the application level rather than on the code.

The ABC contains an iterativ e model checker based on the techniques
of [17], recently extendedto a gamebasedmodel checker [14]: it is optimized
for dealing with the large numbers of constraints which are characteristic for
our approach, in order to allow veri¯cation in real time. Concretely, the
algorithm veri¯es whether a given model (a °attened SLG, where the hier-
archy information in form of macroshas beenexpanded)satis¯es properties
expressedin a user friendly, natural language-like macro language[13]. In-
ternally, the logic is mapped to the modal mu-calculus with parameterized
atomic propositions and modalities.

Example 1. The generalOCSpoliciesalreadymentioned in Sect.3 aswell as
conference-speci¯c policiesinherently de¯ne a loosespeci¯cation of the service
at the servicelogic level, which canbe directly formulated aspropertiesof the
OCS in our model checking logic. For example,the accesscontrol policy is a
primary sourceof constraints like \ A user can modify the de¯ned roles only
after having successfully registered as Administrator", expressedas

: (modify-roles) unless user-login[Role=Admin]

as a global constraint on the SLG of the whole application. This example
illustrates the slightly indirect way of expressingthe intended constraint. It
says,\A user cannot modify the de¯ned rolesunless(s)he hassuccessfully reg-
istered as Administrator". Additionally the exampleshows a parameterized
atomic proposition: user-login[Role=Admin] is parameterizedin the possible
rolesa usermight have, and [Role=Admin] doesnot only require a user-login
to appear, but also that the role matches,in this caseadministrator.

All the propertiesmentioned earlier in Sect.2 are requirements expressible
in this logic, and they are instancesof the classesof safety and consistency
requirements identi¯ed in [1] to be characteristic of Computer Supported Col-
laborative Work platforms. Being able to automatically verify such properties
via model checking is a clear advantage of the ABC, and it is essential in
applications like the OCS where the role-dependencyis much more dynamic
than in standard RBAC applications.

A previous versionof the OCS, which was not organizedin features,had
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beenalready checked wrt. temporal logic properties like the one above [19]
This global approach becameimpractical due to the growing sizeof the web
service,to the increasedimportanceof the Setupfeature, which allows almost
complete recon¯gurability at any time, and to the transition to distributed
development and maintenance, which are distributed feature-wisewithin a
team of people.At this point, it becamecentral to beableto partition alsothe
veri¯cation feature-wise.This allows us e.g. to keepthe properties readable,
sincewe do not needto add largenumbersof conjuncts just to isolatespeci¯c
portions of the global graph, very often coincident with the features.

Meanwhile we usea slightly enhancedvariant of CTL, wherewe have both
forward and backward modalities. This is commone.g. in program analysis,
and turns out to be usefulalso in our application. Examplesof such operator
pairs are AF F (Á) and AF B(Á), the well known always¯nal ly forward and
backward CTL operators. We useoften alsountil operators,usefulto describe
"layered" regionsof properties: ASU F (Á;Ã) (resp. AW U F (Á;Ã)) meanÁ
strong forward-until Ã (resp. Á weak forward-until or unlessÃ). Thereby, the
primed SIB names,like 'ShowFrameSetFiles, are the atomic propositionsof the
logic. Given the large alphabet of SIB and branch namesit is convenient to
useedgemodalities with sets,as e.g. in [» f okg]Á, meaningthat Á is true in
each successorstate reachable via an edgenot labelled ok.

Apart from a number of simpler constraints that just enforcesomeforward
or backward sequenceof SIBs (useful e.g. in conjunction with macros,to en-
forcea certain well-formednessof reusal),most propertiesexpressreachabilit y
or a certain looseordering of functionalities.

Example 2. In the ForgottenPwdfeature, e.g., we would like that oncethe
pagewith the form for answering the private questionhasbeenshown (doneby
the SIB ShowFrameSetFiles), the user-entered data should always be checked
for correctnessand completenessSIB CheckReqParam3 . This is expressedas
0ShowF r ameSetF il es = > [f okg]AF F (0CheckReqParam)

Example 3. Once this parameter check fails, the user should return to the
pagewith the input form. The SIB CheckReqParamis in this caseexited along
the branch missingor existsempty:
0CheckReqParam = > [f missing ; exists emptyg]AF F (0ShowF r ameSetF il es)

Example 4. The password questionshouldonly be shown oncea valid e-mail
addresshasbeeninput. The constraint
0ShowPwdQuestion = >

(AF B (0CheckEmail Addr ) ^ AW U B (» 0 CheckEmail Addr; ![f successfulg]!T))

meaning that every occurrenceof ShowPwdQuestionis precededby a Check-
EmailAddr)and that that CheckEmailAddr)hasbeenexited along a successful

3 We would like to ensurethis before forwarding the data to the persistencylayer.
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branch. Here we rely on the uniquenessof the successfuledge within the
feature. In the generalcasewe would needadditional constraints like

AG F (< f successfulg > T = > 0 CheckEmail Addr )

to delimit the scope more precisely.

Example 5. The noti¯cation pagethat an e-mail with the new password has
beensent shouldnot be shown beforeit wasreally sent out without an explicit
acknowledgement by the user:
0Service2CallContext = > ASU F ( 0ShowPwdAck;0SendM imeM essage)

Here we seethat, as soon as the servicelogic becomesa bit more complex,
the intuitiv enessof the constraints is alsoquickly impaired: in order to check
properties of the service logic, we need to refer to technical SIBs like Ser-
vice2CallContext. We alsoseethat sometimesthe "minimalit y" of constraints
is not obvious: here we useuntil instead of next becausein the graph there
are self-loops.

An exampleof non satis¯ed constraints concernedthe treatment of back
browsebranchesin someareasof the OCSlike the Report management feature,
where several successive modi¯cations of forms are possiblein sequence.In
order to check the existenceand correctnessof these(quite large) loops, we
have decidedto model the navigation structure of theseOCS portions at the
SLG level. However, due to the reusal of previously available subfeatures,
someof the navigation options were still implemented at the GUI level, thus
we were able to detect e.g. a number of missing back branches in the SLG.
This was not a functional error, but an inconsistencyin the modelling style.

4 Conclusions

We are not aware of any feature-baseddesignapproach similar in its intent
to our goals, in particular concerningthe simplicity at the modelling level.
The closestapproaches we know of typically require far more knowledgeat
the application level (at least programmingexpertise) and/or lack systematic
support by meansof formal methods, and therefore are inadequate for the
scenariosand userswe address.

The impact of our approach on the e±ciency of the design and docu-
mentation has beenproven dramatic in industrial application scenarios:our
industrial partners reported a performancegain in time-to-market of the ap-
plications of a factor between3 and 5. The reasonfor the reported gain was
in particular the early error detection,due to the tightenedinvolvement of the
application expert into the development cycle. More generally, we seethe cur-
rent approach asan instanceof Model DrivenApplication Development, where
heterogeneousmodels allow the individual, but interdependent modelling of
complementary aspects. And indeed,featuresconstitute a speci¯c categoryof
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such aspects, adequatefor the structuring of complexapplications according
to complementary views and to support elegant and powerful approaches to
proving correctnessand compatibilit y of complexbehaviours.

References

[1] T. Ahmed, A. Tripathi: Static Veri¯c ation of Security Requirements in Role
Based CSCW Systems, Proc. 8th Symp. on Access Control Models and
Technologies,Como (I), ACM Press,pp.196-203,2003.

[2] C. Blundell, K. Fisler, S. Krishnamurthi, P. Van Hentenryck: Parameterized
Interfacesfor Open SystemVeri¯c ation of Product Lines Proc. ASE 2004,IEEE
International Symposium on Automated Software Engineering.

[3] J. Bredereke: On Feature Orientation and RequirementsEncapsulation, volume
"Components, Features,and Agents", LNCS 2975,2004,Springer Verlag.

[4] A. Hagerer,T. Margaria, O. Niese,B. Ste®en,G. Brune, H.-D. Ide: An E±cient
Regression Testing of CTI Systems:Testing a complex Call-Center Solution,
Annual Review of Communic., Vol. 55, Int. Engin. Consortium, Chicago,2001.

[5] H. Harris, M. Ryan: Theoretical Foundations of Updating Systems. ASE 2003,
18th IEEE Int. Conf. on Aut. Software Engineering, IEEE-CS Press,2003.

[6] ITU: General recommendationson telephoneswitching and signaling intel ligent
network: Intr oduction to intel ligent network capability set 1, Recommendation
Q.1211,Telecommunication Standardization Sectorof ITU, Geneva, Mar. 1993.

[7] ITU-T: Recommendation Q.1203. "Intel ligent Network - Global Functional
Plane Architecture", Oct. 1992.

[8] S. Katz, Y. Gil: Aspects and Superimpositions, Proc.ECOOP 1999, LNCS
N.1743,Springer Verlag.

[9] H.C. Li, S. Krishnamurthi, K. Fisler: Verifying Cross-Cutting Featuresas Open
Systems, Proc. FSE-10, ACM SIGSOFT Int. Symp. on the Foundations of
Software Engineering, 2002.

[10] B. Lindner, T. Margaria, B. Ste®en:Ein personalisierter Internetdienst fÄur
wissenschaftliche Begutachtungsprozesse, GI-V OI-BITK OM-OCG-TeleTrusT
Konferenz Elektronische GeschÄafts-prozesse(eBusinessProcesses),UniversitÄat
Klagenfurt, September 2001,http://syssec.uni-klu.ac.at/EBP2001/ .

[11] T. Margaria: Components, Features, and Agents in the ABC, in "Components,
Features,and Agents", LNCS 2975,pp.154-174,2004,Springer Verlag.

[12] T. Margaria, M. Karusseit: Community Usageof the Online Conference Service:
an Experience Report from three CS Conferences, 2nd IFIP Conf. on "e-
commerce, e-business,e-government" (I3E 2002), Lisboa (P), Oct. 2002, in
"T owards the KnowledgeSociety", Kluwer, pp.497-511.

23



Kar usseit and Mar garia

[13] T. Margaria, B. Ste®en:Lightweight Coarse-grained Coordination: A Scalable
System-LevelApproach, in STTT, Int. Journal on SoftwareTools for Technology
Transfer, Vol.5, N.2-3, pp. 107 - 123, Springer-Verlag, March 2004.

[14] M. MÄuller-Olm, H. Yoo: MetaGame: An Animation Tool for Model-Checking
Games, Proc. TACAS 2004,LNCS 2988,pp. 163-167,2004,Springer Verlag.

[15] R. Sandhu, E. Coyne, H. Feinstein, C. Youman: Role-Based Access Control
Models, IEEE Computer, 29(2):38-47,Feb. 1996.

[16] M. Shaw, D. Garlan: Software Architecture: Perspectives on an Emerging
Discipline, Prentice-Hall, 1996.

[17] B. Ste®en,A. Cla¼en,M. Klein, J. Knoop, T. Margaria: The Fixpoint Analysis
Machine, (invited paper) CONCUR'95, Pittsburgh (USA), August 1995,LNCS
962, Springer Verlag.

[18] B. Ste®en,T. Margaria: METAFrame in Practice: Intel ligent Network Service
Design, In Correct System Design { Issues, Methods and Perspectives, LNCS
1710,Springer Verlag, 1999,pp. 390-415.

[19] B. Ste®en,T. Margaria, V. Braun: CoarseGranular Model Checking in Practice,
Proc.8th Intern. SPIN Workshopon Model Checking Software, satellite to ICSE
2001,Toronto (Canada), May 2001,LNCS 2057,pp. 304-312,Springer Verlag.

[20] B. Ste®en,T. Margaria, V. Braun, N. Kalt: Hierarchical service de¯nition,
Annual Rev. of Communication, IEC, Chicago, 1997,pp. 847-856.

[21] H. Weber: Continuous Engineering of Information and Communication
Infr astructures, Proc. Int. Conf. on Fundamental Approaches to Software
Engineering(FASE'99), Amsterdam, LNCS N. 1577,SpringerVerlag,pp. 22-29.

24



Kar usseit and Mar garia

A Hierarc hical Feature Structure

Fig. A.1. Hierarchical Feature Structure and Feature Reusal
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Abstract

We present a new model-based approach that we are using to build commercial web-
basedapplications. The user requirements together with a data model are formally
speci�ed in a graphical notation using the CREATIV toolset. The speci�cation may
be checked by animation before being automatically t ranslated to Perfect notation.
The Perfect Developer toolset uses automated reasoning to generateformal proofs
of correctness. It then generatesC++ or Java code which, in conjunction with
an application framework also written in Perfect, forms the complete application
including the HTML user interface. The whole processprovidesa rapid turnaround
from new requirements to a formally-veri� ed application.

Key words: formal speci�cation , formal veri�cation , web
applications

1 In tro ducti on

A recent survey of 1027 information technology projects [1] found that only
12.7% were deemed successful. Poor requirements were considered to be a
contributory factor in 76% of the failing projects. These�gur es indicate that
a better approach to IT system development is neededand that any new
approach must include better de�nitio n of requirements. We present such an
approach.
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2 De�ning Require ments wit h CREA TIV

One important speci�cat ion dichotomy is that while user understanding re-
quires the use of natural language, correctnessrequires the precision of a
mathematical approach. The CREATIV approach o�ers an improved process
for requirement speci�ca tion that aids user understanding by using natural
language while ensuring consistency and functional correctness by using con-
cealedmathematical logic.

The underlying approach is model-basedand axiomatic [2]. A proof in an
axiomatic theory is a �nite sequenceof statements in the theory in which each
statement either is an axiom or derivesfrom an earlier statement by applying
a rule of reasoning. The CREATI V reasoning process uses�v e axioms and
onerule of inference, which readsinformally as: IF a candidate entry satis�es
its preconditions THEN add the entry to the speci�ca tion AND include the
consequential closurethat results from it s addition. The tool imposessome
of the preconditions and the application it self imposesothers. The reasoning
occurs in a metamodel that represents the requirements process, represented
in �r st order predicatecalculus; themetamodel construction is alsoaxiomatic,
and usesidentical axioms and rules of reasoning.

Starting from the axioms and the rule of inference,we can prove a succes-
sionof theoremsat a very low level. There are several hundred such theorems,
which are usedaslemmas to support higher level proofs. We then present the
reasoning system,speci�ed in its own notation, for proof in exactly the same
way. We can then present the application speci�cation similarly. This layered
organisation of the approach has an important advantage: we can express
reasoning about speci�cation behaviour (animation) as onemore layer in the
reasoning processand onethat usesthe sameapproach and rule of inference.

The tool can translate a correct speci�cat ion into other languages,such
as Perfect or Z, because there is one well-de�ned meaning associated with
each theorem. When we tr anslate into Perfect, which has it s own more pow-
erful theorem prover, we can also generate a large number of hypotheses,by
rule, that expressproperties that the application code should possess. Users
may alsostate further hypotheses,arising from their own knowledge. We ex-
pect all thesehypothesesto be provable; proof failures almost always indicate
important speci�ca tion errors.

Translation to Perfect alsoallowsimmediategeneration of Java or C++ , so
the production of web-basedsystems can be automated oncethe speci�cation
is complete. We guarantee that any proven property will be present in the
generated system.

In order to construct a speci�cation using this approach, it is necessary to
construct the businessmodel (diagram) and the supporting information (text) .
While analysts canenter information in any order, it is usual to developa part
of the diagram �r st , then to add the supporting text, using form-�lling dia-
logues, and �nally to check this partial speci�ca tion or model. Analysts can
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Fig. 1. Lib rary model

then correct any errors and extend the partial model by repeating the above
process.The CREATIV workbench supports this processand retains all the
entered material in an underlying database. Analysts can make new entries
in the databaseand changeor delete existing entries. At user request, the
workbench checks that all the entered facts are provable and self-consistent ,
by translating the databasecontent into a formal notat ion, attempting math-
ematical proof, and reporting any proof failures. Since this is at user request ,
speci�cat ions can be temporarily inconsistent during their development; this
makesthose constructs that involve iteration and circularit y easierto de�ne.

We de�ne a speci�ca tion as an assembly of �v e structured collections of
information; of these, three contain the data, functions, and events of the
application. Of the other two, concepts conjoin data, function, logic, and
event material to provide a view of the data within a class; constraints (or
business rules) establish how data movesbetweenprocesseswithin the system.
Each constraint de�nes a data 
o w line, the speci�c data tr ansfer (de�n ed by
one or more predicates), and the type of 
o w that occurs. Each destination
concept includes a logical expression that must be satis�e d before any 
o w
can occur.

Each collection (data, function, event, concept, and constraint) contains
one or more relational tabulations of facts relevant to the requirement spec-
i�catio n. The entry of these facts constitutes the speci�cation process. The
CREATIV speci�ca tion workbench guides users through this entry process
with no referenceto any mathematical notat ion. The totalit y of this informa-
tion allows the derivation of a formal speci�cation that will support detailed
reasoning. In particular, we can predict the behaviour of the speci�cation to
arbitrar y sequencesof input data; this not only allowsusers to test the correct-
nessof the speci�cation but also provides acceptance test data and expected
results.
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The notation is similar to the BusinessActivit y Diagram of UML but
provides more detail. An example is shown in Fig. 1, which represents a
lending library. The library acquires books (concepts that accept external
events are marked with an input arrow), each entered as title added to stock.
For each such entry, the L05 constraint transfers selectedattr ibute values to
represent availablestock, that is, items available for loan. We similarly enter
each current member, who must be traceable if he is to borrow books, though
in this case there is no consequent ial inference. The L12 broken line indicates
read-only accessto this data.

Any person can make a borrowing request for any book but only members
can borrow books (L12) and memberscan only borrow available books (L09).
Requestsby non-members are unsatis�able, as are requestsfor non-present
books. If the logic \ L09 AND L12" is satis�ed (both values are tr ue) then
the borrowing requestis accepted. An entr y is addedto current loan to re
ect
the loan (L15) and as a further consequence,the item is deleted from avail-
ablestock (L04), indicating that the it em is no longer available. The dashed
line indicates a logical inversion.

Upon completion of the loan, the borrower returns the book and this event
is entered in returned item. Provided that the entry matchesa borrowed item
(as required by L24), the matching entr y is deleted from current loan (L14)
and reinstated in availablestock (L04), since the deletion is now inverted.
If we enter a small number of books and members, we can test the model
speci�cat ion by submitt ing borrowing request and returned item events (both
soundand faulty).

This simple model is inadequate as a library model; but becauseit is easy
to understand, it is easyto enquireabout it sde�ciencies.For example: how do
we limit the number of loansto oneborrower? How do we represent members
who leave the library?

The CREATIV tool can reasonabout the model to verify that the spec-
i�catio n is self-consistent . Next, we can animate the speci�cat ion in order
to demonstrate the behaviour of the model to users of the proposedsystem,
allowing speci�cation correctnessto be tested. It is entirely usual for initia l
versions of a speci�cation to contain errors; the analyst corrects theseunt il
the usersagree the correctnessof the speci�ed behaviour.

Documentation is generated automatically, by direct deduction from the
speci�cat ion facts. We can produce a structured English speci�ca tion, UML
documentation such as interaction diagrams, and various additional elements
such as checklists and tabulations.

3 Gener at ing and Verif ying t he Appl icat ion wit h Per-
fect Develop er

Perfect Developer [3], [4] is an object-oriented formal tool which provides for
the de�nitio n of state-based speci�cationsand relatedfunctional requirements.
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It alsohas facilities for manual or automatic re�nement to a lower-level spec-
i�catio n, from which C+ + or Java code can be generated. Included is an
automated reasoning enginewhich attempts to prove that the speci�cations
are complete and consistent , thespeci�cationsmeet the requirements, and the
re�nements preserve the observable behaviour apart from resource usage.

The Perfect speci�cat ionsgenerated by CREATIV are designed to work in
conjunction with an application framework that has been writt en directly in
Perfect. Thesespeci�cations include a model of the relational databasetables
needed to represent the data, and a largenumber of operations specifying how
the state is to be changed in responseto various events. Also generatedis a
partial data dictionary, for use in generating HTML screensto interact wit h
the user.

The application framework provides the baseclassesfrom which classesin
the CREATIV- generatedspeci�cat ion are derived. It automates the gener-
ation of HTML pagesfor user interaction and the parsing of returned form
data. A small supporting library allows it to be built as a web application
using the CGI interface. We have not yet made much e�ort to achieve full
formal veri�catio n of the framework, soat present only 92% of the 1108 proof
obligations that it gives rise to are discharged automatically. Most of the fail-
ures relate to proof obligations from library components usedto perform �le
I/O and match regular expressions,rather than from the framework itself.

4 Case Study

As a commercial example of this approach, we have speci�ed part of a web-
enableddatabasesystemfor a UK government department. Wehavecurrently
speci�ed about 10% of the system;this appears as 1340 speci�cation clauses
and translates at present to 35,799 lines of Perfect. The subsequent code gen-
eration produces62,224 lines of Java. Perfect Developer alsogenerates 9,819
proof obligations relating to the CREATIV- generated �les, all of which are
proven automatically. The entir e generation process (axiomatic speci�cation
proof, translation to Perfect, and construction of Java code) takes lessthan
30 minutes on a laptop machine of modest speed(750 MHz). Complete proof
by Perfect Developer of the generated obligations requiresabout 4 hours 20
minutes on the same machine (averaging about 1.6 seconds per proof).

5 Rel ated Work

Automatic code generation for large parts of web applications from semi-
formal or informal speci�cat ions (such as UML) is widely used. An approach
to the construct ion of web applications from formal speci�cat ions is outlined
in [5]. The use of formal speci�cat ions for testing web applications has been
proposed by a number of authors including [6].
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6 Concl usions and Further Work

We have shown that it is possible and practical formally to specify and verify
a substantial part of a web-based commercial application, and to generate
code from the speci�cat ions. We contend that the generated systemis inher-
ently immune to bu�er over
ow attacks. This will be proven formally when
we achieve completeveri�c ation of the application framework and associated
library.

There are somelimitat ions to the present versionof the workbench. Both
reasoning systemsare foundedon predicate calculus and are unable to reason
about temporal properties, non-functional properties or concurrency. CRE-
ATIV uses the relational model for information storage;this may not be the
best representation for someapplications.

In thefuture weintend to specify formally a subsetof the W3C HTML 4.01
de�nition in Perfect. This will allow us to prove not only that the application
alwaysgenerateswell-formedHTML pages,but alsothat the systemis immune
to cross-sitescripting atta cks.
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Abstract

In thi s paper we intr oduce brie
 y a notati on dedicated to model navigation of Web
applications and somestr ategies that we plan to employ to assess models built with
such as a notation. Our aim with this kind of evaluation is to ensure (prior to
implementation) that important users tasks can (or cannot) be performed with the
system under construction.

Key words: Model-based Web developpement, Model-based
veri� cation, Formal descripti on techniques, Usabilit y evaluation.

1 N avi gati on modeling wi th t he SW C notat ion

Model-based design is a relativ ely recent �eld over the Web but it is growing
fast due the demanding needof modelling support to build more and more
complex Web applications [7]. In recent years, somemodels for the develop-
ment of Web applications have beenproposedsuch as the OO-H method [5]
and the WebML approach [3]. Thesemodels may increase productivit y but
they often lead to ambiguous descriptions of requirements or impose a par-
ticular kind of implementation. However, even if more appropriate modelling
techniquesexist, the useof modelling methods alone it is not enough to en-
sure the usability and reliabilit y of Web applications. For web applications,
usability evaluation is not only important for identifying problemsin the early
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phasesof the development processbut also for managing the frequent updates
performedover web applications.

In order to overcome the limita tions of informal models, we have proposed
the StateWebCharts (SWC) [9] notat ion for describingnavigation over Web
application. SWC is a formal notation that extendsStateCharts [6] by adding
appropriate semant ics for statesand transit ions, includes notions like dialogue
initia tiv e control and client and transient activities. A detailed descript ion of
this notation can be found in [9]. More generally, Web pages(static or dy-
namically generated) areassociated to SWC states. Thus,each state describes
which objects users can seewhen navigating over the applications. Links are
represented by transit ions between states. Data can be transferred from a
state to another through the transitions. Persistent data can be held by a
special kind of state called transient state (see[9] for details).

The operational semantic for a SWC state is: current states and their
containersare visible for userswhile non-current states are hidden. Userscan
only navigate outgoing relationships (represented by the means of t ransitions
in themodel) from current states. When a userselects a transition the system
leaves the sourcestate which becomesinact ive letting the target state to be
the next active state in the con�guration.

2 St rategi es for mo del-based evaluati on of navig ati on

The purpose of a navigation modelling is to create navigable paths among
units of an information space.Hereafter wepresent somestrategies to evaluate
the usabilit y of models using the set of basic information concerningstates,
relationshipsand events provided by the SWC notation.

Static veri�catio n refers to analysis without model execution. Several
methods have been proposedas described in [2] for supporting model-based
evaluation such as model checking (typically used for software testing, it is
used to check intrinsic elements of a model) [8]. This category covers the
following issues: a) Model consistency; b) Unreachable states; c) Dangling
links; d) Redundancy of links; e) Unreachable paths; f) Shortest path; g)
Compulsory path; and h) Data dependency.

The principle of dynamic veri�catio n is that the model must be executed
or simulated in order to perform the veri�c ation. The simulation, step by
step under the control of the designer, can be usedas a kind of walkthrough
method for inspecting both navigation speci�ca tions and their corresponding
Web applications. In this case,the designer 'navigates' the model as a real
userwould do. This task can beeased by the appropriated tool support. How-
ever, walkthro ugh over model is not the unique way for performing dynamic
veri�ca tion. The navigation models can be accessedto measure the coverage
of a given test suit or a collection of test cases. The test suit consistsof a set
of directives which are usedby automated tools for inspecting the model [1];
for example: a) every state is visited at least once in some test case;b) every
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relationship from every state is followed at least once;every path in the site
is followed in at least one test case.

The veri�catio n of properties is madeup by inspect ing the modelsin order
to verify if the model is compatible or not wit h someprede�ned behavioural
rules (as we only considerin this paper properties concernedby navigation)
called properties. They can be expressedby using Temporal Logic or any
other abstract declarativ e formal descript ion technique. Properties can be
very generic/ abstract or very concretesuch as "do not allow more than seven
relationshipsgoing out from a state". This kind of property might be veri�e d
automatically over the model and even embedded into editor tools but this
heavily dependson the expressive power of the notation and the complexity
of the models. Until now, only few works [4] have been devoted to verify
ergonomic rules as properties of models.

Assessment of navigation model usinguserscenarios aimsat exploiting two
complementary models and to cross-check their compatibilit y. Taskmodelsare
aimed at describing not only how usersperform their task but alsowhen and
why those tasks are performed(in order to achieve which goal). Task models
are typically a result of a detailed speci�ca tion of functional requirements of
the interface describinguser tasks with the application. The basis of such an
assessment is to extract scenarios from tasks models and to play them over
navigation models [10]. Contrar ily to other works that analyze navigation
paths, this procedure allows designers comparing navigation paths to real
tasks, which is supposed to give deeper insights about the usabilit y of the web
application's user interface.

3 Di scussion and future work

Several methods have been proposedas described in for supporting model-
basedevaluation [8][4][2]. These techniques have beenavailable and usefully
employed for a long time in the �eld of formal methods for communication
protocols or software engineering. Besides, despite the �rst paper published
in this � eld by [8] their actual usefor Web applications remains very seldom
and limited.

In this work we have introduced a notation devoted to the navigation
modelling and we have discussed strategiesfor evaluation of such as models.
The SWC notation providesall the set of basicinformation concerning states,
relationshipsandevents which is required to dealwith the evaluation described
above. The edit ion of SWC modelsis supported by the SWCEditor which also
allows the simulation and veri�catio n of models. Our ongoing work consists in
developing and integrating analysis tools to our prototype in order to support
a cumbersomeand resource demanding manual process.
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Abstract

One of the most important aspects of a Web document is its up-to-datenessor
recency. Up-to-dateness is particularly relevant to Web documents becausethey
usually contain content origining from di®erent sourcesand being refreshedat dif-
ferent dates. Whether a Web document is relevant for a reader depends on the
history of its contents and so-calledexternal factors, i.e., the up-to-datenessof se-
mantically related documents.

In this paper, we approach automatic management of up-to-dateness of Web
documents that are managedby an XML-centric Web content management system.
First, the freshnessfor a singledocument is generated,taking into account its change
history. A document metric estimates the distance between di®erent versionsof a
document. Second,up-to-datenessof a document is determined basedon its own
history and the historical evolutions of semantically related documents.
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1 In tro duction

The WWW has beendesignedfor dynamic information from the very begin-
ning [1]. Up-to-dateness4 is oneof the most signi¯cant characteristicsof Web
documents, becausea Web site typically contains numerousWeb pagesorig-
ining from di®erent sourcesand evolving at di®erent rates. Unlike books in a
traditional library, Web pagescontinue to changeeven after they are initially
publishedby their authors [2]. In this paper we distinguish betweenfreshness,
which dependson the history of a singledocument, and up-to-dateness, which
also takesinto account semantically related documents.

Many works have explored measuresof Web documents \from a search
engineperspective" [18]. It has beenfound out that usually Web documents
changetrivially or in their markup only [6]. On the other hand, newspages
containing \breaking news" changetheir content frequently and signi¯cantly.

This update heterogeneity severely impacts Web content management sys-
tems(WCMS), which shouldalleviate the continual maintenanceof Web doc-
uments. More often than not, WCMS pretend an increased\freshness" of a
Web pagethat changedgradually only. Worse,this notion of freshnessis not
application speci¯c. Changesmay be of syntactic or semantic nature. Syn-
tactic changescan re°ect editing e®ortsor improve readability (although the
semantics is not changed). Semantic changescan increasethe relevanceof a
document to speci¯c purposes.We ¯nd related areasfor semantic methods in
text classi¯cation, retrieval, and summarization[19,13,9,17]. Sincethe date of
the \last-modifying" is usedfor ¯ltering and sorting, it is just fair to authors
and readersif the WCMS generatesthe freshnessof a Web document auto-
matically using an algorithm that takes into account the degree of changes
w.r.t. the application at hand.

Due to the importanceof Web sitesand the increasinglycomplexand col-
laborativeWebpublishingprocess,versioningof Webdocuments is an essential
featureof WCMS [11]. Sincethe history of each document is available in such
a system,a history-aware metric of changescan be implemented. This metric
is essential if the freshnessof a document should be estimated automatically
or someversionsshould be vacuumedto free space[5].

In this paper, we present an approach to calculatethe freshnessof a docu-
ment automatically basedon its completehistory. An important parameteris
a document metric, which measureshow much a document hasbeenchanged.
This metric may be of syntactic or semantic nature and can be tuned to spe-
ci¯c applications. We have implemented our approach in our WCMS [10], in
which an XML structure represents a whole Web site, whereeach leaf stands
for a Webpage,containing further XHTML markup. For test purposeswealso
have implemented a document metric (basedon XML nodesin this context)
to estimate the syntactic distance between two versionsof a Web page. By
our metric not only the plain text information but alsothe XHTML markups

4 Also called \recency" or \freshness."
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Pattern ChangeFrequency ChangeExtent ChangeContent Usage

News page hourly large text / markup commercial

Home page monthly / yearly small text / markup private

Boards minutely / hourly large text private

Online stores minutely / hourly large text commercial

Enterprise site monthly / yearly small text / markup commercial

WCMS minutely / hourly medium text private / comm.

Table 1
Changepatterns for Web documents

are comparedto each other. In this way the real human resourceusagefor a
Web document can be re°ected. Although our metric is purely syntactic, we
have achieved surprisingly good results in measuringediting e®ortsin student
works. SinceXSLT pre- and post-processingare involved, the metric can be
easily adapted to special situations for creating and updating the document.
Particularly, we have applied our approach to ChineseWeb documents.

Whether a Web document is relevant for a reader depends not only on
the document's own history but also on so-calledexternal factors, i.e., the
historical evolution of semantically relateddocuments. This provesuseful,e.g.,
for newspagesthat changefrequently. In our setting, semantic relations [8,12]
cover aspects like \is translation of," \pro vides background information," \is
essential part of," or \is recommendedreading." Therefore,we alsocalculate
the up-to-datenessof a document w.r.t. the historic evolution of semantically
related documents.

The aim of our approach is to provide a language-and topic-independent
algorithm that determinesreal up-to-datenessof documents in a WCMS. In
addition, old versionsof a document without signi¯cant contribution to up-
to-datenessof the current version (or any version in the future) might be
vacuumedto free space.The contribution of this paper is a °exible approach
to calculate the up-to-datenessof documents basedon their own history and
on the history of semantically related documents. The major enablingfactors
areversioncontrol and explicit semantic links. The most signi¯cant parameter
is a document metric, which can be tuned to speci¯c applications.

From here, we proceedas follows. In Sect. 2 we introduce the running
examplefor this paper by which we illustrate our approach. We addressthe
freshnessof a singledocument in Sect.3. Sect.4 describesthe implementation
of our approach in our XML-centric WCMS. In Sect. 5 we approach up-to-
datenessof a document w.r.t. semantically related documents. We conclude
this paper and sketch directions for future research in Sect. 6.
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Version 1:
Ukrainians Hit Polls to Elect Presi-
dent
KIEV, Ukraine - Rival candidates Viktor
Yushchenko and Viktor Yanukovych faced
o® Sunday in a repeat election triggered
by a fraudulent runo® vote and massive
protests that resulted in an unprecedented
third round in Ukraine's ¯ercely waged
presidential contest.
. . .

Version 2:
Ukraine Elects Presiden t in Runo®
Vote
KIEV, Ukraine - Rival candidates Viktor
Yushchenko and Viktor Yanukovych faced
o® Sunday in a repeat election triggered
by a fraudulent runo® vote and massive
protests that resulted in an unprecedented
third round in Ukraine's ¯ercely waged
presidential contest.
. . .

Version 8:
Ukraine Holds Presiden tial Vote a
3rd Time
KIEV, Ukraine - Rival candidates Vik-
tor Yushchenko and Viktor Yanukovych
faced o® Sunday in a repeat election that
all sides hoped would resolve Ukraine's
¯ercely waged presdential contest after
fraud wreckedonevote and prompted mas-
sive protests that deeply divided the na-
tion.
. . .

Version 9:
Exit Polls Giv e Yushchenk o the Pres-
idency
KIEV, Ukraine - Three exit polls pro-
jected Ukrainian opposition leader Viktor
Yushchenko the winner by a command-
ing margin over Prime Minister Viktor
Yanukovych in Sunday's ¯ercely fought
presidential rematch.
. . .

Fig. 1. Version history of an article about the Ukrainian President's Vote

2 News Pages | A Challenge for Up-to-dateness

In order to illustrate the viabilit y of our approach, we introduce this com-
pelling and vivid example,which will be referredto in the following sections.
This running examplewas taken right out of practice and hencerevealslarge
actuality. In our experiments we found typical patterns regarding the modi-
¯cations of Web documents (seeTab. 1). For this paper, we choosethe news
pagepattern, which is particularly suitable becauseit is characterizedby an
hourly changecombined with a largeextent of textual alteration. In addition,
newspagesshow extensive semantic interrelation. The usageof our approach
is not limited to newspages. Up-to-datenessof any document in a WCMS
under versioncontrol can be estimated. In a collaborative authoring environ-
ment even the partial contribution of each author to a document sectioncan
be calculatedas well.

The President's Vote in the Ukraine on December, 26 2004 represents a
perfect example within the news page pattern. This day constituted of a
large amount of breakingnewsworldwide, concerningforecasts,results,back-
ground information, and opinions. Starting hourly from 12.00CET to 21.00
CET the sourcesof four di®erent newspages(CNN.com, MSNBC.com, Ya-
hooNews.com,USAToday.com, derstandard.at) were downloaded and saved
to a database,in order to later apply our approach. Each download repre-
sents a di®erent versionof a newspage. Commercialbannersand scripts were
eliminated beforeusing our metric.
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Fig. 1 illustrates the version history of the ¯rst paragraph of the Ya-
hooNews.combreakingnewsWebpageabout the Ukrainian President's Vote.5

Changesbetweenversionsrangefrom correcting typosor changingthe layout
towards dramatic changesin content. For example, we seea slight change
betweenversionsone and two, whereasbetweenversionseight and nine the
article was rewritten almost completely. Clearly, the freshnessof this news
pageshould represent thesefacts.

3 Freshness of a Single Do cumen t

Up-to-datenessof a document dependson two aspects: its own freshnessand
the historical evolution of semantically related documents. In this section,
we only deal with the freshnessof a single document, which can be seenas
a document property basedon the historical development. Up-to-dateness
w.r.t. semantically related documents is dealt with in Sect. 5.

3.1 Approaching Freshness

For a document with only a singleversion the freshnessis given by the time
t1 at which the document was saved. If a document has multiple versions
1; : : : ; n, its freshnesst¤ might be expressedasa weighted averagetime stamp
of all versions:

t¤ :=

nP

i =1
t i ¢ci

nP

i =1
ci

whereci , the contribution of the version i to the end version n, is still to be
determined. A commonand trivial way is to set

ci =

8
<

:
1 if i = n

0 otherwise

sowe have the \last-modi¯ed" time stamp, which ignoresthe contributions of
all past versions.

To take into account the contributions of all versions,onemust know how
much a document hasbeenchangedfrom oneversionto anotherone,which we
call the distance D i;j betweenversionsi and j of a document. Sinceall Web
pagesare under version control in our WCMS, such distancescan be easily
employed. Recall that our approach is parametric in the document metric
D. For example,we can calculatethe syntactic distancebetweentwo versions
of an XML document by analyzing the modi¯cations of XML nodesusing a
so-calledXML Di® LanguageDi®gram. Currently, we achieve surprisingly
good results by simply de¯ning D i;j as the number of necessaryXML node

5 URL story.news.yahoo.com/news?tmpl=sto ry&u=/ap/20041226/ap on re eu/ukraine election&e=1&ncid=
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3

21

null
D0,3

D2,3

D1,2

D0,1

D1,3

Fig. 2. Distancesbetweendi®erent versionsof a document

modi¯cations to changethe content of version i to that of the version j . For
the moment, we have chosenthis simple metric becauseoriginally we wanted
to measurethe editing e®ort of students. Moreover, we want to ¯nd out
further applications that bene¯t from such a simple approach already. See
Sect.4.2 for further details about the implementation. Of course,this simple
metric can be easily replacedby a semantic metric, depending on the speci¯c
application [9,17].

Basedon the metric D we ¯nd two possiblede¯nitions of the contribution
of a given version to the current version of a document. The basic idea is
illustrated in Fig. 2, where nodesrepresent the versionsof a Web document
and edgesrepresent the distance. The empty document, from which the ¯rst
versionorigins, is denotedasnull. The contribution of version2, for example,
may be de¯ned as D1;3 ¡ D2;3 or \how much the distanceto the end version
3 has decreasedfrom version1 to version2." Alternativ ely, the contribution
can be de¯ned as D1;2 or \how much the document has beenchangedfrom
version 1 to version 2". Notice that the contributions of someversionsmay
be negative in the ¯rst case.

In the ¯rst casewe have

¹ci := D i ¡ 1;n ¡ D i;n

whereD0;i is the distancebetweenthe empty document to versioni . Then the
e®ective freshnessof a document with n versionsis given by (sinceD n;n = 0):

¹tn =

nP

i =1
t i ¢(D i ¡ 1;n ¡ D i;n )

nP

i =1
(D i ¡ 1;n ¡ D i;n )

=
t1¢

nP

i =1
(D i ¡ 1;n ¡ D i;n )+

nP

i =1
(t i ¡ t1 )¢(D i ¡ 1;n ¡ D i;n )

nP

i =1
D i ¡ 1;n ¡

nP

i =1
D i;n

=
t1D 0;n +

nP

i =2
t i D i ¡ 1;n ¡

n ¡ 1P

i =1
t i ¢D i;n ¡ tn D n;n

D 0;n ¡ D n;n

= t1 +
nP

i =2
(t i ¡ t1) ¢D i ¡ 1;n ¡ D i;n

D 0;n

If a document only has a single version (n = 1) the e®ective freshnessis
t1, as expected. Each additional versionmay increasethe e®ective freshness,
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dependingon the time di®erencebetweenthe newversionand the ¯rst version,
and dependingon how much the content hasbeenchangedcomparingwith all
past versions.Using this algorithm whena new versionof a Web document is
addedto the WCMS, a comparisonto each past versionmust be carried out.
At the moment, we are investigating whether we could relieve this restriction
to the last \ x" versions.

In the secondcasewe have

~ci := D i ¡ 1;i :

Then the incremental freshnessof a document with n versionsis given by:

~tn =

nP

i =1
t i (D i ¡ 1;i )

nP

i =1
D i ¡ 1;i

=
tn D n ¡ 1;n +

n ¡ 1P

i =1
t i D i ¡ 1;i

D n ¡ 1;n +
n ¡ 1P

i =1
D i ¡ 1;i

=
tn ¢D n ¡ 1;n + ~tn ¡ 1¢

n ¡ 1P

i =1
D i ¡ 1;i

D n ¡ 1;n +
n ¡ 1P

i =1
D i ¡ 1;i

Notice that ~tn can be calculated incrementally using ~tn¡ 1 and the accumu-

lated
n¡ 1P

i =1
D i ¡ 1;i . If a document only has a single version (n = 1), the incre-

mental freshnessyields t1, as expected. Each additional version increasesthe
incremental freshness,dependingon the time di®erencebetweenthe new ver-
sion and the ¯rst version,and depending on how much the content has been
changedcomparedto the previousversion. A comparisononly to the previous
versionis necessary, which reducescomputational complexity substantially .

Unfortunately as pointed out by [3]: \. . . resemblance is not transitiv e,
. . . for instance consecutive versionsof a paper might well be `roughly the
same',but version100 is probably quite di®erent from version1." Or in the
reversecase: If extensive changesmade to a version have beenundonecom-
pletely in the following version,no real increaseof freshnessis achieved whilst
a comparisonbetween the consecutive versionsmight pretend a signi¯cant
increase.Therefore,we expect that ¹tn resembles our idea of freshnessbetter
than ~tn at the cost of additional computation.

3.2 Freshnessof a NewsPage

When we apply our metrics to our examplenewspageit turns out that only
the time consumingand complexcalculation of the e®ective freshness¹tn yields
useful results.

For each of the ten versionsof the breakingnewsabout the Ukrainian Pres-
ident's Vote, which wefound at YahooNews.comwerecordedthe last-modi¯ed
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Fig. 3. Recordedand calculated time stamps for our examplenewspage

time stamp tn , and calculated the e®ective freshness¹tn and the incremental
freshness~tn , discussedin Sect. 3.1. As shown in Fig. 3 the graphsrepresent-
ing ¹tn and ~tn , respectively, are below the graph representing tn . The graph
of ¹tn makesa jump towards tn at the ninth version,which is causedby many
changesmadeto that version. This jump is alsovisible in the graph of ~tn , but
it doesnot reveal the signi¯canceof the content change.

We did the sametest for the top newsabout the sametopic at another
newssite6 . The di®erencebetween ¹tn and ~tn there is even more signi¯cant
sincethe document hasbeenchangedcompletely many times.

As a matter of fact, if a document hasbeenchangedcompletelythe e®ective
freshnessshould be set to the last-modi¯ed time stamp, as the calculation of
¹tn delivers.

4 An Up-to-dateness Aw are W CMS

We have implemented our approach into our XML-centric WCMS, which sup-
ports versioningof XML contents [10]. An external sub-system| XMLDi®
[15] including pre- and post-processing| hasbeensetup for the estimation of
distancesbetweenthe di®erent versionsof a Web document and to calculate
the e®ective freshness.Due to our open architecture, other (semantics based)
document metrics can be easily \plugged in."

4.1 XML-centric WCMS

The WCMS has been developed by the authors basedon Windows Activ e
Server Pagestechnology. Its architecture is XML centric regardinginformation

6 URL derstandard.at/druck/?id=1901315
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Fig. 4. XMLDi® including pre- and post-processing

processingand data storage.The WCMS usesthe Open SourceHTML editor
RichTextEdit [7], which provides a WYSIWYG user interface and converts
HTML information into valid XHTML. The WCMS makes available all the
necessaryXML data for a Webpageand suppliesXSLT templatesthat should
be usedfor generatingHTML information from thesedata.

When a client requestsan HTML page, the WCMS responds with XML
information from the database. An XML-capable browser translates this in-
formation into presentable HTML usingthe associated XSLT template, which
it fetches from the server in a secondrequest. For non-XML browsers the
XML information can be translated to HTML on the server sideas well.

Becauseof its XML-centric and simple data model on the databaselayer,
the WCMS is °exible regarding extensions.In most cases,extensionscan be
realized by making adaptions in XSLT. Besidesthe current version of each
Web document all past versionsof the samedocument, their authors, and
\last-modi¯ed" time stampscan alsobe retrieved.

4.2 A Simple Syntactic Document Metric based on XMLDi®

Fig. 4 givesan overview of the sub-systemfor comparingdi®erent versionsof
a Web document, i.e., determining the di®erenceD i;n betweenversionsi and
n. The sub-systemis implemented in PHP and can be triggered manually.
It retrieves all versionsof a given Web document from the WCMS and pre-
processesthem via XSLT. This transformation accomplishesseveral goals.

Firstly, the WCMS holds internal metadata that shouldnot be compared.
For example,there are the URL of the separateimageserver or the login name
of the current user. Sinceour WCMS is an experimental systemthere areeven
debuggingand pro¯ling entries included. The pre-processingsimply removes
these(in this case)super°uous metadata.

Secondly, it takesdi®erent e®ortto add or changedi®erent XHTML nodes.
The pre-processingcompensatesthesedi®erencesby addingor removing nodes.
For example, a paragraph may have more or less words. During the pre-
processingeach word is transformed to a node, such that text modi¯cations
can be detected more exactly. For example, Chinesetexts are divided into
single \characters" (seeFig. 5). We do so becauseChineseword boundaries
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Fig. 5. Pre-processingChinesetexts

are not marked using white spacesand cannot be detectedusing traditional
document metrics.

Finally, the HTML editor we usemay generateadditional entries pretend-
ing moreadditions or changes.For example,whenthe width of a table column
has beenadjusted, changesmight be detected in each row of the table. The
pre-processingsuppressestheseadditional changes.

The pre-processeddocuments are compared using Microsoft's XMLDi®
[15], which represents the changesusing XDL, a proprietary XML-based lan-
guagefor describingdi®erencesbetweentwo XML documents. XDL Di®grams
contain information regarding additions, changes,or removals of document
content, or content being moved within the XML tree. During the XSLT
post-processing,the entries in an XDL Di®gram are compiled and the num-
ber of modi¯cations is calculated. Recall that XMLDi® is just a parameter,
similar to other (maybe semantics based)document metrics [13].

4.3 Measuring Editing E®ort by a Syntactic Document Metric

Our WCMS represents a realistic testing environment asit is usedby students
to write their ¯nal thesesand term papers and, therefore, contains many
di®erent documents. In order to examineour approach, we have tested our
syntactic metric on several students' works aswell ason generatedtest cases.
Indeed,this wasour original idea. The examinedstudents works wereall from
the area of businessadministration. Henceforward, they were characterized
by a relatively similar structure especially concerningthe relation of text to
non-text parts, e.g., tables, links, and pictures.

To be able to draw generalconclusionsbasedon the empirical results of
the examinedstudents works, the main focus lay on several test casesthat
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have been generated. The purposeof these tests was to determine whether
the e®ortsin writing corresponded to the e®ective changeestimated by our
metric. The test caseshave beengeneratedbasedupon the variety of di®erent
functionsavailable in the built-in text editor RichTextEdit. To cover the whole
processof document writing with all its components, the work on objects (e.g.,
tables, links, or pictures) and the document style was taken into account.
XMLDi® distinguishesfour kinds of changes(additions, changes,removals,
and moving of nodes) within its comparisonbetween the two XML ¯les, so
thesedi®erent typesof changeswere tested.

Each test caserepresented a di®erent action, which was derived from the
combination of a function with one of the four possiblechanges(e.g., \add
table" or \delete picture"). The averagetime to perform each action (e.g.,
deletea picture) wasmeasuredusing a stopwatch in several independent runs
to receive the temporary e®ort. In the next step the metric was applied on a
document wherethis speci¯c action had beenrealizedand the resulting value
(XML node) was related to the averagetemporary e®ortmeasured.

Our metric calculateswith nodes, each word representing an individual
node. If newwordshave beenaddedto a document, our metric presents these
changesthroughout its result, which is a ¯gure of nodes. For text writing (add
text), each node measuredby our metric corresponds to 1.92 secondsof real
editing e®ort. Sinceremoving a single word or an associated group of words
represents little real time e®ortonly (by average2 secondsper removal), this
action is treated by the systemas a single node, which leadsto the average
¯gure of 2 secondsper node for text removal. The real editing e®ort of all
di®erent actions, using objects like tables, pictures etc. were analyzed, too,
and expressedby the averagevalue of real time e®ortper node. Thesevalues
rangedfrom 2 to 6 secondsper node. In the students works, objects like tables
or pictures were relatively rare in relation to the text parts. Therefore, the
small deviation of thesevaluesfrom the valuesof text creation (1.92 seconds)
and text removal (2 seconds)have almost no impact on the overall real editing
e®ortof a whole document.

By using this easilyadjustableXML-centric systemincluding the pre- and
post-processing,the in°uence of each action and object could be treated and,
therefore,lead to a discretional adjustment of the real editing e®ortvalue. In
dependenceon the application areaof the text (e.g., businessadministration
or computer science)or the individual author, by using the real editing e®ort
statistics, the real time e®ortcould be personalizedor altered w.r.t. the type
of text.

5 Determining Up-to-dateness of Multiple Do cumen ts

Webpagesdo not exist on their own. Instead, they aresemantically related to
each other. Due to thesesemantic relations, changesin the up-to-datenessof
oneWeb page\somehow" in°uencesthe up-to-datenessof related Web pages.
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Breaking News

Essential
Part  of

Today's News

Essential
Part  of

News Chronical

Background
Information

Ukrainian History

Essential
Part  of

Interview

Essential
Part  of

Background
Information

Fig. 6. Semantic structure of our exampleWeb site

Consider our running exampleagain: Our breaking newspage is hosted
at YahooNews.com,which also contains interviews and background informa-
tion. For the purposesof this paper, supposethat there are an interview and
an historical article about the Ukraine at YahooNews.comrevealing further
background information. In addition, the breaking newspageand the inter-
view are part of a \T oday's News" summary, which itself is part of a news
chronical. Of course,the historical article is part of the chronical, too.

5.1 SemanticRelations

Clearly, we would expect that up-to-datenessof the chronical is in°uenced by
the up-to-datenessof the breaking newspage. This is becausethe chronical
is (indirectly) semantically related to the breaking newspage.

We use the hypertext model as basis for representing semantic relations,
similarly to [8]. Semantic relations are represented via semantic links, which
are treated as¯rst-class entities connectingsourcedocuments with target doc-
uments. A semantic link can connectmultiple sourcedocuments to multiple
target documents. 7 The semantic structure of a Web site (see Fig. 6) is
represented through a bipartite graph, where ellipses represent documents
and rectanglesrepresent semantic links. Sourceand target documents, re-

7 Notice that this is di®erent from embeddedlinks in HTML pages.Treating links as ¯rst-
classentities givesus much more °exibilit y, becauseit supports multiple link structures on
the samedocuments without altering the documents themselves.
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spectively, of a semantic link are denoted by directed edges. Our idea is to
propagatechangesin the up-to-datenessof the sourcedocuments to the target
documents. The examplecontains bidirectional links only; our approach is,
however, independent of link arity.

Currently, semantic links are added by hand. Often, they are in reverse
direction to the usual link structures in Web pages;e.g., the \T oday's News"
pagelinks to the breakingnewspageand the interview. In the future, we plan
to derive semantic links, e.g., basedon embeddedHTML links or semantic
similarit y via latent semantic linking techniques[14].

Semantic links are typed by the number of sourceand target documents,
respectively. A semantic link of type ¿n;m has n sourcedocuments and m
target documents. 8 This type is associated to an up-to-datenesspropagation
function J¿n;m K: Rn ! Rm , which given up-to-datenesschangesin the source
documents calculatesup-to-datenesschangesof the target documents. On an
update of a sourcedocument d, we can propagateits up-to-datenesschanges
along the edgesof the semantic graph. Notice that we can reach a target
document d0 at di®erent paths origining from d, each of which may require to
changethe up-to-datenessof d0 di®erently. Also, circlesin the semantic graph
are quite usual for Web sitesand are, therefore,permitted in our setting.

5.2 Propagating Up-to-datenessChanges

Consider that a document d has been updated to such an extent that its
freshnesschanges.Then we immediately update d's up-to-datenessaccording
to the changeof its freshness,which naturally determinesd's up-to-dateness
change ¢( d). Up-to-datenesschangesof other documents are set to zero.
Our propagation algorithm traversesthe semantic graph, where it regardsd
as root. Each edgethat has beentraversedis marked as \pro cessed." Each
document node is marked as \pro cessed"if all incoming edgeshave been
marked as \pro cessed."That way we avoid running into circles. We traverse
the semantic graph as follows:

² Processinga document node d:
If all incoming edgesare marked as \pro cessed,"then update d's up-to-
datenessaccordingto its up-to-datenesschange¢( d), andprocessall seman-
tic links emanatingfrom d and mark their edgesas\pro cessed."Otherwise,
processany semantic link targeting d whoseedgehas not been processed
already. Processinga semantic link will update d's up-to-datenesschange
¢( d) and return to d to further processincoming links or emanating links.

² Processinga semantic link node l of type ¿n;m :
First, processall sourcedocuments of l that have not been processedal-
ready and mark their edgesas \pro cessed." Processingthese documents

8 Due to the simplicit y of our exampledocument metric D , we do not needto further type
sourceand target documents. Of course,this may changeif we employ a more sophisticated
document metric.
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Fig. 7. Up-to-datenesspropagation of our examplebreaking newspage

will determinetheir up-to-datenesschanges.Second,apply l 's update func-
tion J¿n;m K to the up-to-datenesschanges¢( di ) of the sourcedocuments
di (i 2 f 1; : : : ; ng). This results in m up-to-datenesschanges¢ l (d0

j ) for
the target documents d0

j (j 2 f 1; : : : ; mg). Update the (already calculated)
up-to-datenesschanges¢( d0

j ) of the target documents d0
j to the maximum

of ¢ l (d0
j ) and ¢( d0

j ). Third, processall target documents d0
j of l and mark

their edgesas \pro cessed."

Our algorithm is non-deterministic becausewe do not make any assump-
tions about the order in which nodes are processed. Since up-to-dateness
changesare updated to the maximum, however, our algorithm always yields
the sameresult, no matter in which order nodesare processed.9 Notice that
up-to-datenessresembles freshnessof \lonely" documents, which are not se-
mantically related to other documents, and as long asno semantically related
document has been changed. Otherwise, the up-to-datenessof a document
may di®er from its freshness.

5.3 Propagating Up-to-datenessof our ExampleWeb Site

For example,consideran update of our examplebreaking newspage. Fig. 7
shows a possibletraversalof our algorithm through our exampleWeb site. El-
lipses,rectangles,and edgesrepresent the semantic graph asshown in Fig. 6.
\Background Information" links aremarkedgrey, in order to distinguish them
from \Essential Part of" links. Dotted arrows show how our algorithm tra-
versesthe graph; they arenumberedaccordingto the order in which nodesare
processed.Document nodesarenumberedaccordingto the order in which they
are marked as \pro cessed;"i.e., the order in which their new up-to-dateness
is determined.

9 Instead of the maximum, any commutativ e and associative function can be usedhere.
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From versioneight to nine the e®ective freshnessof the breakingnewspage
jumps up by ¯v e hours (seeFig 3). Given the up-to-datenesspropagation
functions

JBackground Information K(src) = src ¢0:5 JEssential Part ofK(src) = src ¢0:2

our algorithm yields the following up-to-datenesschanges:

¢(Breaking News) = 5:0 hrs ¢(In terview) = 2:5 hrs

¢(T oday's News) = 1:0 hrs ¢(Ukrainian History) = 2:5 hrs

¢(News Chronical) = 0:5 hrs

That is the up-to-datenessof the chronical increasesby half an hour.

6 Conclusions and Outlo ok

This paper describes our approach towards automatic management of up-
to-datenessof documents that are managedby an XML-centric WCMS. We
introducetwo measures:the freshnessof a document is basedon its own his-
tory only; the up-to-datenessof a document alsoemploys semantic relations to
other documents. Freshnessof a multiv ersionedWeb document is calculated
w.r.t. a document metric, which detectschangesbetweendocument versions.
Currently weusea syntactic metric basedon the modi¯cations of XML-nodes,
which roughly re°ects editing e®ort. Due to our openarchitecture, this metric
can be easily replacedby an application-speci¯c semantic metric. Sincepre-
and post-processingusing XSLT are included, the document metric can be
easily adapted to di®erent human-machine-interfaces(HMI) or user groups.
Up-to-datenessis basedon semantic relations betweendocuments. Changes
in up-to-datenessare propagatedalong theserelations.

In the future, we plan to extend our WCMS by recording the document
processtime automatically. Not only in this way more data on the real ef-
fort for document processingby di®erent usersshouldbe collectedfor further
validations of the document metrics. We believe that such metrics are a key
successfactor for managingdocument processesasoneof the crucial parts of
businessprocessmanagement (BPM). We alsowant to learn more document
authoring patterns for which content management systemsand collaborative
authoring systemscan be optimized. Monitoring the deviation betweenfresh-
nessand up-to-datenessof a document might also contribute to authoring
patterns. For comparingXML documents we considerto useother tools like
[4] and metrics that are basedon the semantics of documents like [13,14].
Also, we will implement a plug-in mechanism into our WCMS that supports
easyintegration of user-de¯neddocument metrics. For easiermaintenancewe
currently stick to a central WCMS. It would be interesting to seehow our ap-
proach scalesto distributed Web sites,which usepersistent URLs to address
Web documents.

51



Hu, La uck, Scheff czyk

In addition, we plan to integrate our up-to-datenessapproach with au-
tomated consistencymanagement as o®eredby CDET [20] or xlinkit [16].
Clearly, up-to-datenesschangesgive rise to consistencyconstraints basedon
semantic links. For example,considera German translation of our breaking
newspage,which should be as up to date as the English original.

In summary, we think that our approach providesa good basisto manage
real up-to-datenessof Web documents beyond the simple \last-modifying"
time stamp, which hasproven insu±cient for many purposes.
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Abstract

The validation of XML documents against a DTD is well understood and tools ex-
ist to accomplish thi s task. But the problem considered here is the validati on of
a generator of XML documents. The desired outcome is to establish for a partic-
ular generator that it is incapable of producing invalid output. Many (X)HTML
web pages are generated from a document containing embedded scripts wri tten in
languagessuch as PHP. Existin g tools can validate any particular instance of the
XHTML generated from the document. Howevere there is no tool for validating the
document itself, guaranteeing that all instancesthat might be generated are valid.

A protot ypevalidating tool for scripted-documents hasbeendevelopedwhich uses
a notation developed to capture the generalised output from the document and a
systematically augmented DTD.

Key words: VALID ATION, XHTML, WML, PHP, DTD.

1 In tro ducti on

The validation of a static web-page against a DTD can be achieved by cer-
tain browsers(e.g. Internet Explorer[1]), by web-based services(such as that
o�ered by W3C[2], WDG[3]) and by commercial products (such as the CSE
HTML Validator[4]).

The problemof validating generators of webpageshasbeen tackled by var-
ious researchersby constructing controlled environments whereinvalid output
is not possible[5,6,7]. This hasbeendoneby controlled macro subst itution or
by the designand useof a special purposelanguage. This solvesthe problem
neatly for thoseableand willing to adopt a newstrategy but hasnothing to of-
fer for the legacy problem which is addressedhere. Millio ns of web documents
exist, scripted using languages like PHP[8], which are capable of generating

1 Email: R.G.Stone@lboro.ac.uk
Thi s is a preliminary version. The �n al version will be published in

Electronic Notes in Theoret ical Computer Science
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di�eren t XML pageseach time they are browsedbut there is no method by
which the source document itself can be validated.

For presentation the examplesusedwill be of PHP generating WML but
the techniques usedapply equally well to other scripting languagesand other
XML compliant languages,notably XHTML.

2 Em bedded Scripti ng

A web-page containing server-sidescripting must have the script executedbe-
fore being passedto the browser. There are several server-sidescripting lan-
guages(PHP[8], ASP[9], Perl[10], etc.). At it s simplest,a server-sidescripting
language generates its output by echo or print commands. The scripted ele-
ments are often embeddedamong the marked-up text so the code to generate
a minimal WML page using PHP could look like this

<wml>
<?php

echo "<card>";
echo "</c ard>";

?>
</ wml>

In this and subsequent examples,the required <?xml . .. > headerand the
<! DOCTYPE wml .. .> header lines are omitted for brevit y. Also note that
PHP code is written inside `brackets' which can be writt en

<?php . .. ?>

and which can, in certain circumstances,be abbreviated to

<? . .. ?>

3 Vali dati on against a DTD

The context of this paper is where a script is used to deliver a page that is
valid XML according to a Document Type De�nition (DTD)[ 11]. A DTD
describesthe tags that can be used, their attributes and the content that the
tags enclose.As an example, a simpli�e d extract of the WML DTD[ 12] can
be shown as

<! ELEMENT wml ( car d+ )>
<! ELEMENT card ( p* ) >
<! ELEMENT p ( #PCDATA )* >

This DTD notat ion can be read as follows. For a document to be a valid
WML document there must be a single wml element which must contain at
least one (+ ) card element. Each card element may contain zero or more
(* ) paragraph elements (p). Finally each paragraph element may contain an
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arbitrar y amount of `Parsed Character Data' (meaning anything that is not
a taggedelement). The part of the DTD which de�nes attribute structure is
not shown. The output of the script in the previoussection would be

<wml><car d></c ar d></wml>

and this would thereforebe acceptable and be taken to be exercisingthe right
to have no paragraph elements (p).

4 Inf ormal Validat ion of Script ed Web-Pages

Here is an example of a PHP script which contains a structured statement (a
loop)

<wml>
<car d>
<?

whil e($i< $li mit){
echo "<p>";
.. .
echo "</p >";
$i ++;

}
?>
</ card>
</ wml>

We might argue informally that, whatever the value of $l imit , the result
of this script is valid WML becausethewhile-loop, whenexecuted, will always
generate paragraph tags(<p>, </ p>) in pairs and that the <car d> tag accepts
any number of such pairs (including none).

A more formal way of approaching this is to capture the output of the
script using the star notat ion borrowed from regular expressions

<wml> <card > ( <p> .. . </p > ) * </c ar d> </ wml>

This may be read as describing the output as a wml tag containing a card
tag which in turn contains zero or more paragraph tags. It is this output
expressionwhich is `checked' against the WML DTD. The wml element con-
tains exact ly one card element (1 or more is allowed) and the card element
contains zero or more paragraph elements (zero or more allowed). The idea
of using regular expressionnotation to capture the generalised output from a
script is developed furt her in what follows. However the notation is converted
into XML style so that the result can still be validated by a DTD obtained
by augmenting the original with extra rules. Hence

<wml> <card> ( <p>. ..< /p > ) * </ card> </wml>

will become
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<wml> <card> <p li st 0> <p>. ..< /p > </p li st 0> </ card> </wml>

Other invented tags like <p_l ist 0> will eventually be neededand they will
be referredto as meta-tags.

5 Gener alised Out put and A ugm enti ng t he DTD

A system is envisaged in which the scripted web-page is passed through a
processorto obtain the generalisedoutput expressionand the generalisedout-
put expressionis then validated against a DTD which has been obtained by
augmenting the original DTD with rules involving the meta-tags. The various
repetition and selectioncontrol structures in the scripting language will re-
quire appropriate meta-tags to describe their contribut ion to the generalised
output expression. These are summarised in Table 1. The correspondence
with the regular expression operators used in the DTD which is shown in the
sametable will provide the insight into how the DTD should be augmented
to accept the meta-tags.

Cont inuing the example in the previous section, if a scripted while loop
hasproduced

<p li st 0> <p>.. .< /p> </p li st 0>

the DTD will needto be augmented to accept this as a replacement for

<p>. ..< /p > <p>.. .</ p> .. . <p>. ..< /p >

For this example it would be su�c ient to replaceall occurrencesof p* in the
DTD with (p *| p_l is t0) and to add the de�nition

<! ELEMENT p_li st 0 ( p )>

Concept RegExp Program Contr ol Example Code Meta-tag

0,1,2,... * while loop whil e() .. . <t_ li st 0>

1,2,3,... + repeat loop do.. .whil e() <t_ li st 1>

option ? short conditional if () ... <t_opti on>

choice | long conditional if () ... el se. .. <t_choi ces>

Table 1
A table of correspondencesbetween regular expression operators, program contr ol

structures and meta-tags

However only the simplestcasehasbeenconsideredsofar wherea sequence
of literal paragraph elements has been created ent irely by a simplewhile loop.
In the more general casea script may be writ ten to generate a sequence of
paragraph elements using any mixture of literal tags, loops and conditionals.

58



Stone

The following exampleis more realistic as it createsa sequenceof paragraph
elements via a sequenceinvolving literals, a loop and a conditional:

<wml>
<car d>
<?

echo "<p>... </ p>";
whil e(. .. ){

echo "<p>... </ p>";
}
if (. ..) echo "<p>... </ p>";

?>
</ card>
</ wml>

In this casethe generalised output expression will look like

<wml>
<car d>

<p>. ..< /p >
<p_l ist 0>

<p>. ..< /p >
</ p_lis t0 >
<p_opti on>

<p>. ..< /p >
</ p_opt io n>

</ card>
</ wml>

To expressthis generalit y the entit y p0 is introduced so that p� in the
DTD is replaced by (%p0;)� with the de�nitio n

<! ENTITY % p0 (p |p_ li st0 |p _li st 1|p _opt ion |p _choi ces) >

Under this de�nition (%p0;)� meansa sequenceof zeroor more elements each
of which contributes zero or more paragraph elements.

This rule must be repeated for all tags (t ), so that wherevert� occurs in
the DTD it is to be replaced by %t:star; under the de�nition s

<! ENTITY % t.s ta r (%t0; )* >
<! ENTITY % t 0 ( t | t _l is t0| t _l is t1| t _opt ion | t _choice s) >

Note that in (. .. | t|. .. )* , where the * applies to various alternat ivesinclud-
ing t, the t should alsobe replaced by the entit y %t 0.

6 The Aug ment ed DTD

All of the changesto the DTD so far have beenmotivated by the occurrence
of `zero or more' tagged elements, including meta-tagged elements, in the
output expression which are validated by substituting occurrencesof t� in
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the DTD. Obviously it now remains to look at what other parts of the DTD
might need augment ing. Repeat loops wit h their signature output of `oneor
more' canbe captured by themeta-tag t l ist 1 and would be expected to cause
substitutions for t+ within the DTD. Short conditionals (no elsepart) with
their signature `optional' output can be captured by the meta-tag t option
and would be expected to causesubst itutio ns for t? wit hin the DTD. Long
conditionals (wit h an elsepart) have a signature `alternativ e' output and can
be captured by the meta-tags t choicesand t choicelike this

<t _choi ces><t_choic e>... th is. .. </t _choice >
<t _choi ce>. ..o r thi s. ..< /t _choi ce></t_ choic es>

A long conditional would beexpected to causesubst itutio nsfor any unadorned
instancesof t (that is an occurrenceof t in the absenceof any of the operators
`*',`+ ',`?') becausealternativ e choicesfor a single tag t are being o�ered.

The substitution for t+ in the DTD is more complicated than for t� be-
causeit is necessary to ensurethat at least one element wit h tag t is present.
Before consideringthe subst itutio n in detail, comparethe following four entit y
de�nition s:

(i) Zero or more occurrencesof elements t, t0 (presented earlier)

<! ENTITY % t0 ( t|t _l ist 0| t_l is t1| t_ optio n| t_c hoice s )>

(ii) One or more occurrencesof elements t , t1

<! ENTITY % t1 ( t|t _choi ces|t _l ist 1 )>

(iii) Zero or oneoccurrencesof element t, t0 1

<! ENTITY % t01 ( t| t_ opt io n|t _choi ces) >

(iv) Exactly one element t, t1 1

<! ENTITY % t11 ( t| t_ choic es )>

It is now possibleto replacet+ by the entit y t. pl us under the de�nitio n

<! ENTITY % t .p lu s ( ( t_o pt ion |t _li st 0) *, %t1; , %t.st ar; ) >

This canbereadasde�ning t. pl us to bezeroor moreelements that cannot be
relied upon to contain a t tag, followedby an element which de�nitely contains
at least onet tag, followedby zeroor more elements which will contribute zero
or more t tags.

The substitution for t? in the DTD is the entit y t0 1 with the de�nitio n
already given. The subst itution for t is the ent it y t1 1 with the de�n ition
already given.

The substitutions to be madeto the DTD are summarised in Table 2. To
support thesesubstitutions there are the newentities t_ st ar , t_ pl us, t0 , t1 ,
t0 1 and t1 1 to be addedas de�ned above and �nally the new element rules
describing the derived tags t list0, t list1, t option, t choicesand t choice for
each tag t.
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DTD phrase replacement

t� %t:star;

(:::jt j:::)� (:::j%t0; j:::)�

t+ %t:plus;

(:::jt j:::)+ (:::j%t1; j:::)+

t? %t01;

t %t11;

Table 2
An table of replacements to be made in the DTD

<! ELEMENT t _li st 0 %t. sta r; >
<! ELEMENT t _li st 1 %t. plu s; >
<! ELEMENT t _opti on %t01; >
<! ELEMENT t _choi ces ( t_c hoice ,t _choi ce) >
<! ELEMENT t _choi ce %t11; >

Note that the augmentation rules do not alter the meaning of the DTD
when no meta-tags are present. For exampleif t� is replacedby t0� and t0 is
de�ned to be (tjt l ist 0jt l ist 1jt optionjt choices) then, in the situation where
no meta-tags(t l ist 0, t l ist 1, t option, t choices) arepresent, the substitut ion
degeneratesback to t� .

In the prototype the processof augmenting the DTD is handled by a
prolog program which readsthe original DTD, generatesthe extra ELEMENT
de�nition s and ENTIT Y de�nitions and outputs the augmented DTD. This is
madeeasier in SWI-prolog[15] by using a pre-written module[16] to read the
DTD.

7 The Script Processor

Earlier it was stated that the script validation system was constructed of
two parts. The �r st part has to processthe script, introduce the meta-tags
and generatethe generalisedoutput expression. Thesecondpart validates the
output expressionagainst an augmented DTD. In the prototype the �rst part,
the script processor,has itself beensplit into two stages. The script processor
�rst generates an output expression using general meta-tags like l ist 0, l ist 1,
option and choices. A secondstage inspectsthe output of the �rst and inserts
the correct tags to changethese to speci�c meta-tags like p l ist 0, card option.

In the current implementation the �rst stage of the script processor is
written in C using LEX[13] and YACC[14] to parsethe script and this stage
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producesan output expressioncontaining generalmeta-tags. For example

<wml> <card> <li st0 > <p>. ..< /p > </l is t0> </ card> </wml>

The second stage is writ ten in prolog and producesspeci�c meta-tags, for
example

<wml> <card> <p li st 0> <p>. ..< /p > </p li st 0> </ card> </wml>

8 Cur ren t impl ementa ti on

The current implementation for PHP scripts producing WML and XHTM L
works perfectly well on a largeclassof scripts. However, if it fails to validate a
script, it is not necessarily the casethat the script is capableof emitting invalid
output. The weak point is the � rst stagewhere the meta-tags are inserted.
The problem lieswith assuming that a control structure in the script language
will generate a complete taggedstructure capable of being described by the
meta-tags. This doesnot always happen. An example to illustr ate this would
be

echo "<p>";
echo "0";
whil e(. .. ){

echo "</p >";
echo "<p>";
echo "1";

}
echo "</p >";

For any particular execution this script will result in a sequencelike

<p> 0 </p > <p> 1 </ p> <p> 1 </p > <p> 1 . .. </ p>

which is valid. However it will be given the following meta-tags

<p> 0 <l ist 0> </ p> <p> 1 </l ist 0> </ p>

This expression, in which the tags are not properly nested, fails the second
stage of the process(replacing generalmeta-tags wit h speci�c meta-tags)be-
causethe input stage assumesthat the input is well-formed XML.

Work has begun to introduce an extra middle stage into the processor
which usesrulesalong the lines of

ab(c ab)*c => abc( abc)* => ( abc)+

so that the exampleabove can be manipulated to

<p> 0 </p > <li st 0> <p> 1 </p> </l is t0 >

The problem with this is that the starting expression is not valid XML
precisely because the tags are not properly nested, so that the expression
cannot be read and manipulated as an XML document. This means that the
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manipulation has to be done by treating the expression merely as a linear
mixtur e of starting tags, ending tags and non tag elements. This makes the
processingharder but not intr actable.

A moreseriousproblem existswith the current codewhich replacesgeneral
meta-tagswith speci�c meta-tags. At present, if theprocessormeetsa opening
<l is t0> tag it checks all the top-level tags up to the closing </ li st0 > tag
expect ing them all to be of the same type (t say) so that the general tag
<l is t0> can be changed to <t _l ist 0>. This will not always be the caseas
in the following example

echo "<p>";
whil e(. .. ){

echo "<ul >.. .< /ul >";
echo "<br /> ";

}
echo "</p >";

The processoris presented with

<l is t0><ul> ... </ ul> <br / ></li st 0>

and cannot �nd a tag name t to change<l is t0> to <t _l ist 0>. There are
potent ial solutions to this. One is that with reference to the DTD it may be
possibleto change the scope of the <l is t0> tags thus:

<l is t0><ul> ... </ ul> </ lis t0 > <li st0 ><br /> </ lis t0 >

Altho ugh this changesthe meaning of the expression,if the DTD contains a
rule along the lines of

<! ELEMENT p (. .. |ul |. ..| br |.. .) * >

the change will not alter the validit y of the expression and so the validit y
check on the new expressionwill obtain the desiredresult . In practice it has
been possiblein many caseslike this for the programmer to circumvent the
issueby adding an enclosing <span> or <div > tag wit hin the loop.

A further problemlieswith thesimplicity of the �rst stageof the processor.
Because it is largely syntact ic in nature it does not, and cannot, actually
executethe script language. This meansthat if the script generatesany tags
by any other method than printing literals (for exampleby constructing them
by string concatenation or obtaining them aspart of a databaselookup) then
thesetags will not be represented in the generalisedoutput and consequently
thesetags will not be validated.

9 Summary

The concept of validating a scriptedweb-pagerather than its output is thought
to be novel and potentially very useful,at least for the large number of legacy
sites which use this technology. A method has been found to validate such
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scripts which dependson processing the script to provide a generalisedoutput
expressionand then validating this against an augmented DTD. The method
has been prototyped for PHP scripts generating WML and XHTML. The
method is readily applicable to any other combination of procedural scripting
language and XML-based output.

Altho ugh the method can validate a large classof scripts it has its limita -
tions. The processor which producesthe generalised output expressionhasto
be able to recognise where the script is generating tags. The current proto-
type requirestheseto be literal text wit hin an echo/print commandand not
`hidden' by string manipulation operators or resulting from databaselookup.
The current prototype also requires contr ol statements wit hin the script to
generate well-formed XML, although there are plans to extend the processor
to accommodate non well-formedoutput in situations wherespecial rules can
be applied which are derived from regular expressionequivalences.
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ABSTRACT 
 
Software testing process is gaining importance at same time that size and complexity of software are 

growing. The specifics characteristics of web applications, like client-server architecture, heterogeneous 
languages and technologies or massive concurrent access, makes hard adapting classic software testing 
practices and strategies to web applications. This work exposes an overview of testing processes and 
techniques applied to web development. This work also describes a practical example testing a simple 
web application using only open-source tools.  
 

1. INTRODUCTION  
 
Internet gives to developers a new and innovative way to build software. Internet also allows the 

access of millions of user to a web application [4]. Thus, problems in a web application can affect to 
millions of users, cause many costs to business [2] and destroy a commercial image.  

The Business Internet Group of San Francisco undertook a study to capture, assess and quantify the 
integrity of web applications on 41 specific web sites. According to the report, of those 41 sites, 28 sites 
contained web application failures [14]. Thus, software testing acquires a vital importance in web 
application development. 

First web applications had a simple design based on static HTML pages. Nowadays, web 
applications are much more complex and interactive with dynamic information and customized user 
interfaces. Design, support and test modern web applications have many challenges to developers and 
software engineers. 
 This work is organized as follow. Section 1 defines some basic concepts used in this work, shows the 
basic aspects of a client-server web application and introduces software testing process. Section 2 
describes a simple web application used as example in this work. Section 3 describes how to make unit 
testing over a web application. Section 4 describes how to make integration testing over a web 
application. Section 5 resumes conclusions and future work. 

1.1. Definitions 

A web page is all kind of information that can be displayed into a browser window [2]. A web page 
uses to be composed by HTML code, generated statically or dynamically, or by client-side executable 
components, like Macromedia Flash modules or Java Applets. 

A web site is a group of web pages, where the information of every page is semantically related and 
syntactically related by links among them. User access to a web site is made by HTTP requests. Client-
side user interface uses to be a browser program running over a personal computer (PC, Mac, etc.). 

A web application is built applying heterogeneous technologies like client-side scripting languages 
included into HTML, client-side components like Java applets, server-side scripting languages like PHP 
or PERL, server-side components like Java Servlets, web services, databases servers, etc. All these 
heterogeneous technologies have to work together, obtaining a multi-user, multiplatform application. 

 

65



1.2. Client-Server Architecture in web applications 

Functioning of a web application is similar to classic client-server application with thin client, as 
showed in Figure 1. When a user writes a web address in a browser, this one acts like a client, requesting 
a file to a server accessible by Internet. Server processes the request and sends the file. Client, at the time 
to receive the file, process its content and shows them. 

 

Client Server

Request

Answer

 

Figure 1. Static web application 

First web applications were composed only by static web pages. They have not the possibility to 
modify their content depending by date, user, or number of requests. The user always received the same 
file with the same information into it. Actually, as showed in Figure 2, it is possible to build web pages 
dynamically, changing their information depending of many factors. 

 

Client Server

Request

Answer

Server-side code

Database
server

 

Figure 2. Dynamic web application.. 

Client-Server architecture in Figure 2 is the same that Client-Server architecture in Figure 1. Main 
different is that the server in figure 2 has two elements, one dedicated to receive requests and answer to 
them, and other dedicated to execute web application and generate HTML dynamically. 

1.3 An overview of software testing process 

Nowadays, test process has became in a vital task in development process of all kind of software 
systems [3]. It is needed to make a classification [1] of testing, the moment to apply them and their 
objectives before expose how to apply test process to web applications. Table 1 shows this classification. 
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Kinds of 
tests 

Moment to apply Description 

Unit testing. During building of 
software system. 

Unit testing verifies design and functionality of every component of 
the system. 

Integration 
testing. 

During building of 
software system. 

Integration testing verifies the union among system components 
through their interfaces and their functionality. 

System 
testing. 

After building of software 
system. 

System testing verifies in depth the functionality of the system, as a 
black box, checking that all requirements have been implemented in 
the correctly. 

Implantation 
testing. 

During production 
environment implantation. 

Implantation testing verifies the correct function of the system in the 
real production environment. 

Acceptance 
testing. 

After software system 
implantation. 

Acceptance testing verifies that system has all requirements expected 
and satisfies the needs of the user. 

Regression 
testing. 

During modify Software 
system. 

Regression testing verifies that changes in code do not generate 
unexpected errors. 

Table 1. Testing classification. 

Unit and integration testing verifies components of the system. System, implantation and acceptance 
testing verifies the entire system as a black box, from different points of view. This word is focused in 
unit and integration test only. 

1.4. Related work 

There are several works describing how to test a web application. For example, Liu [16] considers 
each web application component as an object and generates test cases based on data flow between those 
objects. Ricca [15] proposes a model based on the Unified Modeling Language (UML), to enable web 
application evolution analysis and test case generation. Wu [17] defines a generic analysis model that 
characterizes both static and dynamic aspects of web based applications. This technique is based on 
identifying atomic elements of dynamic web pages that have static structure and dynamic contents. 
Elbaum [18] explores the notion that user session data gathered as users operate web applications can be 
successfully employed in the testing of those applications. 

This paper does not proposal a new web test model but a set of techniques to test web component. 
These techniques can be used in any web test model proposal to implemented test cases. These techniques 
can be applied to test both client-side and server-side components and they are useful to put test model in 
practice. 
 

 

2. PRACTICAL CASE  
 
This section describes a simple web application to insert customers in a database. In client-side, 

application is composed of three web pages: a form to insert customers, a web page with a message if 
insertion was possible and another web page with a message if insertion was not possible. In server-side, 
application is composed of a MySQL [8] database server and a PHP [9] insertion script. Figure 3 shows 
these components.  
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Figure 3. Insert customer web application components. 

Figure 4 shows captures of HTML web pages of the application. 

                                                          

Figure 4. Insert customer form. 

Validation code, written in JavaScript and included into HTML form, will verify that none obligatory 
field will be empty. 

This application stores customers in a MySQL table. SQL code to create customers table are showed 
in Figure 5. 

CREATE TABLE Customers(Id BIGINT(20)  
  UNSIGNED NOT NULL AUTO_INCREMENT  
  PRIMARY KEY,  
Entity VARCHAR(50) NOT NUL L,  
Activity VARCHAR(250) NOT NULL,  
Address VARCHAR(50) NOT NULL,   
City VARCHAR(50) NOT NULL,   
ZIP_Code VARCHAR(10) NOT NULL,  
Telephone VARCHAR(50) NOT NULL,   
Contact_person VARCHAR(50),   
Contact_phone VARCHAR(10),  
Observations VARCHAR(250) );  

Figure 5. Customer SQL code. 
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To test this application, we will write, at first time, a set of unit tests to verify client-side components 
and server-side components. At second time, we will write an integration test to verify the correct 
working of customer form and insertion script together. 
 

3. UNIT TESTING 
 

Objective of unit testing is to verify the functionality of every component in isolation. To do this, we 
are going to divide components in two sets: client-side components (web pages, JavaScript code, etc.) and 
server-side components (server-scripts, databases, etc.) [1]. Each component set will have its own testing 
strategy and tools. Division in our example web application is showed in Figure 6.  
 

Client Server

Error - Customer
does not stored

Customer
successfully stored

Validation

Customers
form MySQL

Insert
customer

 

Figure 6. Client side and server side components. 

Client-side components are downloaded and executed in client web browser. Server-side 
components are executed in server and their results are sent to client. Section 3.1 describes techniques and 
tools to test server-side components. Section 3.2 describes techniques and tools to test client-side 
components. 

3.1. Server-side testing 

 The strategy to test server code is similar to strategy to develop unit testing in not-web applications. 
Main idea is to write a code fragment to execute the code under test with a set of test values and compares 
it result with expected results. In our sample web application we are going to write a test script in PHP. 
 There are many open-source tools to make easy and automatist this process. In general, all tools 
implements JUnit architecture [11]. A list of xUnit tools can be found in [7]. We have selected PEAR 
PHPUnit [13], among all PHP xUnit available. 
 The example web application has a function to insert a customer with one expected parameter with a 
table with all information about customer. This function returns a value that indicates if the client was or 
was not inserted. The prototype of this function is shown in Figure 7. Test case will invoke function in 
figure 7 with a test customer and will check result returned. 
 

// $result is TRUE if customer was added into database 
// and FALSE if does not.  
function insertCustomer($customer)  
{  
      //...  
      return $result;  
}  
 

Figure 7. InsertCustomer function prototype. 

 The unit test is divided in two actions. These actions are described in Table 4. 
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Step Action Verification  
1 To call function “insertCustomer” with a test 

customer. 
To verify that function result is TRUE. 
 

2 To search test customer inserted in step 1 in 
customer database. 

To verify that customer exists in database and its values are 
equals those values of test customer. 

Table 4. Test steps. 

 The PHP scripts which implements this unit test is showed in Figure 8. First line includes PHPUnit 
libraries which offer functions similar to JUnit.  
 
<? 
  include_once('./PHPUnit/PHPUnit.php');  
  include_once('./ InsertCustomerFunction .php');     
   
  class InsertCustomerTest extends PHPUnit_TestCase {  
 
    var $ test_cust omer;  
    function testInsert Customer () {  
      $this - >PHPUnit_TestCase("testInsertarUnCliente");  
    }  
    function setUp() {  
      $this - >test_customer ['customer'] = " test_customer ";  
      $this - >test_customer ['activity'] = " test_activity ";  
      $this - >test_customer ['address'] = " test_address ";  
      $this - >test_customer [' city '] = " test_city ";  
      $this - >test_customer [' ZIP_Code '] = "00000";  
      $this - >test_customer [' telephone '] = "000 - 00- 00- 00";  
    }     
    function testInsert ACustomer () {  
      $ r esult = insert Customer ($this - >test_customer );  
      $this - >assertTrue($result);  
    }  
    function test CustomerInserted (){  
      $conn = mysql_connect("localhost", "", "")  
      mysql_select_db("C ustomer ")  
      $sql = "SELECT * FROM Customer  WHERE 'custome r' ='".  
             $this - >test_customer [ 'customer' ]."'";  
      $result = mysql_query($sql)  
      $ Customer  = mysql_fetch_array($resul) ;  
      $this - >assertEquals($this - >test_customer [ 'customer' ],  
                          $ Customer [ 'customer' ], " Different  customers .");  
      // ...        
 
      mysql_free_result($result);  
    }  
}  
  echo "<HTML> <BODY> <HR> <BR> Insert Customer Test . <BR>";  
  $suite  = new PHPUnit_TestSuite("InsertCustomerTest ");  
  $result = PHPUnit::run($suite);  
  echo $result - > toStrin g();  
  echo "<HR>";  
?> 

Figure 8. InsertCustomer function unit test. 

 If “insertCustomer” function has no error, test script will write an output like figure 9. That output 
indicates that test was success. 
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Figure 9. Successfully test. 

3.2. Client-side testing 

 Objectives of client-side components testing are to verify that HTML is correct and compliments 
standards [10] and to verify dynamic components into web pages. For example, we will verify that 
HTML satisfied HTML 4.01 Transitional standard and the JavaScript validation code in our example web 
application. It is important to fulfil HTML standards to guarantee that a web page is correctly visualized 
in different browsers. 
 Other unit test that can apply to client-side components are to verify that web pages are correctly 
visualized in different browsers, verify user interface usability, etc. 
 
3.2.1. HTML web pages testing 
 
 A HTML web page contains the information that will be displayed and a set of tags that indicates 
how that information has to be displayed. Thus, we have to test that every web page in our web 
application example satisfied HTML standards proposed by W3C consortium. A HTML validation tools 
is available at W3C consortium web site [6]. We have used that tool to verify our pages. Results are 
resumed in Figure 10. 
 

 
Validation form has an option to upload a web page to validate. In our example web application, when customer 

form is validated, some errors appeared: 
 
Line 107, column  38 : document type does not allow element "BODY" here  
<body bgcolor="#FFFFFF" text="#000000" > 
Line 108, column 75 : there is no attribute "BORDERCOLOR"  
... cellpadding="0" align="left" bordercolor= " #0066FF">  
 
First error is because of before <body> tag must be </head> tag. 
 “Bordercolor” attrib is obsolete and does not complaint version 4.0 of HTML specification [10]. Style sheets must 

be used to define color. 
Once corrected two errors, validation tool shows next message: “This Page Is Valid HTML 4.01 Transitional!” 
The other two web pages have no errors. 
 

Figure 10. Insert customers HTML form test. 

 To avoid testing of each web page in isolation and uploading pages one by one, we can use an option 
to write and URL and let application to verify all HTML pages in that URL. There are also, applications 
that connect with W3C web site. 
 
3.2.2. Testing JavaScript code 
 
 The form to insert customers includes JavaScript code to avoid blank fields. It is necessary to test this 
code to verify that its functionality is the expected one and it is able to detect all invalid combinations 
possible. 
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 Originally, JavaScript code was included into HTML web form. This one makes hard to test it. So, 
JavaScript code was refactorized and moved into its own script file called “validate.js”. Illustration 11 
shows a fragment of validation code. 
 

 
function Validador( CustomerForm ) {  
 

if ( CustomerForm . customer .value == "") {  
alert(" Field  \ " Customer \ " is obligatory .");  

      CustomerForm . customer .focus();  
     return (false);  
 }  
 
   // ....  
 
   return (true);  
}  

Ilustración 11.Validate.js fragment code. 

 Code showed in Illustration 11 notices if an obligatory field is empty. Code displays a message 
window, showed in Figure 12 and Figure 13, and sets form focus in empty field. 
 

  

Figure 12. An error in customers form. 

 

Figure 13. Alert window detail. 

 The first strategy to validate JavaScript code is to apply manual testing. Manual testing can be 
performed by a worker who will write all combinations possible and who will verifies that JavaScript 
code results are the expected results. This is the simplest solution, but worse too. Manual testing requires 
dedication in exclusive of one programmer, allows many errors because it is a very repetitive and bored 
task, and it is needed to make again all test every time customers form or JavaScript code changes. 
 Another strategy is to write a unit test case to test JavaScript code. Unit test case has to verify that 
functionality of “validate.js” is the expected functionality when applying a set of values, in the same way 

72



that test written in section 3.1. To test “validate.js” in isolation, it is needed to write an object that 
represents form. A fragment of that code is showed in Figure 14. 
 

 
function customer ( value ) {  
 this.value=  value ;  
 return(this);  
}  
 
function CustomerForm (e, a, d, l, c, t) {  
  this. customer =new customer  (e);  
  this. activity =new activity  (a);  
  this. address =new address (d);  
  this. city =new city  (l);  
  this.postal _code =new postal _code  (c);  
  this. telephone =new telephone  (t);  
  return (this);  
}  
 

Figure 14. JavaScript object representing customer form. 

 A test to verify validation code using the representation of the form is showed in Figure 15. 
 
<SCRIPT LANGUAGE="JavaScript" SRC="validar.js"></SCRIPT>  
<SCRIPT LANGUAGE="JavaScript" SRC=" customerForm .js"></SCRIPT>  
<SCRIPT LANGUAGE="JavaScript">  
  var form= new CustomerForm ("","a", ”d", "l", "c", "t");  
  if (Validador(form) == false) {  
    alert(" Test failed .");  
  } else {  
    alert(" Test valid .");  
  }  
</SCRIPT>  
 

Figure 15.  Test of form customer JavaScript code. 

  It will be possible to write similar tests based on test described in Figure 15, changing the 
position of blank field in customer form creation. Test in Figure 15 verifies that function return expected 
value. However, this strategy is not good because. Test does not verify that alert message has expected 
text or the form focus will be in the empty field. Even more, test stops after executing “alert” instruction, 
so manual verification is still needed. Another problem is that test has to be loaded into the browser to be 
executed. This strategy has no advantages from manual test strategy. We still need a programmer who 
changes the code, execute the test and verifies that alert message is expected message. 
 Other strategies to improve JavaScript testing are to use a JavaScript interpreter instead executing test 
in a web browser or to use a mouse-record tool. Improvement of JavaScript testability is a future work. 
 This same process can also be done to verify other client-side scripts, like VBScript. 
 

4. INTEGRATION TESTI NG 
 
 Once verified each components of the system with unit tests, it is time to verify that those 
components are able to work right among them. This one is the goal of integration tests. 
 In a web application, components in client-side communicate with components in server-side using 
HTTP protocol, instead of classic messages to methods or functions. This allows a very low coupling but 
makes useless classic xUnit tools to develop integration tests. 
 There are two main techniques to develop integration testing in a web application to develop tests 
that operates application through it HTML web interface. One technique is using stored macros, and 
replaying them to make a test. Macros have to be record again when interface or application changes, so 
they are not the best option. Another technique is using an API to analyze HTTP communication. This 
API allows to write a program that sends HTTP requests and receives and analyzes their answers. This 
second technique is more flexible, and allow to test in depth web pages, but they spend more development 
time. We are going to write test based on API to test our web example application. 
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 There are many open-source tools that offer APIs to write integration tools. We have chosen 
HttpUnit [6] to write an example. HttpUnit it is written in Java, but we will show that it is possible to use 
it to test a PHP web application with a HTML user interface. 

4.1. Writing  an integration test 

 HttpUnit can request a web page in the same way than a web client. HttpUnit offers an interface to 
ask if received page includes certain elements and to interact with the elements of the page, by example 
navigating through a link. This tool offers almost all functionality of a web browser, like cookies control, 
header analysis, GET and POSTS, etc. 
 In this point, we are going to write a test with HttpUnit. This test will be a Java class that request 
customer form and, later, verifies that the web page received has expected elements. 
 Test goes to verify: 

 1. Connection with server and customer form requesting. 
 2. Verify title of received page to test if it is the expected web page. 
 3. Verify if web received page contains customer form. 
 4. Verify if form includes all expected fields and assign them test values. 
 5. Verify if, when pressing add button, web server answers with expected page. 

 Figure 16 shows java code of this test. 
 
 
import net.sourceforge.jwebunit.WebTestCase;  
import com.meterware.httpunit.*;  
import com.meterware.servletunit.*;  
import java.util.*;  
import junit.framework.*;  
 
public class Test CustomerForm  extends TestCase  {  
    public Test CustomerForm  () {  
        super(" Test CustomerForm  ");  
    }  
    public void testInsert Customer ()  
      throws Exception  
    {  
      WebConversation wc = new WebConversation();  
      WebResponse resp = wc.getR esponse("http://localhost/CustomForm.htm");  
     Assert.assertEquals(resp.getTitle().compareTo(" Customer Form "), 0);  
      WebForm form = resp.getFormWithName(" CustomerForm ");  
      Assert.assertNotNull(form);  
      form.setParameter(" customer ", " test_cus tomer ");         
      form.setParameter(" activity ", " test_activity ");         
      form.setParameter(" address ", " test_address ");         
      form.setParameter(" city ", " test_city ");         
      form.setParameter("postal _code ", "00000");         
      form.setParameter("tele phone ", "00 - 00- 00");         
      WebRequest req = form.getRequest("Submit");  
      resp = wc.getResponse(req);  
      String output = resp.getText();  
      Assert.assertEquals( output.indexOf("Error"), - 1 );  
    }  
}  
 

Figure 16. Customer form integration test. 

 It will be possible to add an additional validation to verify that testing customer inserted is really 
stored into database. This validation can check that insertion script works right when it is called from 
HTML form, not only when it is directly called. 
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5. CONCLUSIONS 

 
This work shows how it is possible to build a web application and apply it different testing process 

with open-source tools only. All techniques exposed in this work can be easily applied to other web 
development platforms like ASP.NET or JSP and Servlets. Some of tests showed in this work are 
development with Java over a PHP web application, which demonstrates the interoperability among 
technologies and languages that web engineering offers. 
 All tools used in this work are free for use and download through Internet and, also, their source code 
is accessible, even in commercials tools like MySQL (although free for use depends of license of 
application). 
 We have seen with our example web application, that it is very important to separate different 
components of a web application, presentation components like HTML and code components like PHP 
scripts, to facility testing process. A good separation among components improves development process, 
testing process and maintainability. 
 Future lines of investigation from this work are to investigate new tools and strategies to test web 
user interfaces built with HTML and JavaScript, study with examples the application of this techniques 
and practices in other development platforms like .NET and other components, like Flash user interfaces, 
and study strategies to test HTML dynamically generated. 
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Abstract

In Web classi¯cation, web pagesare assignedto pre-de¯ned categoriesmainly ac-
cording to their content (content mining). However, the structure of the web site
might provide extra information about their category (structure mining). Tradi-
tionally , both approacheshave beenapplied separately, or are dealt with techniques
that do not generatea model, such as Bayesiantechniques. Unfortunately, in some
classi¯cation contexts, a comprehensiblemodel becomescrucial. Thus, it would
be interesting to apply rule-basedtechniques (rule learning, decisiontree learning)
for the web categorisation task. In this paper we outline how our general-purpose
learning algorithm, the so called distance based decision tree learning algorithm
(DBDT), could be used in web categorisation scenarios. This algorithm di®ers
from traditional ones in the sensethat the splitting criterion is de¯ned by means
of metric conditions (\is nearer than"). This changeallows decisiontrees to handle
structured attributes (lists, graphs, sets, etc.) along with the well-known nominal
and numerical attributes. Generally speaking, these structured attributes will be
employed to represent the content and the structure of the web-site.

1 In tro duction

Etzioni [4] de¯ned Web mining as the useof data mining techniquesfor ex-
tract information from Web documents and services.Given the large amount
of documents available in the Web, one of the most commontask performed
on the Web is the classi¯cation of documents into oneor morecategories.For
instance, this is essential in applications that have to catalog news articles,
sort and ¯lter electronicmail, recommend̄ lms or musicor search information

1 This work hasbeenpartially supported by ICT for EU-India CrossCultural Dissemination
Project ALA/95/23/2003/077-054 and Generalitat Valencianaunder grant GV04B/477 and
CICYT under grant TIN 2004-7943-C04-02.
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about a topic (search engines).Although someauthors distinguish classi¯ca-
tion from categorisation2 , for the sake of simplicity, in this paper we useboth
of them as synonyms sincea categorisationproblem can be solved by several
classi¯ers. The simplest approach to the categorisationof Web documents is
to take only the textual part of them into account (Text categorisation). The
basic idea is to classify a document as of classc if certain words relevant to
the c de¯nition are present in the document.

However, Web documents are more than just plain text and the informa-
tion contained in other parts like the hyper-links can also be relevant to the
categorisationprocess.For instance,if we are classifyingsports news,a more
accurateclassi¯cation can be obtained if our classi¯er considersthat a piece
of sports newscontains words like team, play or stadium, or contains links to
other sports news. Therefore,recent research solvesthis problem by merging
ideasfrom Web content mining and Web structure mining. For instance, [7]
appendsthe text of the links to the text of the target page. [1] considersthe
text of a Web pagealong with the text and the categoryof its neighbouring
pages. Someother approachesare able to handle both the text components
in the pagesand the links amongthem, such as [2], [5], or [6].

In this paper, we study how the DBDT approach ¯ts to the web classi-
¯cation problem. This method allows us to integrate both the Web content
and the Web structure mining in a unique framework by using structured
data types for representing each component or context feature (title, key-
words, text, links, . . . ) found in the pages. This evidenceis then used by
the DBDT in that the splitting criterion is de¯ned by meansof metric condi-
tions (\is nearer than") and handle structured attributes. We illustrate that
the method is suitable for this kind of application by applying it to a simple
example of Web classi¯cation and we brie°y discussabout how the metric
conditions can be expressedin an equivalent but more comprehensibleform.

The paper is organisedas follows. In Section 2 the DBDT algorithm is
outlined. An illustrativ e example of our approach is shown in Section 3.
Finally, Section4 presents someconclusions.

2 Distance Based Decision Trees
In [3] we de¯ned a learning method named Distance BasedDecision Trees.
This proposal is basedon the use of prototypes and distancesto de¯ne the
partitions for the decisiontree. Our decisiontree inferencestrategy is a mod-
i¯cation of the centre splitting method [8] consisting in to compute a set of
attribute prototypes unlike the other one which takes all the attributes into
account. Basically, for each attribute and for each class,a prototype (that
value which minimises the sum of all the distancesfrom it to the others) is
calculated, consideringonly the valuesbelonging to that attribute and that

2 The classi¯cation is the processof inducing a model in that only one classis assignedto
each document, whereascategorisation concernswith the situation in that a document can
belong to more than one class.
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class. Once this processis ¯nished, an attribute is chosenin order to split
the data set. The split proceedsby associating every instance to its closest
attribute prototype. The splitting attribute is selectedaccordingto someof
the well-known heuristic functions (gain ratio, GINI index, etc). For this pur-
pose,a metric spaceis associated to every attribute. Note that the fact of
handling all the attributes aswhole entit y, just ascentre splitting does,turns
the comprehensiblemodel extraction into a harder task, even if the involved
attributes are nominal or numerical.

The result of this adaptation of centre splitting is not very di®erent from
classicaldecisiontrees (seethe algorithm below), when attributes are either
nominal and numeric, but in our case,weareableto dealwith data containing
structured attributes such as sets,lists, or trees.

PR OCEDURE DBDT(S , m ); // Single Attribute Centre Splitting. Learns a decision tree based on attribute distances

INPUT : A training set S as a set of examples of the form: ( x 1 ; : : : ; x n ) ; n ¸ 1 where every attribute is nominal,

numerical or structured. A metric space is associated to every attribute. m is the maximum# of children per node.

BEGIN

C Ã f C lass ( e) : e 2 S g // C is the set of existing classes

If j C j < 2 Then RETURN End If

For each attribute x j :

// Computes two (or more) centres for each class using attribute x j

If V alues ( x j ; S ) < 2 Then CONTINUE End If //next iteration

P r otList Ã ComputePrototypes ( x j ; S; m; C ) .

If S iz e( P r otList ) · 1 Then RETURN End If

S plit j Ã ; // Set of possible splits for attribute x j

For i Ã 1 to leng th ( P r otList ) // for all the prototypes

Ŝ i Ã f e 2 S : i = Attracts ( e; P r otList; x j ) g // Ŝ i contains the examples attracted by prototype i

S plit j = S plit j [ Ŝ i // Weadd a new child to this split

i Ã i + 1;

End For

End For

B estS plit = Ar gmax S plit j
( O ptimality ( S plit j )) // GainRatio, MDL, ...

For each set Sk in B estS plit

DBDT(Sk ; n ) // go on with each child

End For

END

The auxiliary functions Attracts and ComputePrototypes are inherent
to the method. In a nutshell, the function Attracts just determineswhich
prototypeis assignedwith a newexampleand, the function ComputePrototypes
obtains a set of prototypesfor each attribute.

3 An illustrativ e example
The previousstep, beforerunning the DBDT algorithm, consistsof deciding
what sort of data typesaregoingto be used,aswell astheir associated metric
functions. Let us considerthe following example. A useris interestedin seek-
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ing sports newsfrom the Internet using a search engine. This search engine
must \decide" automatically which available documents ¯t the search param-
eters. Thus, this task can be addressedas a two classclassi¯cation problem.
The information, extracted from an HTML document for this purpose,canbe
grouped in thesethree categories:

² Structure : it refershow the pagesfrom a web site are connectedoneeach
othersby meansof hyper-links. Formally, it is represented asa graph.However,
we will usea simpler approach but it is in its turn a very commonproposal
in the graphmining literature: werepresent a graphasa setof orderedpairs
whereeach pair encodestwo linked pages.Concretely, each item in the or-
deredpair will storea set of key words. Also, for the sake of brevity, we use
the well-known symmetric di®erencebetweensetsas a metric function.

² Con ten t : It dealswith the information contained in a webpage.Traditionally,
this information is represented as a bag or a vector of words. In our ex-
ample, we only considerone attribute, a set, re°ecting the whole content
(Content), and we usean adaptation of the symmetric di®erencebetween
setsas a metric function.

² Web use: we meanby web useinformation the information derived from
the HTTP connection to a web server All these data can be encoded by
meansof nominal or numerical attributes. For thesetypeswe can usethe
discretemetric or the absolutevaluedi®erence,respectively. In our example,
this attribute is referredby Connections and it contains the number of daily
connections.

The next step is to infer a classi¯er by training a model from a processed
dataset that contains collected information from some web pages,such as
that included in Table 1.

Id. Structure Con ten t Conn. Class

1 f ([Olympics,games],[swim]),([swim],[win]), f (Olympics,30),(held,10) 10 No

([Olympics,games],[b oxing]) , ([win],[medal]) g (summer,40) g

2 f ([Olympics,games],[swim]),([swim],[win]), f (Olympics,15),(summer,20) 20 Yes

([win],[medal]) g (A thens,40) g

3 f ([fo otball],[Europ e]),([Europ e],[¯nal]), f (fo otball,20),(c hampion,10) g 40 No

([¯nal],[b est,pla yer]) g

4 f ([fo otball],[matc h]),([matc h],[team,pla yers]), f (fo otball,20),(Europ e,10), 40 Yes

([fo otball],[referees]),([matc h],[results]) g (c hampion,12) g

5 f ([fo otball],[matc h]),([matc h],[team,pla yers]), f (fo otball,20),(Europ e,10) g 40 Yes

([matc h],[scores]) g

Table 1
Information from a web server samplerepository.

The set f ([Olympics,games],[swim]),([swim],[win]),([win],[medal])g in the Structure
attribute is interpreted in the following way. The ¯rst component of the list
standsfor words \Olympics" and \games" appear askeywords in a web page.
This page links another one which has \swim" as its only key word. The
reasoningis the samefor the secondand third components of the set.

80



Estr uch, Ferri, Hern ¶andez and Ram¶³rez

If we apply the DBDT algorithm (using an accuracy-basedheuristic), we
¯nd that the ¯rst attribute to be selected,as the ¯rst split, is Connection,
being the values 40 (Conn value for the 4th instance) and 10 (Conn value
for the 1st instance) the prototypesfor the class\y es" and \no" respectively.
Iterating the process,attributes Structure and Content are usedto split the
left and the right ¯rst level nodes, respectively. Finally, the new obtained
nodesare pure and the processstops,getting the distancebaseddecisiontree
(see¯gure below 3 ).

DATA
SET

DATA
SET

Conn. is nearer than Conn. is nearer than 

Structure is 
nearer than

Content is
nearer than

Pure node Pure node Pure node Pure node
Class: Yes Class: YesClass: No Class: No

a) b)

23 5
4 1

5

23 5
4 1

1 23
4

Fig. 1. a) Decision tree after the ¯rst split. b) Decision tree after ¯nishing the
process.

Id. Structure Con ten t Conn. Class

f ([fo otball],[matc h]),([matc h],[pla yers]), f (fo otball,30),(held,10) 36 No

([matc h],[results]) g (Europ e,7) g

Table 2
Information from a web server samplerepository.

Imagine now that a web site described as in Table 2 is stored in the list
alongwith other web siteswhich are candidatesto be shown to the customer.
Beforelisting them directly weshouldclassifythe wesite repository in order to
¯lter not suitable information. First, we look inside the connectionattribute.
As the number of daily connectionsis closer to 40 than 10, the instance is
hooked up to the left ¯rst-lev el node. Then, we repeat the sameprocessfor
the structure attribute, in this case,the structure of this new web site is more
similar to the structure of the fourth instancein the table than the third one.
Then, this instancewould be classi¯ed as sport newssite, and, consequently,
listed to the user.

Currently, we are thincking over how the metric conditions could be ex-
pressedinto terms of patterns associated to the metric function (for instance,
belongto could be a pattern for sets)[9], and obtain a transformed(and more
comprehensible)model containing rules as this one: IF the word \fo otball" ap-
pears in Content and the connectionsf ([football],[match]),
([match],[team,players])g are found in Structure THEN this web-siteis a sport
mediaweb-site.
3 The numbers correspond to instance id, and the bold numbers stand for the protot ype of
each classfor a particular partition.

81



Estr uch, Ferri, Hern ¶andez and Ram¶³rez

4 Conclusions
In this paper, we have studied the feseability of DBDT proposalto tackle web
categorisationproblems. DBDT hasbeendevelopedin Java (www.dsic.upv.es/
users/elp/soft/ ) and tested for both, structured and non structured, well-
known classi¯cation problems,showing a really interesting performance. For
this reason,weconsiderthat this algorithm could beapplied for moreconcrete
scenarios,such as categorisationweb.

References

[1] S. Chakrabarti, B. Dom, and P. Indyk. Enhancedhypertext categorization using
hyperlinks. In SIGMOD Conference, pages307{318, 1998.

[2] M. Craven and S. Slattery. Relational learning with statistical predicate
invention: Better modelsfor hypertext. Machine Learning, 43(1/2):97{119, 2001.

[3] V. Estruch, C. Ferri, J. Hern¶andez,and M. J. Ram¶³rez. Distance-baseddecision
tree learning for structured data types. Technical report, DSIC,UPV, 2004.

[4] O. Etzioni. The world-wide web: Quagmire or gold mine? Communications of
the ACM, 39(11):65{68, 1996.

[5] Wen-Chen Hu. Webclass:Web document classi¯cation using modi¯ed decision
trees.

[6] S. Slattery and T. M. Mitc hell. Discovering test set regularities in relational
domains. In Proceedingsof the Seventeenth International Conference on Machine
Learning (ICML 2000), pages895{902, 2000.

[7] A. Sun, E.-P. Lim, and W.-K. Ng. Web classi¯cation using support vector
machine. In Proceedings of the 4th Int. Workshop on Web Information and
Data Management, pages96{99, November 2002.

[8] Chris Thornton. Truth from Trash: How Learning MakesSense. The MIT Press,
Cambridge, Massachusetts, 2000.

[9] J. Hern¶andezV. Estruch, C.Ferri and M.J. Ram¶³rez. Identifying generalisation
patterns for distance-basedmethods. In 19th Internatinal Joint Conference on
AI,IJCAI05, submitted.

82



WWV 2005 Prelim inar y Versi on

Web Accessibility Evaluation Tools: a survey
and someimprovements

Vicente Luque Centeno Carlos Delgado Kloos
Jes�us Arias Fisteus Luis �Alvarez �Alvarez

Department of Telematic Engineering

Carlos I II University of Madrid

vlc@it.u c3m.es

Abstract

Web Content Accessibili ty Guidelines (WCAG) from W3C consist of a set of
65 checkpoints or speci�cation s that Web pagesshould accomplish in order to be
accessible to people with disabilities or using alternati ve browsers. Many of these
65 checkpoints can only be checked by a human operator, thus implying a very high
cost for full evaluation. However, somecheckpoints can be automatically evaluated,
thus spotting accessibili ty barriers in a very e�ective manner. Well known tools
like Bobby, Tawdis or WebXACT evaluate Web accessibil it y by using a mixtur e
of automated, manual and semiautomated evaluations. However, the automation
degree of these Web evaluations is not the same for each of these tools. Since
WCAG are not written in a formalized manner, theseevaluators may have di�e rent
"in terpretations" of what theserules mean. As a result, di� erent evaluation results
might be obtained for a single page depending on which evaluation tool is being
used.

Taking into account that a fully automated Web accessibili ty evaluation is not
feasiblebecause of the nature of WCAG, this paper evaluates the WCAG coverage
degreeof some well known Web accessibili ty evaluation tools spottin g their weak-
nesses and providi ng a formalized speci�cation for those checkpoints which have
had fewer automation coverage in nowadays' tools.

Key words: Aut omated evaluation, WAI, WCAG, Web
Accessibilit y, Web sit e evaluators

1. In t roduct ion

Web Content Accessibility Guidelines(WCAG) 1.0 [1] were de�ned by W3C
asa setof 14 guidelinesand 65checkpoints that Web pages should accomplish
in order to be accessible to people wit h disabilities, peopleusing alternative
browsers, or even Web agents, as shown at [15]. However, they were de�ned

Thi s is a preliminary version. The �n al version will be published in
Electronic Notes in Theoret ical Computer Science

URL: www.el sevi er.n l/lo cat e/en tcs
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usinghigh level termsnot being focused on the underlying HTML format. As
a result many of those checkpoints require human judgement and they don't
provide an objective criteria to be followed. This implies that it is not possible
to build a fully automated accessibilit y evaluator basedonly on cheap-to-be-
evaluated automatically conditions.

In order to fully determine Web accessibility, some semiautomated and
manual checkpoints should also be evaluated. Thus, we can classify check-
points into the four following groups.

(i) Ob jectiv ely aut omated rules are clearly de�ned and clearly specify
a condition that nobody might reject. Checking whether a set of well
de�ned mandatory elements and attribut esarepresent within theHTML
markup is a typical checkpoint within this category.

(ii) Sub ject iv ely auto mated rules specify fuzzy conditions that can be
automated, but whoseparticular non-fuzzy interpretation might be ac-
ceptedor rejectedby di�e rent groupsof people. Checking whether a text
is too long is a subjective condition since it mentions a condition which is
fuzzy to evaluate. Even though somepeoplemight agreethat an alterna-
tiv e text longer than 150 charactersmight be rejectedas too long, some
other peoplemight not think so. For thesekind of subject ive automat-
ableconditions, W3C has de�ned a set of heuristics[2] that provide some
help.

(iii) Semi-auto mat ed rules, which can not be evaluated automatically, but
tool's assistance can focususer's interest on relevant markup.

(iv) Man ual rules, which require human judgement. Both semi-automated
and manual rules are very expensive to evaluate and should be kept to a
minimum.

2. Compa r ison of Web A ccessibi li t y Evaluati on Tools

One main problem of Web Accessibility evaluation tools is that they provide
a poor coverage of WCAG. Their behaviour consists on addressing only a few
accessibilit y barriers on Web pages, leaving other barriers as unprocessable.
Thus they can not guarantee that accessibility is achieved, but they can guar-
antee that accessibility is faulty whenever a barrier is found. This weakness
of nowadays' Web accessibility evaluation tools is most ly based on the nature
of how WCAG werespeci�ed.

A major problem, however, is that we can easily �nd di�eren t evaluation
results for a page depending on which tool is being used. The problem is
that, while a checkpoint can be automated in one tool, it probably may be
semi-automated or ignored in other tools. Even though consideredin both
tools, since each tool hasit s own interpretation a condition triggeredin a tool
may easily not be triggeredin other tools.

Several Web Accessibility tools have been evaluated in this article in order
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to determine their automation coverageof WCAG 1.0, and someformalized
rules are given as a speci�cation (and implementation) for these tools.

2.1. Tools being evaluated

Web accessibility evaluation tools selectedfor this comparison are Bobby [12],
Tawdis (Taw) [13] and WebXACT [14] (from the samecompany of Bobby).
We have chosenthese becausethey are well-known and can be usedonline for
free. We know of no other similar evaluation tools (except Torquemada[18],
which, sadly, is no longer available) that provide such �nal results without
human intervention.

2.2. Checkpoints Vs Checkpoints' conditions

WCAG are very heterogeneous. Many of them imply a condition that only hu-
man judgement may evaluate. Someof them imply a set of several lower level
conditions. In order to properly evaluate, we de�ned the WCAG checkpoints'
conditions, a setof 103 conditions that perform somemore detailed evaluation
that the original 65 WCAG conditions. A WCAG condition may imply 1 or
several WCAG checkpoint's conditions. For example, checkpoint WCAG 4.1
(Clearly identify changes in the natural language) might imply checkpoint's
conditions WCAG 4.1a (Use xml: lan g attribute for pieces of text in a dif-
ferent language within the same document) and WCAG 4.1b (Use hr ef lan g
attribute on links pointing to documents in a di�e rent language).

2.3. Automated coverageof checkpoints evaluation

Table 1 indicates how the 65 WCAG checkpoints can be classi�ed into the
categoriespreviouslymentionedaccordingto each tool. Both semi-automated
and manual rules imply human evaluation cost, so our interest is focused
on automated rules only. From a total of 14 possibleobjectively automated
checkpoints, WebXACT detects5 of them, Bobby only detects4, and only a
singleoneis detected by Taw. This meansthat , at least 14 - 5 = 9 objectively
automatablecheckpoints, someof them provided in the following sect ions,are
not implemented by any analizedtool. Subjectively automated rules are used
in these tools as semi-automated, becausethe user has no abilit y to specify
preferences for thosesubjectiveconditions, thus requiring human intervention.

Table 2 indicatesthe sameastable 1 , but looking at our 103 WCAG check-
points' conditions. The number of objectively automated is now signi�c antly
increasedfor WebXACT and Bobby, having 25 and 24 objectively automated
conditions respectively, but this number is still far from the 43 possiblecon-
ditions that can be evaluated in this category. This implies that at least 43
- 25 = 18 objectively automatable conditions are not fully evaluated by any
of our tools. The rest is only usablefor partial evaluation. Taw has a poor
result of 10 rules from a set of 43.
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The oreti cal Bobby Taw WebX A CT

Ob ject iv ely aut omat ed 14 4 1 5

Sub ject iv ely aut omated 2 0 0 0

Semi-auto mat ed 31 33 20 33

Pur ely manual 18 28 44 27

Total 65 65 65 65
Table 1

Comparison of automation of WCAG checkpoints

The oreti cal Bobby Taw WebX A CT

Ob ject iv ely aut omat ed 43 24 10 25

Sub ject iv ely aut omated 11 0 0 0

Semi-auto mat ed 21 30 18 30

Pur ely manual 28 49 75 48

Total 103 103 103 103
Table 2

Comparison of automation of WCAG checkpoints' condit ions

3. Checkpoin ts having simi lar behavio ur s

From tables 1 and 2 , we determine that, even though our tools might have
similar behaviours for somecheckpoints, someother checkpoints clearly have
di�eren t behaviours. Prior to seedi� erences,table 3 shows somecheckpoint
conditions having the sameautomated behaviour on all evaluated tools. As
expected, the most well known rule 1.1a (provide al t attribute for images),
is within this set. The secondcolumn of table 2 provides a formalized XPath
1.0 [3] and XPath 2.0 [4] expressionthat canbe usedto addressall the HTM L
elements breaking the rule within that page. For example, rule for 1.1a ad-
dresses all imagesthat have no al t attribute, rule for 1.1b addresses all image
buttons without an alternativ e text, rule for 1.1e addresses all framesets not
providing a nofr ames sect ion, ...

Rule 3.2: Validate document against a public grammar

According to [16], Web accessibilit y evaluators are not XHTML [7] validators.
Noneof our selectedtools provide support for validation against a well known
DTD or XML Schema,becausethere are speci�c tools (like [11]) for this task
and becauseaccessibilit y is more than only XHTM L validation (and because
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W CA G # Formal ized rul e Bobby,W ebXA CT,T aw

1.1a // img/ [not(@alt)] Auto Obj.

1.1b // input[@type=" image" ][not(@alt)] Auto Obj.

1.1e // frameset[not(noframes)] Auto Obj.

1.5 // area[not(@alt)] Auto Obj.

7.2a // blink Auto Obj.

7.3a // marquee Auto Obj.

13.2b // head[not(title)] Auto Obj.
Table 3

Somerules with same behaviour in automated evaluators

their authors wanted to make accessibility st ill applyable for non validated
documents). However, we must say that rule 3.2 from WCAG probably guar-
antees more accessibility than any other rule by it self, becauseseveral WCAG
rules are partially basedon statements that are automatically achieved when-
ever a document is validated against a DTD or XML Schema. In fact, we
have found that, depending on the 
avour of XHT ML being used, accessibil-
it y might be easier(or more di�cult) to be achieved. We have found that
XHTML 2.0 [10] provides more accessibility features than XHTM L Basic 1.0
[8], which itself provides more accessibility features than XHT ML 1.1 [9].

Examples of WCAG checkpoints achieved when a proper DTD or XML
Schemais chosen and validated against, are:

� Rule 3.3: Usestyle sheetsto contr ol layout and presentat ion
� Rule 3.6: Mark up lists and list it ems properly
� Rule 11.2: Avoid deprecated features of W3C technologies

4. Checkpoin ts having di�er ent results

Tables 4 and 5 provide a summary of the most important di�erences on
WCAG's coverage in our evaluated tools. Each row corresponds to an (ob-
ject ively or subjectively) fully automatable rule. However, WebXACT and
Bobby only provide a fully automated evaluation on rules 4.3, 9.2a-c, 10.4a-d,
10.5, 12.4b and 13.1a, leaving the others as semi-automated or manual, de-
spite they could be fully automated, as depicted in the secondcolumn. Rules
marked up as "Pseudo" refer to rules that detected a problem only under
particular conditions, but could not evaluate wit h the sameaccuracy as the
formalized rule.

Table 4 includes W3C-standards-basedrules for specifying when to use
the lo ngdesc attribute (rule 1.1c), when headingelements are usedproperly
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W CA G # Formal ized rul e Bobb y,W ebXA CT Taw

1.1c // img[toolong alt(@alt) ][not(@longdesc)] Semi Manual

3.5a // h2[not(preceding::h1)] Pseudo Manual

3.5b See�g 1 Pseudo Manual

3.5c See�g 2 Pseudo Manual

3.5d See�g 3 Pseudo Manual

3.5e See�g 4 Pseudo Manual

4.3 // html[not(@xml:lang)] Auto Obj. Manual

6.4a // *[@onmouseover != @onfocus] Semi Manual

6.4b // *[@onmouseout != @onblur] Semi Manual

7.4, 7.5 // meta[@http-equiv= "refresh"] Semi Manual

9.2a // *[@onmousedown != @onkeydown] Auto Obj. Manual

9.2b // *[@onmouseup != @onkeyup] Auto Obj. Manual

9.2c // *[@onclick != @onkeypress] Auto Obj. Manual

10.4a See�g 9 Auto Obj. Manual

10.4b // textarea[normalize-space(text()) ="" ] Auto Obj. Manual

10.4c See�g 10 Auto Obj. Manual

10.4d See�g 11 Auto Obj. Manual

10.5 See�g 12 Auto Obj. Manual

12.4b See�g 16 Auto Obj. Manual

13.1a See�g 17 Auto Obj. Manual
Table 4

Rules with di�e rent behaviour in automated evaluators: WebXACT and Bobby
Vs Taw

(rules 3.5), whether document's idiom is speci�ed (rule 4.3), when keyboard
and mousedependant handlersare not paired (rules 9.2), and the detection
of form �elds having no label (rule 12.4b) or ambiguous links (rule 13.1a),
among others.

Table 5 indicates that framesshouldhave a descript ion (ti tl e attribute).
However, neither Bobby nor Taw require so. This is the only improvement we
have found on WebXACT if compared to Bobby.

On the other hand, table 6 shows a sadly common poor behaviour of
all analized tools wit h respect to fully automatable rules, that , however, are
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W C A G # Formal ized rul e W ebXA C T Bobb y,T aw

12.1 // frame[not(@title)] Auto Obj. Manual
Table 5

Rules with di�e rent behaviour in automated evaluators: WebXACT Vs Bobby
and Taw

improperly t reated as manual or semi-automated.

W C A G # Formal ized rul e The ory Tools

3.5f See�g 5 Auto Subj. Manual

4.2a See�g 6 Auto Subj. Manual

6.3b // a[starts-with( @href,"javascript:") ] Auto Obj. Manual

6.3b // area[starts-with(@href," javascript:")] Auto Obj. Manual

9.4 See�g 7 Auto Obj. Manual

9.5 See�g 8 Auto Obj. Manual

10.1a // *[@target=" blank"] Auto Obj. Semi

10.1a // *[@target=" new"] Auto Obj. Semi

12.2 // frame[toolong(@title)][no t(@longdesc)] Auto Subj. Semi

12.3a See�g 13 Auto Subj. Semi

12.3b See�g 14 Auto Subj. Semi

12.3c // p[toolong p(text ())] Auto Subj. Manual

12.4a See�g 15 Auto Obj. Manual
Table 6

Rules with common poor behaviour in automated evaluators

Table 6 includes rules for the detection of Javascript being found on im-
proper attributes (rule 6.3b), improper ta bi ndex (rule 9.4), and improper
accesskey shortcuts (rule 9.5). Table 6 also depicts how to restrict some
popups and other windows appearances (rule 10.1) labels pointing to more
than one form �eld (rule 12.4a), and many others that are detailed in the
following �g ures(referred from tables 4 , 5 and 6 ). It is quite surprising that
noneof thesevery simple checkingsweredetectedby any analizedtool, though
they easily could. Only manual or semi-automated support was provided for
thesefully automatable rules.
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Rule 3.5: Use headingsproperly

Figure 1 speci�es an XQuery 1.0 [5] addressing expressionfor all non properly
usedh3 elements. It is necessary that a h1 and h2 properly precede any h3
element. So, this rule will be broken for thoseh3 having no prior h1 or h2 or
having the nearest h2 prior the nearest h1.

// h3[let $h3:=self::h3 return
let $h2:=$h3/preceding::h2[last()] return
let $h1:=$h3/preceding::h1[last()] return
$h1=() or $h2=() or $h1>> $h2]

Fig. 1. XQuery 1.0 expression for h3 elements breaking WCAG 3.5b

Figures 2 , 3 and 4 provide addressingexpressionsfor improper h4, h5 and
h6 elements respectively, in a similar way as rule from �g ure 1 .

// h4[let $h4:=self::h4 return
let $h3:=$h4/preceding::h3[last()] return
let $h2:=$h4/preceding::h2[last()] return
let $h1:=$h4/preceding::h1[last()] return
$h1=() or $h2=() or $h3=( ) or
$h1>> $h2 or $h2>> $h3 or $h3>> $h4]

Fig. 2. XQuery 1.0 expression for h4 elements breaking WCAG 3.5c

// h5[let $h5:=self::h5 return
let $h4:=$h5/preceding::h4[last()] return
let $h3:=$h5/preceding::h3[last()] return
let $h2:=$h5/preceding::h2[last()] return
let $h1:=$h5/preceding::h1[last()] return
$h1=() or $h2=() or $h3=( ) or
$h4=() or $h1>> $h2 or $h2>> $h3 or
$h3>> $h4 or $h4>> $h5]

Fig. 3. XQuery 1.0 expression for h6 elements breaking WCAG 3.5d

Headerelements should not be too long, as de�ned in �gur e 5 . If a header
appears to be too long, it should be consideredas a paragraph or its size
should be reduced.

Rule 4.2: Use proper abbreviations and acronyms

Abbreviations and acronyms should not be used inconsistently. They should
have unique de�nit ions. Figure 6 detectsall abbreviations and acronyms that
provide more than a single de�nition for a given text. Rule 4.2a, however,
is not enough to guarantee rule 4.2, since it detects improper marked up
acronyms and cannot detect whether all possibleabbreviations and acronyms
are current ly marked up.
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// h6[let $h6:=self::h6 return
let $h5:=$h6/preceding::h5[last()] return
let $h4:=$h6/preceding::h4[last()] return
let $h3:=$h6/preceding::h3[last()] return
let $h2:=$h6/preceding::h2[last()] return
let $h1:=$h6/preceding::h1[last()] return
$h1=() or $h2=() or $h3=( ) or
$h4=() or $h5=() or $h1>> $h2 or
$h2>> $h3 or $h3>> $h4 or
$h4>> $h5 or $h5>> $h6]

Fig. 4. XQuery 1.0 expression for h6 elements breaking WCAG 3.5e

(/ /h1 | // h2| // h3| // h4| // h5| // h6)[toolong h(text ())]

Fig. 5. XQuery 1.0 expression for header elements breaking WCAG 3.5f

(/ /abbr | // acronym)[let $a:=self::node() return
count((// abbr | // acronym)[t ext() = $a/text ()]) != 1]

Fig. 6. XQuery expression for abbr and acronym elements breaking WCAG 4.2a

Rule 9.4: Specify a proper tab order

Whenever a tab order being di� erent from the default is being speci�ed,
ta bi ndex attributes should be usedconsistently. Figure 7 spots all elements
that have a ta bi ndex attribute which is not a proper number or which is
sharedby several elements (it should be useduniquely).

// *[@tabindex][let $n:=self::node()/@tabindex return
not(isnumber($n)) or count( // *[@tabindex=$n]) != 1 or
number($n)< 1 or number($n)> count(// *[@tabindex])]

Fig. 7. XQuery expression for elements breaking WCAG 9.4

Rule 9.5: Provide proper keyboard shortcuts

Whenever keyboard shortcuts arebeing speci�ed, accesskey attributes should
be used consistently. Figure 8 spots all elements that have an accesskey
attribute which is not a proper character or which is shared by several elements
(it should be useduniquely).

// *[@accesskey][let $c:= self::node()/@accesskey return
not(ischar($c)) or count(// *[@accesskey=$c]) != 1]

Fig. 8. XQuery expression for elements breaking WCAG 9.5
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Rule 10.4: Includedefault, place-holdingcharacters in form �elds

Editable (not hidden) form �elds di� erent from text areas (i.e, text �elds,
radio or checkbox butt ons) that have null or no default values are detected
by the XQuery addressing expression from �gure 9 . Empty text areas are
detectedby the expressionof 10.4b from table 6 .

// input[@type!=" hidden" ][not(@value) or @value= "" ]

Fig. 9. XQuery expression for input elements breaking WCAG 10.4a

Select boxeshaving no selectedoption by default are detected by expression
from �g ure 10 . Figure 11 addressessets of radio buttons where no option
hasbeenchecked by default. Though not explicitly declared on WCAG, these
last two rulesmight also be consideredas an extensionof rule 10.4.

// select[not(@multiple)][not (.// option[@selected])]

Fig. 10. XQuery expression for select elements breaking WCAG 10.4c

// input[@type=" radio"][let $n:=self::input/ @name return
not(ancestor::form// input[@name=$n][@checked])]

Fig. 11. XQuery expression for radio buttons breaking WCAG 10.4d

Rule 10.5: Includenon-link, printable characters between adjacent links

Figure 12 addressesall consecutive links that have nothing more that white
spacesbetweenthem. If so, several consecutive links might be interpreted as
a single big link. For this rule we use a combination of both XQuery and
XPointer [6].

// a[position() < last()][let $a:=self::a return
normalize-space((end-point($a)/r ange-to($a/follo wing::a))/t ext())= "" ]

Fig. 12. XPointer + XQuery based rule for WCAG 10.5

Rule 12.3: Divide largeblocks of information into more manageablegroups

The fi el dset elements is highly recommended for forms that have several
form �elds. It can be used to group several of them which are semantically
related within a same group, thus providing more manageable groupsof form
�elds. Though it could be a subjectively automated rule (toomany inputs
shouldbe de�ned with somesubjective criteria), both Bobby, WebXACT and
Taw treat this rule assemi-automated, asking a human evaluator whenever a
form addressable by expression from �gu re 13 is found. The sameappliesfor
rule 12.3b from �gure 14 (for non grouped options within a select).
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// form[toomany inputs(./ /input) ][not(./ /�eldset)]

Fig. 13. XQuery expression for forms breaking WCAG 12.3a

// select[toomany options(option) ][not(optgroup)]

Fig. 14. XQuery expression for select elements breaking WCAG 12.3b

Rule 12.4: Associate labels explicitly with their controls

This rule implies two di�eren t conditions. Figure 15addressesall labelswhich
arenot properly used,i.e., that point to morethan a single control (rule 12.4a).
Vice-versa, all form �elds shouldhave no more than a singlelabel (rule 12.4b).
Otherwise, they can be detectedby expressionfrom �gure 16 . If both rules
12.4a and 12.4b are followed, there exists a bijective mapping betweenlabels
and form �elds, as desirable,so no confusion can be obtained when mapping
labels to contr ols or asking for control's labels.

// label[let $l:=self::label return
count((// select| // input | // textarea)[@id=$ l/@for]) != 1]

Fig. 15. XQuery expression for labels breaking WCAG 12.4a

(/ /select| // textarea| // input[@type=" text" or @type=" password" or
@type="r adio" or @type="checkbox"]) [let $�:=self ::node() return
count(// label[@for=$�/ @id]) != 1]

Fig. 16. XQuery expression for form � elds breaking WCAG 12.4b

Rule 13.1: Clearly identify the target of each link

It is not possible to automatically determinewhether the text of a link can be
understood by itself whenread out of context (which is treated in manual rule
13.1b). However, we still can determine if two links are used in a confusing
manner. Figure 17 contains a XQuery expression for �nding all links that,
having sametext and descriptions,point to di�e rent targets.

(/ /a | // area)[let $a:=self::node() return
(/ /a | // area)[@title = $a/@title and
text( ) = $a/ text() and @href != $a/@href] != ()]

Fig. 17. XQuery expression for links breaking WCAG 13.1a

5. Conclus ions and fut ur e work

As a result of this evaluation, we can determine that it is easier to detect
accessibilit y barriers using Bobby or WebXACT than using Taw. However,
noneof thesetools provide as much coverageaswe could desire. In fact, they
are far away from having a good automated coverage of WCAG. Thus, we are

93



Lu que-Centeno et al.

now working on a Web evaluator tool that will have a better coverage and,
sinceit will be implemented with the XQuery and XPath expressions showed
in this article (among someother similar expressionsnot appearing in this
article), we hope it will not be very expensive to build.

Normalization is also an important focus, so that we don't have multiple
rulesetsfor accessibilit y depending on which countr y we are. We hope that
a formalization attempt like ours may help in that direction. Comparison of
WCAG 1.0 and Bobby's implementation of U.S. Section 508 Guidelines [17]
haslead us to conclude that both rules have a lot of common rules and minor
changesshould be added to WCAG 1.0 to include this normative.

There are few tools freely available for accessibility evaluation. Torque-
mada is no longer operative and WebXACT is o� eredby Bobby's developers,
somethingwhich explains why WebXACT only o�ers a minor enhancement
from Bobby, the most well known tool in this area. Anyway, di�e rent mis-
interpretations of W3C's WCAG will still occur on futur e implementations
as long as there is no common formalized interpretation of these rules. Our
proposal is to give somelight in this process. That's why we have rede�ned
the set of 65 WCAG into a set of 103 rules which are more focusedon low
level details than thoseof WCAG.
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Abstract

The Evaluation and Report Language(EARL) is an RDF Schema which allows eval-
uation tools to express test results in a machine-readable,platform-ind ependent, and
vendor-neutral format. Describing test results (such asresults from automated Web
accessibilit y checks) using technologies provided by the Semantic Web framework
facili tates the aggregationof test results wit h readily available parsers, libraries, and
resources. Furthermore, Semanti c Web technologiesallow authoring tools (such as
editors, content management system, or save-as uti lities), Web browsers, search
engines, or other types of applications to elegantly process these test results and
provide more advancedfeatures to the end users.

Key words: Accessibilit y, Automated Evaluation, Conformance
Testi ng, Qualit y Assurance, Validati on

1 In tro ducti on

The Web hasrapidly evolved to becomea key resourcefor news,information,
commerce,and entertainment. It is continuing to displacetraditional sources
of information and other aspects of society such as leisure, education, at the
workspace,civic participatio n, and government services. However, for some
people with visual, hearing, physical, cognitive, or neurological disabilities,
there are severe barriers on the Web denying them access to fundamental
information and services.

The W3C/W AI Web Content Accessibility Guidelines (WCAG) addresses
accessibilit y requirements of people with disabilities. It is accompanied by a
set of Techniquesdocuments which explain to Web developers how to imple-
ment accessibili ty featuresin di� erent Web technologiessuch as HTML, CSS,
SVG, or SMIL. In order to determine conformance of Web siteswit h WCAG,

1 Email: shadi@w3.org
Thi s is a preliminary version. The �n al version will be published in

Electronic Notes in Theoret ical Computer Science
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numerousaccessibility checksneed to bemadeon each site. For largeor sophis-
ticated Web sites, such conformance testing can be very t ime cosumingand
costly. This is oneof the main motivations for developing EARL; to leverage
the abilit y and quality of Webaccessibilit y evaluation toolswhich signi�c antly
reducethe time and e�o rt required to evalute Web sites for accessibilit y.

This paper wil l explain how Semantic Web technologies (such as RDF
and OWL) can be usedby evaluation tools to describe test results and allow
a whole range of applications to processthis data. While the primary aim
of EARL is to enable the exchange of test results between Web accessibility
evaluation and repair tools, it is has been designed to be genericand serve
several other purposes.

2 A nat omy of the Evaluati on and Report Lang uage

EARL is a collect ion of objects (called Classes) and attribut es (called Prop-
erties), as well as the relationships between them, all expressed using the
Resource Descript ion Framework (RDF) . RDF does not actually de�n e any
domain speci�c vocabulary but rather a basic set of expressionsto allow the
de�nition of vocabularies. It is similar to XML which does not de�ne ap-
plication speci�c vocabulary but rather a formal grammar for the syntax of
these;only that RDF also dealswith the representation of semantic knowledge
bound to the vocabulary.

2.1 Core Classes

There are four core classes in EARL which de�ne the basic data model of the
language, theseare expressedbelow:

� Assertor
The context information about the test contains information such as who
or what carried out the test, when the test was carried out, or information
about the platform and con�guration in which the test was executed.

� Subject
The subject which is being evaluated is usually a Web page but could also
be anything elsesuch asa piece of software code, a document, or an object
which is not available on the Web (e.g. a fax machine).

� Testcase
The test criteria against which a subject is being evaluated could be any
(referenceable)speci�ca tion, a set of guidelines,a single test from a test
suite, or some other test case.

� Result
The outcomes of a test conducted on a subject can contain information
about the successor fail of the test, the con�dence in the obtained results,
the reasonfor failing, or other att ributes.
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2.2 Extensions

RDF allows Classesand Properties to be subclassedinto furt her classes, while
still retaining backward compatibilit y. This happensthrough simple inference
of the classtype through inheritance. For example,a fax machine manufac-
turer may want to subclass the Subject to a new classcalled SAZ-1 in order
to ident ify a speci�c model of fax machines which is current ly being tested.
Outside this company, other systemscan still deducethat SAZ-1 is a subject
(becauseit s parent in the hierarchy is a subject) without really knowing much
more about what SAZ-1 actually is. So, while EARL de�nes a minimum set
of entit ies requiredto describe test results, it doesnot con�ne developersfrom
extending these core classeswit h domain speci�c terminology. In fact, EARL
ensuresthe compatibilit y of the test results despitesuch extensions.

3 Cur ren t State of Web A ccessibi li t y Evaluati on Tools

Currently, there is a very broad spectrum of Webaccessibility evaluation tools
available but only very little consistency in their features and performance.
Even though there has beensubstantial development in the qualit y of these
tools, much more work needsto be done:

� higher degreeof preciseand reliable automated testing capabilities need to
be achieved in order to reduce time and e�o rt required for large scale or
comprehensive Web site evaluations;

� integration of Web accessibility evaluation tools into existing development
environments (such aseditors or content management systemsneeds) to be
better facilitat ed;

� more mature user interfaceswhich can adapt to the requirements of the
visual designers,content authors, programmers,or project managersneed
to becomestandard features.

4 U se cases for t he Evalua ti on and Rep or t Lang uage

In the context of evaluation of Web sites for accessibility, the following use
casesillustrate someof the ways in which the machine readableEvaluation
and Report Language(EARL) can be utilized.

4.1 CombineReports

Web accessibility evaluation tools vary greatly in their capabilit y to test
WCAG Checkpoints. For example, while someevaluation tools have more
advanced color contrast analysis algorithms, others perform better in text
analysis. EARL providesa standardizeddata format which allows test results
from automated or semi-automated evaluation tools to be collected into a sin-
gle repository. This enablesreviewersto make useof di�e rent evaluation tools
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during a review processand maximize the number of coveredCheckpoints.

4.2 Verify Test Results

EARL allows the test results of di�e rent Web accessibilit y evaluation tools to
be comparedagainst each other. For di�eren t WCAG Checkpoints, reviewers
can prefer to trust the results from certain evaluation tools more than others.
Test result s claimed by evaluation tools can then be weighted according to
thesepreferencesand then veri�ed by comparison against other tools. This
minimizesthe rate of falsepositives(not ident ifying existing errors) and false
negativ es(incorrectly reporting non-existingerrors) in evaluation reports.

4.3 Prioritize Results

Data analysis tools can processEARL reports and prioritize test result s ac-
cording to di�eren t policies. For instance, it may sometimesbe desirableto
sort the test result s according to their corresponding severit y (for example by
matching them to the Priorit y of the WCAG Checkpoint). In other cases,the
relative cost of repair for an accessibility barrier may be the key by which an
entit y may choose to sort the test results. Data analysistoolscanoutput their
reports in EARL format to allow the chaining of EARL enabledtools.

4.4 Provide Data Views

Test results can contain comprehensive information for di�eren t end-users.
For example line numbers and detailed error messages for Web developers,
or lessverbosetechnical detail for project managers and executives. Repair
suggestions and educational resourcesmay sometimesbe helpful to educate
developersnew to Web accessibility, but may alsobe tedious for more experi-
enced ones. The well de� ned structure of EARL allows customized data views
to be made from the sameset of test results in order to suite the preferences
of the end-users.

4.5 Integrate Authoring Tools

EARL alsoprovidesa standardized interface between Web accessibility evalu-
ation tools and authoring tools. Instead of producing reports of thetest results
directly for end-users,authoring tools could process thesemachine readable
reports and assist Web developers in �nding and �xing errors. Evaluation
tools could then more easily become vendor neutral plug-ins which can be
integrated into any EARL aware editors or content management systems and
be utilized like spell- or grammar checking tools.
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4.6 Annotate Web Content

While the ult imate aim is to achieve a universal Web which is accessibleto
everyone,EARL reports canalsobe usedto annotate the current state of Web
sites. Search enginesor User Agents (such as browsers or media players) can
make useof these reports according to user preferences. For example, some
usersmay wish not to receive any links to Web pages with 
ashing content in
their search resultsor they may prefer the browsersto suppressfrom displaying
such content. Evaluation tools could eit her serve as third-party annotation
servicesor plug-ins for EARL enabledsearch engines or User Agents.

5 Summary

On the one hand, the Evaluation and Report Language (EARL) is a mere
syntax to structure test results in a standardized way. This enablesWeb ac-
cessibilit y evaluation tools to exchangedata in a vendor-neutral and platform-
independent environment amongst themselves and among authoring tools,
browsers, or search engines. A common syntax also allows tool results to
be collected, combined, and compared in order to achieve the best possible
performance.

On the other hand, EARL makes useof the well-founded Semant ic Web
technologiesto add meaning to the formal syntax. The vocabulary de�ned by
EARL to describe test results is part of a rich framework which allows infer-
ences, queries, and mappingsto be made to the reports. Ontologiesand rules
can analyze and prioritize test results as well as infer additional evaluation
results indirectly by running querieson the reports.

Which ever aspect we consider, EARL enhances the automated Web site
accessibilit y evaluation by enablingtools to exchange data in an open form. It
syndicatesresultsbetweendi�eren t typesof tools to facilitate their integration
into a powerful orchestr ation. However, EARL is intentionally designed to
address the more generic requirement of Qualit y Assurance in order to be
applicable and reusablein many other �elds as well.
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Abstract

Context and sequencevariables allow matching to explore term-tr eesboth in depth
and in breadth. It makes context sequence matching a suitable computati onal
mechanism for a rule-based language to query and transform XML, or to specify
and verify websites. Such a languagewould haveadvantagesof both path-basedand
pattern-based languages. Wedevelop a context sequencematching algorithm and its
extension for regular expression matching, and prove their soundness, termination
and completeness properties.

Key words: Context variables, Sequencevariables, Matching,
Regular expressions, XM L querying, Web site veri� cation.

1 In tro ducti on

Context variables allow matching to descendin a term represented as a tree
to arbitr ary depth. Sequencevariables give terms a 
exible arit y and allow
matching to move to arbit rary breadth. The abilit y to explore these two
orthogonal directions makes context sequencematching a useful mechanism
for querying data available as a large term, like XML documents [26].

Context variablesmay be instantiated wit h a context |a term with a hole.
Sequencevariables may be instant iated with a �nite (maybe empty) sequence
of terms. Sequence variables are normally used with 
exible arity function
symbols. Besidescontext and sequencevariables we have function and indi-
vidual variables. Function variables may be instantiated with a single func-
tion symbol or wit h another function variable. Individual variables may be
bound with a single term. Like context and sequence variables, funct ional
and individual variablescan be usedto traverseterms in depth and breadth,
respectively, but only in one level.

1 Supported by Austrian Science Foundation (FWF ) under the SFB projects 1302 and
1322.
2 Email: kutsia@risc.uni-linz. ac.at
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In this paper wedevelopa matching algorit hm for termsbuilt using
exible
arit y function symbols and involving context , sequence,function, and individ-
ual variables. We call it the context sequencematching algorithm underlying
the importanceof the context and sequencevariables. We prove soundness,
termination, and completeness of the algorithm. It generates a minimal com-
plete set of solutions for the input matching problem. For solvable problems
this set is �nit e, that indicates that context sequencematching is �nita ry.

Context matching and uni�catio n have beenintensively invest igated in the
recent past years, seee.g, [9,10,19,22,23,24]. Context matching is decidable.
Decidability of context uni�c ation is still an open question [25]. Schmidt-
Schau� and Stuber in [24] gave a context matching algorithm and noted that
it can be usedsimilar to XPath [7] matching for XML documents. Sequence
matching and uni�cat ion was addressed,for instance, in [2,12,13,16,17,18].
Both matching and uni�ca tion wit h sequence variables are decidable. Se-
quenceuni�c ation procedure described in [17,18] wasimplemented in the con-
straint logic programming language CLP(Flex) [8] and was used for XML
processing. However, to the best of our knowledge,so far there was no at-
tempt to combine thesetwo kinds of variablesin a singleframework. The main
contributio n of this paper is exactly to develop such a framework and show
its usefulnessin XML querying, transformation, and web sit e veri�catio n. In-
corporating regular expressions into context sequencematching problems is
one of such useful features. We give regular expressionmatching rules that
extend thosefor context sequence matching and show soundness,termination,
and completeness of such an extension. Regular expressions constrain both
context and sequencevariables, i.e., these expressionscan be used both on
depth and on breadth in terms, which provides a high degreeof 
exibilit y and
expressiveness. Also, we can easilyexpressincomplete and unorderedqueries.

Simulation uni�ca tion [4] implemented in the Xcerpt languagehas a de-
scendant construct that is similar to context variables in the sensethat it
allows to descend in terms to arbitr ary depth, but it does not allow regular
expressionsalong it. Also, sequencevariablesare not present there. However,
it can process unorderedand incomplete queries,and it is a full scale uni�-
cation, not a matching. Having sequencevariables in a full scale uni�c ation
would make it in�nita ry (seee.g., [18]).

In our opinion, context sequence matching can serve as a computational
mechanism for a declarative, rule-based language to query and transform
XML, or to specify and verify web sites. Such a query language can have
advantagesfrom both path-based and pattern-basedlanguagesthat form two
important classesof XML query languages.Path-based languagesusually al-
low to accessa singleset of nodesof the graph or tree representing an XML
data. The accessis based on relations with other nodesin the graph or tree
speci�ed in the path expression.Pattern-based languagesallow accessto sev-
eral parts of the graph or tree at once specifying the relations among the
accessed nodesby tree or graph patterns. (For a recent survey over query and
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transformation languagessee[11].) Moreover, with context sequencematching
we can achieve improved control on rewriting that can be useful for rewriting-
basedweb site speci�cation and veri�catio n techniques [1].

Another application area for context sequence matching is mathematical
knowledge management. For instance,it can retrieve algorithms or problems
from the schema library [5] of the Theoremasystem[6].

We made a prototype implementation of the context sequencematching
algorit hm in the rule-based programming system � Log [21].

The paper is organizedas follows: In Section2 we introduce preliminary
notions and �x the terminology. In Section 3 we designthe context sequence
matching algorit hm and prove its properties. In Section4 we introduce rules
for regular expressionmatching for context and sequence variables. In Sec-
tion 5 we discussusefulnessof context sequencematching for languages to
query and tr ansformXML and to verify web sites. Section 6 concludes.

2 Prelim inaries

We assume�xed pairwise disjoint sets of symbols: individual variables VInd ,
sequence variables VSeq, funct ion variables VFun , context variables VCon, and
function symbols F . The sets VInd , VSeq, VFun , and VCon are countable. The
set F is �nit e or countable. All the symbols in F except a distinguished
constant � (called a hole) have 
e xible arit y. We will usex; y; z for individual
variables, x; y; z for sequencevariables,F; G; H for function variables,C; D; E
for context variables,and a;b;c;f ; g; h for function symbols. Wemay usethese
meta-variableswith indicesas well.

Terms are constructed using the following grammar:

t ::= x j x j � j f (t1; : : : ; tn ) j F (t1; : : : ; tn ) j C(t)

In C(t) the term t can not be a sequencevariable. We will writ e a for the
term a() where a 2 F . The meta-variables s; t; r , maybe wit h indices, will
be used for terms. A ground term is a term wit hout variables. A context is
a term with a single occurrence of the hole constant � . To emphasize that
a term t is a context we will write t[� ]: A context t[� ] may be applied to a
term s that is not a sequence variable, written t[s], and the result is the term
consistingof t with � replacedby s. We will useC and D, wit h or without
indices, for contexts.

A substitution is a mapping from individual variablesto thoseterms which
are not sequencevariables and contain no holes, from sequencevariablesto �-
nite, possiblyempty sequencesof terms wit hout holes,from function variables
to function variables and symbols, and from context variables to contexts,
such that all but �nit ely many individual and funct ion variables are mapped
to themselves,all but �nitely many sequencevariables are mapped to them-
selves considered as singleton sequences, and all but �nitely many context

105



Kutsia

variables are mapped to themselves applied to the hole. For example, the
mapping f x 7! f (a;y); x 7! pq; y 7! pa;C(f (b)); xq; F 7! g; C 7! g(� )g is a
substitution. Note that we identify a singleton sequencewit h its sole member.
We will use lower caseGreek lett ers � ; #; ' ; and " for substitut ions, where "
will denote the empty subst itution. As usual, indices may be usedwit h the
meta-variables.

Substitutions are extended to terms as follows:

x� = � (x)
x� = � (x)

f (t1; : : : ; tn )� = f (t1� ; : : : ; tn � )
F (t1; : : : ; tn )� = � (F )(t1� ; : : : ; tn � )

C(t)� = � (C)[t� ]:

A substitut ion � is more general than #, denoted � � � #, if there exists a '
such that � ' = #. A context sequence matching problem is a �nite mult iset
of term pairs (matching equations), written f s1 � t1; : : : ; sn � tng, where
the s's and the t's contain no holes, the s's are not sequencevariables, and
the t's are ground. We will also call the s's the query and the t's the data.
Substitutions are extendedto matching equations and matching problems in
the usual way. A substitut ion � is called a matcher of the matching problem
f s1 � t1; : : : ; sn � tng if si � = t i for all 1 � i � n. We will use � and �
to denote matching problems. A complete set of matchers of a matching
problem � is a set of substitut ions S such that (i) each element of S is a
matcher of �, and (ii) for each matcher # of � there exist a substitution � 2 S
such that � � � #. The set S is a minimal completeset of matchers of � if it is
a complete set and two distinct elements of S are incomparable with respect
to � �. For solvable problems this set is �nite, i.e. context sequence matching
is �nit ary.

Exampl e 2.1 The minimal completesetof matchersfor the context sequence
matching problemf C(f (x)) � g(f (a;b); h(f (a))) g consists of two elements:
f C 7! g(� ; h(f (a))) ; x 7! pa;bqg and f C 7! g(f (a;b); h(� )) ; x 7! ag.

3 Mat chi ng A lgorit hm

We now present inferencerules for deriving solutions for matching problems.
A systemis either the symbol ? (representing failure) or a pair �; � , where� is
a matching problem and � is a subst itutio n. The inferencesystem I consists
of the transformation rules on systemslisted below. We assumethat the
indicesn and m are non-negativ e unless otherwisestated.

T: Triv ial

f t � tg [ � 0; � =) � 0; � :
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IVE: Indi vidual Variabl e Eli mi nat ion

f x � tg [ � 0; � =) � 0#; � #; where# = f x 7! tg.

FVE: Functi on Variabl e Elim inat ion

f F (s1; : : : ; sn ) � f (t1; : : : ; tm )g [ � 0; �
=) f f (s1#; : : : ; sn#) � f (t1; : : : ; tm )g [ � 0#; � #;

where# = f F 7! f g.

TD: Total Decomp osit ion

f f (s1; : : : ; sn ) � f (t1; : : : ; tn )g [ � 0; �
=) f s1 � t1; : : : ; sn � tng [ � 0; � ;

if f (s1; : : : ; sn ) 6= f (t1; : : : ; tn ) and si =2 VSeq for all 1 � i � n.

PD: Par t ial Decomp osit ion

f f (s1; : : : ; sn ) � f (t1; : : : ; tm )g [ � 0; �
=) f s1 � t1; : : : ; sk� 1 � tk� 1; f (sk ; : : : ; sn ) � f (tk ; : : : ; tm )g [ � 0; � ;

if f (s1; : : : ; sn ) 6= f (t1; : : : ; tm ), sk 2 VSeq for some1 < k � min(n; m) + 1,
and si =2 VSeq for all 1 � i < k:

SVD: Sequence Var iable Delet ion

f f (x; s1; : : : ; sn ) � tg [ � 0; � =) f f (s1#; : : : ; sn#) � tg [ � 0#; � #;

where# = f x 7! pqg:

W: Wideni ng

f f (x; s1; : : : ; sn ) � f (t; t1; : : : ; tm )g [ � 0; �
=) f f (x; s1#; : : : ; sn#) � f (t1; : : : ; tm )g [ � 0#; � #;

where# = f x 7! pt; xqg.

CVD: Cont ext Varia ble D elet ion

f C(s) � tg [ � 0; � =) f s# � tg [ � 0#; � #; where# = f C 7! �g .

D: Deepening

f C(s) � f (t1; : : : ; tm )g [ � 0; � =) f C(s#) � t j g [ � 0#; � #;

where # = f C 7! f (t1; : : : ; t j � 1; C(� ); t j +1 ; : : : ; tm )g for some1 � j � m,
and m > 0.

SC: Symbol Cl ash

f f (s1; : : : ; sn ) � g(t1; : : : ; tm )g [ � 0; � =) ? ;

if f =2 VCon [ VFun and f 6= g.

AD: Arit y Di sagreement

f f (s1; : : : ; sn ) � f (t1; : : : ; tm )g [ � 0; � =) ? ;

if m 6= n and si =2 VSeq for all 1 � i � n.

107



Kutsia

We may use the rule name abbreviations as subscripts, e.g., � 1; � 1 =) T

� 2; � 2 for the Triv ial rule. SVD, W, CVD, and D are non-deterministic rules.
A derivation is a sequence� 1; � 1 =) � 2; � 2 =) � � � of systemtransforma-

tions.

De�ni ti on 3.1 A context sequence matching algorithm M is any program
that takes a system �; " as an input and uses the rules in I to generatea
complete tree of derivations, called the matching tree for �, in the following
way:

(i) The root of the tree is labeled with �; " .

(ii) Each branch of the treeis a derivation. The nodesin the tree are systems.

(iii) If several transformation rules, or di�eren t instancesof the sametrans-
formation rule are applicable to a node in the tree, they are applied
concurrently.

The leaves of a matching tree are labeled either with the systemsof the
form ; ; � or with ? . The branchesthat end with ; ; � are successfulbranches,
and thosethat end with ? are failed branches. We denote by SolM (�) the
solution set of � generated by M , i.e., the set of all � 's such that ; ; � is a leaf
of the matching tr ee for �.

The orem 3.2 (Soundness of M ) Let � be a matchingproblem. Then every
substitution � 2 SolM (�) is a matcher of � .

Pro of. (Sketch) Inspecting the rules in I onecan concludethat for a deriva-
tion �; " =) + ; ; � the problems � � and ; have the sameset of matchers. It
implies that � is a matcher of �. 2

The orem 3.3 (T ermi nati on of M ) The algorithm M terminates on any
input.

Pro of. With each matching problem � we associate a complexit y measure
as a triple of non-negativ e integers hn1; n2; n3i , where n1 is the number of
distinct variables in �, n2 is the number of symbols in the ground sidesof
matching equations in �, and n3 is the number of subtermsin � of the form
f (s1; : : : ; sn ), where s1 is not a sequencevariable. Measures are compared
lexicographically. Every non-failing rule in I strictly decreases the measure.
Failing rules immediately lead to termination. Hence,M terminates on any
input. 2

The orem 3.4 (C ompleteness of M ) Let � be a matchingproblemand let #
be a matcher of � . Then there exists a derivation �; " =) + ; ; � such that
� � � #.

Pro of. Weconstr uct the derivation recursively. For the basecase� 1; � 1 = �; "
we have " � � #. Now assume that the system � n ; � n , where n � 1 and
� n 6= ; , belongs to the derivation and �nd a system � n+1 ; � n+1 such that
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� n ; � n =) � n+1 ; � n+1 and � n+1 � � #. We have � n � � #. Therefore, there
exists' such that � n ' = # and ' is a matcherof � n . Without lossof generality,
we pick an arbitra ry matching equation s � t from � n and represent � n as
f s � tg [ � 0

n . Depending on the form of s � t, we have three cases:
Case1. The terms s and t are the same. We extend the derivation with

the step � n ; � n =) T � 0
n ; � n . Therefore, � n+1 = � n � � #.

Case2. The term s is an individual variable x. Then x' = t. Therefore,
for  = f x 7! tg we have  ' = ' and, hence,� n  ' = #. We extend the
derivation with the step � n ; � n =) IVE � 0

n ; � n+1 , where � n+1 = � n  � � #.
Case3. The terms s and t are not the same and s is a compound term.

The only non-trivial casesare thosewhenthe �r st argument of s is a sequence
variable, or when the head of s is a context variable. If the �rst argument
of s is a sequencevariable x then ' must contain a binding x 7! pt1; : : : ; tkq
for x, where k � 0 and t i 's are ground terms. If k = 0 then we take  =
f x 7! pqg and extend the derivation with the step � n ; � n =) SVD � 0

n ; � n+1 ,
where � n+1 = � n  . If k > 0 then we take  = f x 7! pt1; xqg and extend the
derivation with the step � n ; � n =) W � 0

n ; � n+1 , where � n+1 = � n  . In both
caseswe have � n+1 = � n  � � � n ' = #. If the headof s is a context variable C
then ' must contain a binding C 7! C for C, where C is a ground context. If
C = � then we take  = f C 7! �g and we extend the derivation with the step
� n ; � n =) CVD � 0

n ; � n+1 , where � n+1 = � n  . If C 6= � then C should have a
form f (t1; : : : ; t j � 1; D ; t j +1 ; : : : ; tm ), whereD is a context and f (t1; : : : ; tm ) = t.
Then we take  = f C 7! f (t1; : : : ; t j � 1; C(� ); t j +1 ; : : : ; tm )g and extend the
derivation with the step � n ; � n =) W � 0

n ; � n+1 , where � n+1 = � n  . In both
cases� n+1 = � n  � � � n ' = #. 2

The orem 3.5 (Mi nim ali t y) Let � be a matching problem. Then SolM (�)
is a minimal set of matchersof � .

Pro of. For any matching problem � the set

S(�) = f ' j �; " =) �; ' for some� g

is minimal. Moreover, every subst itution # in S(�) preservesminimalit y: If
f � 1; : : : ; � ng is a minimal set of subst itutions then sois the set f #� 1; : : : ; #� ng.
It implies that SolM (�) is minimal. 2

These results are summarized in the main theorem.

The orem 3.6 (Mai n T heorem) The matchingalgorithm M terminates for
any input problem� and generatesa minimal completeset of matchers of � .

Moreover, note that M never computesthe samematcher twice.
If we are not interested in bindings for certain variables, we can replace

them with the anonymous variables: \ " for any individual or function vari-
able, and \ " for any sequenceor context variable. It is straightforward to
adapt the rules in I to anonymous variables: If an anonymous variable occurs
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in the rule IVE, FVE, SVD, W, CVD, or D then the substitution # in the same
rule is the empty substitution ". It is interesting to note that a context se-
quencematching equation s � t whoseall variables are anonymousvariables
can be consideredasa problem of computing simulations of s in t that can be
e�cie ntly solved by the algorithm described in [14].

4 Regular Expressi ons

Regular expressionsprovide a powerful mechanism for restrict ing data values
in XML. Many languageshave support for them. In [15] regular expression
pattern matching is proposedas a corefeature of programming languages for
manipulating XML. The classicalapproach uses �nite automata for regular
expressionmatching. In this section weshow that regular expression matching
can be easily incorporated into the rule-based framework of context sequence
matching.

Regular expressionson terms are de�ned by the following grammar:

R::= t j pq j pR1; R2q j R1jR2 j R� ;

wheret is a term without holes, pq is theempty sequence, \," is concatenation,
\ j" is choice,and � is repetit ion (Kleenestar). The symbols \ p" and \ q" are
there just for the readabilit y purposes. Theoperatorsare right-associative; \ *"
has the highest precedence, followed by \ ," and \ j".

Substitutions are extended to regular expressions on terms in the usual
way: pq� = pq, pR1; R2q� = pR1� ; R2� q, (R1jR2)� = R1� jR2� , and R� � = (R� )� .

Regular expressionson functions are de�ned as follows:

Q::= f j F j C j pQ1; Q2q j Q1jQ2 j Q� :

Note that by this de�nition the hole � is a regular expressionon functions,
becauseit is a (constant) function symbol.

We introduce a new operation � as a special way of applying substitu-
tions on context variables: For any C and � , C � � = path(C� ), where
path(C) is the sequenceof symbols from the head of the context C to the hole
in C. For instance, path(f (a; f (g(a); H (b;D(h(c); � ); b); c))) = pf ; f ; H; Dq
and path(� ) = pq. We can extend � to regular expressions on functions:
f � � = f � , F � � = F � , pQ1; Q2q� � = pQ1 � � ; Q2 � � q, (Q1jQ2) � � = Q1 � � jQ2 � � ,
and Q� � � = (Q� � )� .

Wewrit eL(E) for a regular languagedescribedby the regular expression E.
The only element of L(pq) and L(� ) is the empty sequence pq.

Patterns are atoms of the form Ts in R or Fs in Q, where Ts is a �ni te,
possiblyempty, sequenceof terms and Fs is a �nit e, possibly empty, sequence
of function symbols, function variables, and context variables. Pattern-pairs
are pairs (p;f ) wherep is a pattern and f is a 
a g that is an integer 0 or 1.
The intuitio n behind the pattern-pair (x in R; f ) (resp. (C in Q; f )) is that if
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f = 0 then x (resp. C) is allowed to be replacedwith pq (resp. with � ) if R
(resp. Q) permits. If f = 1 then the replacement is impossible,even if the
corresponding regular expression permits. It will be needed later to guarantee
that the regular pattern matching algorithm terminates. Substitutions are
extendedto pattern-pairs as follows: (Ts in R; f )� = (Ts� in R� ; f � ), and
(Fs in Q; f )� = (Fs � � in Q� � ; f � � ).

A context sequence regular pattern matchingproblemis a multiset of match-
ing equations and pattern-pairs of the form:

f s1 � t1; : : : ; sn � tn ; (x1 in R1; f 1
1); : : : ; (xm in Rm ; f 1

m );

(C1 in Q1; f 2
1); : : : ; (Ck in Qk ; f 2

k)g;

whereall x's and all C's are distinct and do not occur in R's and Q's. We will
assumethat all x's and C's occur in thematching equations. A subst itution �
is called a regular pattern matcher for such a problem if si � = t i , x j � 2
L(Rj � )f 1

j
, and C l � � 2 L(Ql � � )f 2

l
for all 1 � i � n, 1 � j � m, and 1 � l � k,

whereL(P)0 = L(P) and L(P)1 = L(P) n f pqg.
Wede�ne the inferencesystemI R to solvecontext sequenceregular pattern

matching problems. It operates on systems�; � where � is a regular pattern
matching problem and � is a substitution. The system I R includes all the
rules from the system I , but SVD, W, CVD, and D needan extra condition
on applicabilit y: For the variables x and C in those rules there should be no
pattern-pair (x in R; f 1) and (C in Q; f 2) in the matching problem. There
are additional rules in I R for the variablesconstrained by pattern-pair s listed
below. The meta-functions NonEmpty and � usedin theserules are de�ned as
follows: NonEmpty() = 0 and NonEmpty(r1; : : : ; rn ) = 1 if r i =2 VSeq [ VCon for
some1 � i � n; 0 � 0 = 1 � 1 = 0 and 1 � 0 = 0 � 1 = 1.

ESRET: Empt y Sequence in a Regula r Expr ession for Terms

f f (x; s1; : : : ; sn ) � t; (x in pq; f )g [ � 0; �
=) f f (x; s1; : : : ; sn )# � tg [ � 0#; � #;

where# = f x 7! pqg if f = 0. If f = 1 the rule fails.

TRET: Term in a Regular Expr ession for Terms

f f (x; s1; : : : ; sn ) � t; (x in s; f )g [ � 0; �
=) f f (x; s1; : : : ; sn )# � tg [ � 0#; � #;

where# = f x 7! sg and s =2 VSeq.

SVRET: Sequence Var iable in a Regular Expressi on for Terms

f f (x; s1; : : : ; sn ) � t; (x in y; f )g [ � 0; �
=) f f (x; s1; : : : ; sn )# � tg [ � 0#; � #;

where# = f x 7! yg if f = 0. If f = 1 then # = f x 7! py; yqg wherey is a
fresh variable.
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ChRET: Choi ce in a Regular Expr ession for Terms

f f (x; s1; : : : ; sn ) � t; (x in R1jR2; f )g [ � 0; �
=) f f (x; s1; : : : ; sn )# � t; (yi in Ri ; f )g [ � 0#; � #;

for i = 1; 2, whereyi is a fresh variable and # = f x 7! yi g.

CRET: Concat enat ion in a Regul ar Expressi on for Terms

f f (x; s1; : : : ; sn ) � t; (x in pR1; R2q; f )g [ � 0; �
=) f f (x; s1; : : : ; sn )# � t; (y1 in R1; f 1); (y2 in R2; f 2)g [ � 0#; � #;

where y1 and y2 are fresh variables, # = f x 7! py1; y2qg, and f 1 and f 2

are computed as follows: If f = 0 then f 1 = f 2 = 0 elsef 1 = 0 and f 2 =
NonEmpty(y1) � 1.

RRET1: Rep eti ti on in a Regul ar Expr ession for Terms 1

f f (x; s1; : : : ; sn ) � t; (x in R� ; f )g [ � 0; �
=) f f (x; s1; : : : ; sn )# � tg [ � 0#; � #;

where# = f x 7! pqg and f = 0. If f = 1 the rule fails.

RRET2: Rep eti ti on in a Regul ar Expr ession for Terms 2

f f (x; s1; : : : ; sn ) � t; (x in R� ; f )g [ � 0; �
=) f f (x; s1; : : : ; sn )# � t; (y in R; 1); (x in R� ; 0)g [ � 0#; � #;

wherey is a fresh variable and # = f x 7! py; xqg.

HREF: Ho le in a Regular Expr ession for Funct ions

f C(s) � t; (C in � ; f )g [ � 0; � =) f C(s)# � tg [ � 0#; � #;

where# = f C 7! �g and f = 0. If f = 1 the rule fails.

FREF: Functi on in a Regular Expr ession for Functi ons

f C(s) � t; (C in M ; f )g [ � 0; � =) f C(s)# � tg [ � 0#; � #;

where M 2 (F n f�g ) [ VFun, and # = f C 7! M (x; � ; y)g with fresh
variables x and y.

CVREF:Cont ext Varia ble in a Regul ar Expre ssion for Functi ons

f C(s) � t; (C in D; f )g [ � 0; � =) f C(s)# � tg [ � 0#; � #;

where# = f C 7! D(� )g if f = 0. If f = 1 then # = f C 7! F (x; D(� ); y)g
whereF; x; and y are fresh variables.

ChREF: Cho ice in a Regular Expr ession for Funct ions

f C(s) � t; (C in Q1jQ2; f )g [ � 0; �
=) f C(s)# � t; (D i in Qi ; f )g [ � 0#; � #;

for i = 1; 2, whereD i is a fresh variable and # = f C 7! D i (� )g.
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CREF: Concat enat ion in a Regul ar Expressi on for Functi ons

f C(s) � t; (C in pQ1; Q2q; f )g [ � 0; �
=) f C(s)# � t; (D 1 in Q1; f 1); (D 2 in Q2; f 2)g [ � 0#; � #;

where D 1 and D 2 are fresh variables and # = f C 7! D 1(D 2(� ))g, and f 1

and f 2 are computed as follows: If f = 0 then f 1 = f 2 = 0 else f 1 = 0 and
f 2 = NonEmpty(D 1) � 1.

RREF1: Rep eti ti on in a Regul ar Expr ession for Funct ions 1

f C(s) � t; (C in Q� ; f )g [ � 0; � =) f C(s)# � tg [ � 0#; � #;

where# = f C 7! �g and f = 0. If f = 1 the rule fails.

RREF2: Rep eti ti on in a Regul ar Expr ession for Funct ions 2

f C(s) � t; (C in Q� ; f )g [ � 0; �
=) f C(s)# � t; (D in Q; 1); (C in Q� ; 0)g [ � 0#; � #;

whereD is a fresh variable and # = f C 7! D(C(� ))g.

A context sequenceregular pattern matching algorithm M R is de�ned in
the similar way as the algorithm M (De�nit ion 3.1) wit h the only di�erence
that the rules of I R are usedinstead of the rules of I . >From the beginning,
all the 
ag s in the input problem are set to 0. Note that the rules in I R work
either on a selected matching equation, or on a selected pair of a matching
equation and a pattern-pair. No rule selects a patter-pair alone. We denote
by SolM R (�) the solution set of � generated by M R :

The orem 4.1 (Soundness of M R) Let � be a regular pattern matchingpro-
blem. Then everysubstitution � 2 SolM R (�) is a regular pattern matcherof � .

Pro of. (Sketch) Inspecting the rules in I R onecan concludethat for a deriva-
tion �; " =) + ; ; � every regular pattern matcher of ; is also a regular pattern
matcher of � � . It implies that � is a regular pattern matcher of �. 2

The orem 4.2 (T ermi nati on of M R) The algorithm M R terminateson any
input.

Pro of. The tricky part of the proof is relatedwith patterns containing the star
\* ". A derivation that contains an application of the RRET2 rule on a system
with a selectedmatching equation and pattern-pair s0 � t0; (x in R�

0; f ) either
fails or eventually produces a systemthat contains a matching equation s1 �
t1 and a pattern-pair (x in R�

1; 0) where R1 is an instance of R0 and x is the
�rst argument of s1:

f s0 � t0; (x in R�
0; f )g [ �; �

=) RRET2 f s0# � t0; (y in R0; 1); (x in R�
0; f )g [ � #; � #

=) + f s1 � t1; (x in R�
1; 0)g [ �; ':
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Hence, the rule RRET2 can apply again on f s1 � t1; (x in R�
1; 0)g [ �; ' .

The important point is that the total size of the ground sidesof the match-
ing equations strictly decreasesbetweenthesetwo applications of RRET2: In
f s1 � t1g [ � it is strictly smaller than in f s0 � t0g [ �. This is guaranteed
by the fact that (y in R0; 1) doesnot allow the variable y to be bound with
the empty sequence. The sameargument applies to derivations that contain
an application of the RREF2 rule. Applications of the other rules also lead to
a strict decreaseof the sizeof the ground sidesafter �nitely many steps. Since
no rule increasesthe size of the ground sides, the algorithm M R terminates.2

The orem 4.3 (C ompleteness of M R) Let � be a regular pattern matching
problem and let # be a regular pattern matcher of � . Then there exists a
substitution � 2 SolM R suchthat � � � #.

Pro of. Similar to the proof of Theorem 3.4. 2

Note that we can extend the systemI R with somemore rules that facili-
tate an early detection of failure, e.g., f f (x; s1; : : : ; sn ) � f () ; (x in R; 1)g [
� 0; � =) ? would be one of such rules.

5 Context Sequence Matc hing and XML

Weassumethe existenceof a declarative, rule-based query and transformation
language for XML that uses the context sequencematching to answer queries.
Queriesare expressed as (conditional) rules pattern ! result if condition.
We do not go into the details, but just mention that regular expression pat-
terns x in R and C in Q can be used as conditions. In such casescontext
sequence regular pattern matching can be used to match pattern to the data.
Arithmetic formulae and matchabilit y tests are other instances of conditions.
Note that conditions can also be omitted (assumed to be true). The pattern
matches the data in the root position. One can choosebetween getting all the
results or only oneof them.

To put more syntactic sugar on queries, we borrow somenotat ion from [4].
We write f f s1; : : : ; sng if the order of arguments s1; : : : ; sn doesnot matter.
The following (rather ine�cien t) rule relates a matching problem in which the
curly bracket construct occurs, to the standard matching problems:

Ord: Orde rless

f f f s1; : : : ; sng � tg [ � 0; � =) f f (s� (1) ; : : : ; s� (n)) � tg [ � 0; � ;

if f (s1; : : : ; sn ) 6= t and � is a permutation of 1; : : : ; n.

Moreover, we can use double curly bracket notation f ff s1; : : : ; sngg for
f f ; s1; ; : : : ; ; sn ; g. Similarly, we may use the notation with double
brackets and write f ((s1; : : : ; sn )) for f ( ; s1; ; : : : ; ; sn ; ). The match-
ing algorithm can be easily modi�e d to work directly (and more e�cien tly)
on such representations.
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Now weshow how in this languagethequeryoperations givenin [20] can be
expressed. (This benchmark was used to compare �v e XML query languages
in [3].) The casestudy is that of a car dealer o�ce, with documents from
di�eren t auto dealersand brokers. The manufac tu rer documents list the
manufacturers name, year, and models with their names, front rating, side
rating, and rank; the vehi cle documents list the vendor, make, year, color
and price. We considerXML data of the form:

< manufac tu re r >
< mn-n ame> Merc ury < /mn- name>
< year > 1999< /y ear >
< model >

< mo-n ame> Sabl e LT< /mo- name>
< fr ont-r at ing > 3. 84< /f ro nt- ra tin g>
< si de-ra ti ng> 2. 14< /s id e-r at in g>
< ra nk> 9< /r ank>

< /model >
< model > .. . < /model >
.. .

< /manufa ct urer >

while the dealersand brokers publish information in the form

< vehi cle >
< vendor > Scot t Thomason< /v endor>
< make> Merc ury < /make>
< model > Sabl e LT< /model >
< year > 1999< /y ear >
< colo r > meta lli c bl ue< /c ol or >
< opti on opt=" sunroof "/ >
< opti on opt=" A/C"/ >
< opti on opt=" lt hr seat s"/ >
< pr ic e> 26800< /p ri ce>

< /v ehicl e> .

Translating the data into our syntax is pretty straightforward. For in-
stance,the manufacturer element can be written as:

manufacturer(mn-name(Mercury); year (1999);
model(mo-name(SableLT ); front -rating(3:84); side-rating(2:14); rank(9))) :

The query operations and their encoding in our syntax are given below.
Selection and Extraction: Wewant to selectand extract < manufac tu rer >

elements wheresome < model > has< ra nk> lessor equal to 10:

((manufacturer(x1 ; model(y1 ; rank(x); y2 ); x2 )))
! manufacturer(x1 ; model(y1 ; rank(x); y2 ); x2 ) if x � 10:
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Reduction: From the < manufac tu rer > elements, we want to drop those
< model > sub-elements whose< ra nk> is greater than 10. We also want to
elidethe < fr ont-r at in g> and < si de-ra ti ng> elements from the remaining
models.

((manufacturer(x1 ;
model(y1 ; front-rating( ); side-rating( ); rank(x); y2 ); x2 )))

! manufacturer(x1 ; model(y1 ; rank(x); y2 ); x2 ) if x � 10:

Joins: We want to generate pairs of < manufac tu re r > and < vehi cle > el-
ements where < mn-n ame> = < make> , < mo-n ame> = < model > , and < year > =
< year > .

ff manufacturer(x1 ; mn-name(x1 ); x2 ; year (x2 ); x3 ; C(mo-name(y1 )) ; x4 );
vehicle(z1 ; make(x1 ); z2 ; model(y1 ); z3 ; year (x2 ); z4 )gg

! pair (

manufacturer(x1 ; mn-name(x1 ); x2 ; year (x2 ); x3 ; C(mo-name(y1 )) ; x4 );
vehicle(z1 ; make(x1 ); z2 ; model(x2 ); z3 ; year (y1 ); z4 )) :

Restructuring: We want our query to collect < car > elements list ing their
make, model, vendor, rank, and price, in this order:

ff vehicle((vendor(y1 ); make(y2 ); model(y3 ); year (y4 ); price(y5 )));

manufacturer((C(rank(x1 ))))gg
! car (make(y2 ); model(y3 ); vendor(y1 ); rank(x1 ); price(y5 )) :

Hence, all theseoperations can be easily expressed in our framework.
At the endof this section wegivean examplehow to extract elements from

an XML document that do not meet certain requirements (e.g., miss certain
information). Such problems arise in web site veri�cat ion tasks discussed
in [1].

We usethe data from [1]. Assumethat a web site is given in the form of
the following term:

website(members(member(name(mario),surname(rossi),status(professor)),
member(name(franca),surname(bianchi),status(technician)),
member(name(anna),surname(gialli),status(professor)),
member(name(giulio),surname(verdi),status(student))),
hpage(name(mario),surname(rossi),phone(3333),status(professor),

hobbies(hobby(reading),hobby(gardening))),
hpage(name(franca),surname(bianchi),status(technician),phone(5555)),
hpage(name(anna),surname(gialli),status(professor),phone(4444),

teaching(course(algebra))),
pubs(pub(name(mario),surname(rossi),title(blahblah1),year(2003)),
pub(name(anna),surname(gialli),title(blahblah1),year(2002)))).
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The task is to �nd those home pagesof professors which miss the teaching
information. We formulate the questionas the following query:

((hpage(x; status(professor); y))) ! hpage(x; status(professor); y)
if (teaching( )) 6� hpage(x; status(professor); y):

The condition in the query requires the term (teaching( )) not to
match hpage(x; status(professor); y). In (teaching( )), the �rst anony-
mous variable is the anonymous context variable, and the secondone is the
anonymous sequencevariable. Sincecontext sequencematching is decidable,
the condition can be e�ectiv ely checked. The result of the query is

hpage(name(mario),surname(rossi),phone(3333),status(professor),
hobbies(hobby(reading),hobby(gardening))).

6 Concl usions

Context sequencematching is a matching for 
exible arity terms that contain
context and sequencevariables. These two kinds of variables allow match-
ing to explore terms (represented as trees) in two orthogonal directions: in
depth (context) and in breadth (sequence)and, thus, to get more freedomin
selecting subterms. Besidescontext and sequencevariables, terms may con-
tain function and individual variables that allow matching to make a single
step in depth or in breadth. We developed a rule-basedalgorithm for context
sequence matching and proved its soundness, termination and completeness.
Moreover, we showed that regular restrictions can be easily incorporated in
the rule-basedmatching framework extending the algorithm with the rules
for matching regular expressions both for context and sequencevariables. We
showed soundness, termination and completenessof such an extension.

In our opinion, context sequence matching can serve as a computational
mechanism for a declarative, rule-based language to query and transform
XML, or to specify and verify web sites. The abilit y of traversing tr eesboth
in depth and in breadth would give such a languagethe advantagesfrom both
path-basedand pattern-based languages. It would easily support, for instance,
a wide rangeof queries(select ion and extract ion, reduction, negation, restruc-
turing, combination), parent-child and sibling relations and their closures,
accessby position, unordered matching, order-preserving result, partia l and
total queries,optionally, construct ion, mult iple results, and other properties.
We expect such a language to have a cleandeclarative semantics (rule-based
paradigm) and to be visualizable.

References

[1] M. Alpuente, D. Ballis, and M. Falaschi. A rewritin g-based framework for web
sites veri� cation. Electronic Notes on Theoretical Computer Science, 2004. To

117



Kutsia

appear.

[2] H. Boley. A Tight, Practical Integration of Relations and Functions, volume
1712of LNAI . Springer, 1999.

[3] A. Bonifati and S. Ceri. Comparative analysis of �v e XML query languages.
ACM SIGMOD Record, 29(1):68{79, 2000.

[4] F. Bry and S. Scha� ert. Towards a declarative query and tr ansformation
language for XML and semistructu red data: Simulation uni�cation. In Proc.
of Internat ional Conference on Logic Programming (IC LP), number 2401 in
LNCS, Copenhagen,Denmark, 2002.Springer.

[5] B. Buchberger and A. Cr�aciun. Algorithm synthesis by lazy th inking: Examples
and implementation in Theorem a. In Proc. of the Mathematical Knowledge
Management Symposium, volume 93 of Electronic Notes on Theoretical
Computer Science, pages24{59, 2003.

[6] B. Buchberger, C. Dupr�e, T. Jebelean, F. Kr ift ner, K. Nakagawa, D. Vasaru,
and W. Win dsteiger. The Theorem a project: A progressreport. In M. Kerber
and M. Kohlhase, editor s, Proc. of Calculemus'2000 Conference, pages98{113,
2000.

[7] J. Clark and S. DeRose, editors. XML Path Language(XP ath) Version 1.0.
W3C, 1999. Available from: http://www.w3.org/TR/xpath/ .

[8] J. Coelho and M. Florido. CLP(F lex) : Constraint logic programming applied
to XML processing. In R. Meersman and Z. Tari, editors, On the Move
to Meaningful Internet Systems 2004: CoopIS, DOA, and ODBASE. Proc.
of Confederated Int. Conferences, volume 3291 of LNCS, pages 1098{1112.
Springer, 2004.

[9] H. Comon. Completi on of rewrite systems with membership constr aints. Part I:
Deduction rules. J. Symbolic Computati on, 25(4):397{419,1998.

[10] H. Comon. Completion of rewri te systems with membership constr aints.
Part I I: Constraint solving. J. Symbolic Computati on, 25(4):421{453,1998.

[11] T. Furche, F. Bry, S. Scha� ert, R. Orsini, I. Horroks, M. Kraus, and O. Bolzer.
Survey over existi ng query and tr ansformation languages. Available from:
http://rewerse.net/deliverables/i4-d1.pdf , 2004.

[12] M. L. Ginsberg. TheMVL theorem proving system. SIGART Bull., 2(3):57{60,
1991.

[13] M. Hamana. Term rewri ting with sequences. In: Proc. of the First
Int. Theorema Workshop. Technical report 97{20, RISC, Johannes Kepler
Universit y, Linz, Austria, 1997.

[14] M. R. Henzinger, T. A. Henzinger, and P. W. Kopke. Computi ng simulations
on � nite and in�n ite graphs. In Proc. of the 36th Annual Symposium on
Foundations of Computer Science (FOCS), pages 453{462. IEEE Computer
Society Press, 1995.

118



Kutsia

[15] H. Hosoya and B. Pierce. Regular expression pattern matching for XM L.
J. Functional Programming, 13(6):961{1004,2003.

[16] T. Kutsia. Solving and Proving in Equational Theories with Sequence Variables
and Flexible Ari ty Symbols. PhD thesis, Johannes Kepler University, Linz,
Austri a, 2002.

[17] T. Kutsia. Uni�cation with sequencevariables and 
exibl e arit y symbols and
its extension with patt ern-terms. In J. Calmet, B. Benhamou, O. Caprotti ,
L. Henocque,and V. Sorge, editors, Arti � cial Intel ligence, Automated Reasoning
and Symbolic Computation. Proc. of Joint AISC'2002 { Calculemus'2002
Conference, volume 2385of LNAI , pages290{304. Springer, 2002.

[18] T. Kutsia. Solving equations involving sequence variables and sequence
functions. In B. Buchberger and J. A. Campbell, editors, Arti � cial Intelligence
and Symbolic Computation. Proc. of AISC'04 Conference, volume 3249 of
LNAI , pages157{170. Springer, 2004.

[19] J. Levy and M. Villaret. Linear second-order uni�cation and context uni� cation
with tr ee-regular constr aints. In L. Bachmair, editor, Proc. of the 11th Int.
Conference on Rewriting Techniques and Applications (RTA'2000), volume
1833of LNCS, pages156{171. Springer, 2000.

[20] D. Maier. Database desiderata for an XML query language. Available from:
http://www.w3.org/TandS/QL/QL98/pp/maier.html , 1998.

[21] M. Marin. Int roducing a rule-basedprogramming system � Log. Available from:
http://www.score.is.tsukuba.ac.jp/~mmarin/RhoLog/ , 2004.

[22] M. Schmidt-Schau�. A decision algorithm for str ati�ed context uni�cation .
J. Logic and Computation, 12(6):929{953,2002.

[23] M. Schmidt-Schau� and K. U. Schulz. Solvabilit y of context equations with two
context variables is decidable. J. Symbolic Computati on, 33(1):77{122, 2002.

[24] M. Schmidt-Schau� and J. Stuber. On the complexit y of linear and strati� ed
context matching problems. Research Report 4923, INRIA-Lorr aine, France,
2003.

[25] The RTA List of Open Problems. Problem No. 90. Available from:
http://www.lsv.ens-cachan.fr/rtaloop/problems/90.html .

[26] World Wi deWeb Consortium (W3C). Extensible Markup Language(XML) 1.0.
Secondedition. Available from: http://www.w3.org/ , 1999.

119





WWV 2005 Preliminary Version
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Abstract

Program slicing is a well-known technique to extract the program statements that
(potentially) a®ectthe valuescomputed at somepoint of interest. In this work, we
intro duce a novel slicing method for XML documents. Essentially , given an XML
document (which is valid w.r.t. some DTD), we produce a new XML document
(a slice) that contains the relevant information in the original XML document ac-
cording to somecriterion. Furthermore, we also output a new DTD such that the
computed slice is valid w.r.t. this DTD. A protot ype implementation of the XML
slicer has beenundertaken.

Key words: XML, DTD, Program Slicing.

1 In tro duction

The increasingcomplexity of websitesdemandsfor tools which are able to
aid Web designersin their construction and maintenance.Systematic,formal
approaches can bring many bene¯ts to quality website development, giving
support for automated website transformations.

One of the most widely usedprogram transformations is program slicing.
It consistsof a decomposition technique for the extraction of those program
statements that (potentially) a®ectthe valuescomputedat somepoint of in-
terest. Program slicing was originally introduced by Weiser [6] and has now
many applications such as debugging,code understanding, program special-
ization, etc. See[4] for a survey.

In this work, we present a slicing technique which is applicable to XML
documents [1]. The result of slicing an XML document is a new XML doc-
ument (a slice) composedby those parts of the original document satisfying
somecriterion (the slicing criterion ). We alsoproducea new DTD such that
the computedslice is well-formed and valid with respect to this DTD.

1 Email: jsilva@dsic.upv.es
This is a preliminary version. The ¯nal version will be published in

Electronic Notes in Theoretical Computer Science
URL: www.elsevier.nl/locate/entcs
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<PersonalInfo>
<Contact>

<Status> Professor </Status> <!ELEMENTPersonalInfo ( Contact,
<Name>Ryan </Name> Teaching ,
<Surname>Gibson <Surname> Research)>

</Contact> <!ELEMENTContact (Status,
<Teaching> Name,

<Subject> Surname)>
<Name>Logic </Name> <!ELEMENTStatus ANY>
<Sched> Mon/Wed16-18 </Sched> <!ELEMENTNameANY>
<Course> 4-Mathematics </Course> <!ELEMENTSurname ANY>

</Subject> <!ELEMENTTeaching (Subject+)>
<Subject> <!ELEMENTSubject ( Name,

<Name>Algebra </Name> Sched,
<Sched> Mon/Tur 11-13 </Sched> Course)>
<Course> 3-Mathematics </Course> <!ELEMENTSched ANY>

</Subject> <!ELEMENTCourse ANY>
... <!ELEMENTResearch (Project*)>

</Teaching> <!ELEMENTProject ANY>
<Research> <!ATTLIST Project

<Project name CDATA#REQUIRED
name = "SysLog" year CDATA#REQUIRED
year = "2003-2004" budget CDATA#IMPLIED
budget = "16000²" /> >

...
</Research>

</PersonalInfo>

(a) XMLdocument with the contents of a webpage (b) DTDdefining personal info

Fig. 1. XML document (a) and its associated DTD (b)

2 XML

XML [1] wasdevelopedby an XML Working Group formedunder the auspices
of the World Wide Web Consortium (W3C) in 1996. XML documents are
made up of basic units called \elements" according to a set of restrictions
speci¯ed on an independent speci¯cation called Document Type De¯nition
(DTD). Figure 1 shows an exampleof XML (a) and DTD (b) documents with
somesta® information from a university (for the time being, the reader can
ignore the di®erencesbetween black and grey text). An XML document is
\w ell-formed" if it conformsto the standard XML syntax rules described in
[1]. A \v alid" XML document is a well-formed XML document, which also
conformsto the rules of a DTD.

XML documents can easily be transformed to a webpageby means of
the ExtensibleStylesheet LanguageTransformations (XSLT) [2]. It speci¯es
the presentation of XML documents by describing how their instancesare
transformedto an XML document that usesa formatting vocabulary, such as
(X)HTML or XSL-FO, that can be interpreted by any standard browser. For
instance,the XML document in Figure 1 canbe automatically translated to a
standardwebpageshowing the information structured with tablesand colored
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text. Di®erent slicesof an XML document could be usedto produce(keeping
the sameXSLT transformation) distinct versionsof the generatedwebpage.

3 The Slicing Technique

Program slicing techniques have been typically based on a data structure
called Program Dependence Graph (PDG). In the caseof XML, we take ad-
vantage of the tree-like structure of XML documents and DTDs. Despite the
fact that DTDs can be graphs,we only considertreeswithout lost of general-
it y, sincethey can easily be converted to treesby duplicating thoseelements
producing cycles. Every vertex in the tree represents a single element of the
XML document of type 'ELEMENT' (we refer the readerto [1] for a morede-
tailed explanation about XML elements) containing all its attributes. Edges
represent aggregationrelations betweenelements.

In our setting, the slicing criterion consistof a set of elements from oneof
the trees(the XML or its associated DTD). As a consequence,we distinguish
betweentwo typesof slicing:

DTD slicing: Given a set of elements from a DTD, we extract from this DTD
thoseelements which are strictly necessaryto maintain the tree structure,
i.e., all the DTD elements that are in the path from the root to any of the
elements in the slicing criterion.
Oncethe DTD sliceis produced,the set of elements in the sliceis usedasa
slicing criterion in order to producethe associated XML slice (seebelow).

Example 3.1 Consider the XML and DTD documents in Figure 1. Let
the set containing the singleelement \Course" be the slicing criterion. The
slicescomputed for the two documents are highlighted in Figure 1 with
black color.

XML slicing: Analogously to DTD slicing, given a set of XML elements, we
extract from the XML document thoseelements which are in the path from
the root to any of the elements in the slicing criterion.
Note that this criterion could be more ¯ne-grained than the previous one.
While a slicing criterion in a DTD selectsa type of elements, a slicing
criterion in an XML document can selectonly someparticular instancesof
this type.

Example 3.2 Consider the XML and DTD documents in Figure 1. Let
the element \3-Mathematics" of type \Course" be the slicing criterion. The
slice computed for the DTD is exactly the samethan the one in Example
3.1. However, the XML slice only contains the information related to the
\Algebra" subject, being the information related to the \Logic" subject
removed.
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The slicer proceedsas follows:

1) Compute the set of relevant elements with respect to the slicing criterion

2) The computedset is modi¯ed in order to satisfy all the restrictions of the
DTD (for instance,the * and + relations). Attributes are also included

3) The result is usedas a slicing criterion for the associated DTD/XML

Let D be a well-formed DTD, X an XML document valid with respect to
D, D0and X 0 two slicesof D and X respectively, computedwith a DTD-slicing
criterion C, and D00and X 00two slicesof D and X respectively, computedwith
a XML-slicing criterion C0, we have proven the following properties:

a) D0 is well-formed and X 0 is valid with respect to D0

b) D00is well-formed and X 00is valid with respect to D00

If all the elements in C0 are of oneof the typesin C, then

c) D0 = D00

d) X 00is a subtreeof X 0

4 Implemen tation

We have implemented our prototype in Haskell [3]. Haskell provides us a
formal basiswith many advantagesfor the manipulation of XML documents
such as the HaXml library [5]. It allows us to automatically translate XML
or HTML documents into a Haskell representation. In particular, we usethe
following data structures that can represent any XML/HTML document:

data Element = Elem Name[Attribute] [Content]
data Attribute = (Name, Value)
data Content = CElemElement

| CText String

One of the main possibleapplications of XML slicing is webpagesslicing,
becauseXML sliceshave a direct representation in webpages,producing slices
of the original webpages.For instance,Figure 2 (a) shows the webpagethat
is automatically generatedwith an XSLT ¯le from the XML document of
Figure 1. Figure 2 (b) shows the webpagethat is automatically generated
with the sameXSLT ¯le from the XML sliceof Figure 1. Figure 2 (c) shows
the webpagethat is automatically generatedwith the sameXSLT ¯le from
the slice of Figure 1 computed with a DTD slicing criterion formed by the
\Pro ject" element.

Preliminary results are very encouraging,showing that the slicing tech-
nique can bring many bene¯ts when applied in conjunction with XSLT being
ableto slicecomplexwebpages.The implementation and someother materials
are publicly available at: http://www.dsic.upv.es/~jsilva/xml .
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(a) WebPage (b) \Courses" Slice (c) \Pro jects" Slice

Fig. 2. Web Pagesautomatically generatedfrom the XML in Figure 1
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Abstract

In th is paper we develop the languagetheory underpinning the logical framework
PLF. Thi s languagefeatures lambda abstr acti on with patterns and application via
pattern-matching. Reduct ions are allowed in patterns. The framework is partic-
ularly suited as a metalanguage for encoding rewritin g logics and logical systems
where rules require proof terms to have special syntactic constr aints, e.g. call-by-
value � -calculus, or term rewritin g systems. PLF is a conservative extension of
the well-known Edinburgh Logical Framework LF. Becauseof sophist icated pat-
tern matching facili ties PLF is suitable for veri�cation and manipulati on of XML
documents.

1 In tro ducti on

Sincethe introduction of Logical Frameworks [4,6]), blendingdependent typed
� -calculi wit h rewriting systemshasbeena major challengein the last decades,
see[9, 7, 12, 3, 5, 8]). Blending lambda calculi and rewrite rules enhancesthe
usability of the system asa metalanguagefor logics. Clearly theexpressiveness
of the systemdoesnot increase,sincealready the Logical Framework of [6] is
a universallanguagefor encoding formal systems. Clearly rewrite systemscan
provide in many instancesmuch morenatural and transparent encodings, thus
improving the overall pragmatic usability of the system,and the possibility of
automating decision procedures, such as checking and encoding equalit y.

Thi s is a preliminary version. The �n al version will be published in
Electronic Notes in Theoret ical Computer Science

URL: www.el sevi er.n l/lo cat e/en tcs
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In this paper, we present an uniform framework basedon a dependent
typed lambda calculus enriched with pattern matching in lambda abstrac-
tion, called PLF. In contrast to the simple � -calculus, the pattern-matching
algorit hm can either �re a substi tution, or stick the computation unless fur-
ther substitution are provided. The following simple exampleillustrates the
point :

M � (� (f y):y) x

is stuck, but
(� (f x):M ) (f (f 3)) 7!! � 3:

Furthermore, for a given pattern inside an abstraction, the usercanexplicitly
discriminate betweenvariables that will be bound in the body, and variables
that can be bound in an external context containing the abstraction itself.
This freedom is particularly appreciatedin patterns that evolve (by reduction
or substitution) during execution,e.g.

(�x :A:�P [x]:N ) M 7!� �P [M ]:N :

PLF extendsthe subsystemof [1] corresponding to LF in allowing reductions
inside patterns. As is well know, sincethe seminalwork of [12], variables in
patterns can be bound only if they occur linearly and not actively (i.e. not
in functional position), henceextra carehas to be payed when reductions are
allowed in patterns. Wepresents fewsimple examplesof encoding, which capi-
talizeon patterns, namelyPlotkin's call-by-value � -calculus, and the rewriting
calculus(� -calculus) [11]. An appendix complete the paper with few classical
XML-oriented routines, writt en in the rewriting calculus, that can be either
runned and certi�ed in our PLF. The full metatheory of PLF will appear in a
companion paper.

2 The Pat ter n Logical Framew ork

We present the syntax of PLF, a logical framework with pattern oriented
features. Since patterns occurs as binders in abstractions the types of the
\matchable" variable in the pattern are decorated in suitable contexts, i.e. a
pattern abstraction has the form �M :� :N . Therefore, the contexts de�ning
the typesof the free variables of thesepatterns are given explicitly as part of
the abstraction. The context � candiscriminate on variablesthat aresuitable
to be matched and variables that are not, the latter are de facto considered
as constants. This treatment of constants simpli�e s the presentation of the
systemsince constants are now consideredas variablesthat cannot be bound.
This mechanism implies also that some patterns can evolve during reduction
via substitution; this operation is rather delicate, but sound,sincea pattern,
consideredwith a suit able context recording the types of the free variables, is
enforcedto preserve suitable good properties, under restrict ion.
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2.1 PLF's Terms

The �r st de�nit ion introduces the pseudo-syntax for kinds, families, objects
and contexts.

De�ni ti on 2.1 [PLF's Pseudo-syntax]

� ; � 2 C � ::= ; j � ; x:K j x:A

K 2 K K ::= Type j � M :� :K j �M :� :K j K M

A; B ; C 2 F A ::= x j � M :� :A j �M :� :A j A M

M ; N ; P; Q 2 O M ::= x j �M :� :M j M M

As usual, application associates to the right. Let \ T" rangeover any term
in the calculus, and let the symbol \ X" range over the set f �; � g. To ease
the notation, we writ e Xx:T1:T2 for Xx:(x:T1):T2 in caseof a variable-pattern.
Intuitiv ely the context � in �M :� :N contains the type declarations of some
(but not all) of the freevariables appearing in the pattern M . Thesevariables
are bound in the (pattern and body of the) abstraction and the reduction of
an abstraction application strongly dependson them, all the other variables
beinghandledas constants. The freevariablesof M not declared in � are not
bound in N but can be bound outside the scope of the abstraction itself. For
example,in the abstraction

� (x y z):(y:w; z:w):M

the y and z variables (of type w) are bound in M , while the x variable (not
declaredin the context) is consideredas free(i.e. it is de facto handled as a
constant). As in ordinary systems dealing with dependent types, we suppose
that in the context � ; x:T, the variable x does not appear free in �, and T.
Someremarks to understand this syntax are in order.

Remark 2.2

(i) In caseof variable patterns, we recover the syntax of LF.

(ii) The above pseudo-syntaxdoes not enforce any particular shape to pat-
terns in abstractions, but it is well known that allowing in patterns non-
linearity, i.e. multiple occurrences of the samevariable, e.g.
� (x y y):(y:T1):T2), and active variables, i.e. variablesin functional posi-
tion, e.g. � (x y):(x:T1):T2, breaks con
uence and subject reduction. This
anomalywil l be repaired by enforcing the syntaxwith suitablerestrictions.

(iii) A context � can be alwayssplit in three parts � T ; � S; � V, where � T con-
tains type de�nitions, i.e. families variables, � S contains the type decla-
rations of someconstantsobjects, i.e. variablesthat cannot be abstracted,
and � V contains the type declarations of the object variableswhich can be
abstracted.
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The following predicates characterize the set of legal/good patterns w.r.t. a
given context.

De�ni ti on 2.3 [SafePatterns]
A safe pattern is characterized by having no free variables in functional posi-
tion, and by its linearit y. This canbe carefully formalized,but for the purpose
of this paper we just write

SPC(M ; V)
4
= : APC(M ; V) ^ LPC(M ; V):

This de�nition can be extended poitwiseto substitut ions, families and kinds.

Given the above restrictions on objects occurring in patterns, we can thus
de�ne a safe/legal PLF syntax as follows:

De�ni ti on 2.4 [PLF's Safe Syntax]
A term in the PLF syntax is safe if any subterm XM :� :T occurring in it is
such that

SPC(M ; Dom(�)) ^ SPC(T; Dom(�))

In the rest of the paper we shall consideronly safeterms. The de�nition
of free variablesneedsto be customized as follows.

De�ni ti on 2.5 [FreeVariables]
The set Fv of free variables is given by:

Fv(XT1:� :T2)
4
= (Fv(T1) [ Fv(T2) [ Fv(�)) n Dom(�)

Fv(� ; x:T)
4
= Fv(�) [ (Fv(T) n Dom(�))

The set Bv of bound variables of a term is the set of variables in the
term which are not free. Since we work modulo � -conversion, we suppose
that all bound variables of a term have di�e rent names and therefore, the
domains of all contexts are distinct. A suitable, intuitiv e, (re)de�nitio n of
simultaneous subst itution application (denoted by � ) to deal wit h the new
forms of abstraction is assumed.

2.2 Matching and Operational Semantics

PLF featurespattern abstractionswhoseapplication requiressolving matching
problems. The next two de�nitio ns introduce the notion of matching systems
and matching algorithm. Both are an easymodi�catio n of the ones presented
in [1]. The algorithm is �rst-order, hencedecidable.

De�ni ti on 2.6 [Matching System]

(i) A matching system
T

4
=

^

i =0 :::n

M i < V
W i

N i
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is a conjunction of matching equations. The set V recordsthe nameof
the free variables that are matchable, while the setsW i record the name
of bound variables appearing in abstractions which cannot be matched.

(ii) A matching systemT is solved by the substitution � if for all i = 0: : : n,
we have that M i � � N i .

(iii) A matching systemT is in normal form when it has the form

T
4
=

^

i =0 :::n

x i < V
W i

N i

(iv) A matching system in normal form is solvedand producesthe substitution
[N1=x1 � � � Nn=xn ], if the following conditions are satis�ed (otherwise the
matching fails)
(a) for all h; k = 0: : : n, if xh � xk then Nh � Nk .
(b) for all i = 0: : : n, if x i 2 W i , then N i � x i .
(c) for all i = 0: : : n, if Fv(N i ) \ W i 6= ; , then N i � x i .
(d) for all i = 0: : : n, if x i 62V, then N i � x i .
(e) for all x 2 V, there exists x < V

W i
2 T.

Let solvebe a funct ion that returns a substitution if a matching system
in normal form is solvable, and fails otherwise.

De�ni ti on 2.7 [Matching Algorit hm A lg]

(i) The reduction ; is the compatible relation inducedby the following two
rules:

W
4
= U [ Dom(�)

XM 1:� :N1 < V
U XM 2:� :N2 ; M 1 < V

W M 2 ^ N1 < V
W N2

(Lbd=Prod)

W
4
= U [ Dom(�)

M 1 N1 < V
U M 2 N2 ; M 1 < V

W M 2 ^ N1 < V
W N2

(Appl)

(ii) The reduction ; � is de�ned as the re
exive and tr ansitive closureof ; .
Let normalizebe the funct ion that reducesa matching systemin normal
form, or fails.

(iii) A lg(M � N � V) is de�ned as follows:
1 T := normalize(M < V

; N );
2 if T 6= fail then return solve(T)

The matching algorithm is clearly terminating (sinceall rules decreasethe
sizeof terms), deterministic (no criti cal pairs), and worksmodulo � -conversion
and Barendregt's hygiene-convention. We write � for the successful output of
A lg(M �N �V). The next de�nitio n introduces the classicalnotions of one-step,
many-steps,and congruencerelation of ! � .

De�ni ti on 2.8 [One/Many-Steps,Congruence]
Let � = A lg(P � N � Dom(�)) .
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(i) The top-level rules are

(� p� Obj) (�P :� :M ) N ! � M �

(� p� Fam) (�P :� :A) N ! � A�

(� p� Kin ds) (�P :� :K ) N ! � K �

(ii) Let C[� ] denote a pseudo-context with a \ singlehole" inside, it is de�ned
as follows

C[� ] ::= [� ] j C[� ] T j T C[� ] j XM :� :C[� ] j XM :C[� ]:T j x:C[� ] j C[� ]; x:T

and let C[T] be the result of �lling the hole wit h the term T. The
one-stepevaluation 7!� is de�ned by the following inferencerules

T1 ! � T2

C[T1] 7!� C[T2]
(Ctx)

M ! � N SPC(N ; Dom(�))
Fv(M ) \ Dom(�) = Fv(N ) \ Dom(�)

XM :� :T 7!� XN :� :T
(CtxX )

The intended meaning of the (Ctx) rule is the usual one. Rule (CtxX)
forbids K� -reductions in patterns enforces the safe pattern condition in
both redexand the reduced term.

(iii) The many-stepevaluation 7!! � p and the congruencerelation = � arerespec-
tiv ely de�ned asthe re
exiv e-tr ansitiveandre
exive-symmetric-tr ansitive
closureof 7!� p.

2.3 PLF's Type System

PLF involvestype judgments of the following shape:

` � � ` K � ` A : Type � ` M : A

The type system rules of PLF are presented in Figure 1. Somerules are quite
similar to the onesof the classical logical framework, but others deservea brief
explanation:

� The (F�Abs); (O�Abs) rules deal wit h � -abstract ions in which we bind over
(non triv ial) patterns; this rule requires that the pattern and the body of
the abstract ion are typable in the extended context � ; �.

� The (F�Appl); (O�Appl) rules, give a type to an application; this type con-
trasts with classical type systemswhich utilize meta-substitutions. Suitable
applications of (F�Conv); (O�Conv) rule can reducethis type.

� The (K�Pi); (F�Pi) rules, give a type to a kind and family products. As for
� -abstract ions we require that the pattern and the body of the abstraction
are typable in the extendedcontext � ; �.
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Dependent Syntax

� ::= ; j � ; x:K j x:A

K ::= Type j � M :� :K j �M :� :K j K M

A ::= x j � M :� :A j �M :� :A j A M

M ::= x j �M :� :M j M M

Safe Syntax

XM :� :T 2 C; K ; F ; O =)

SPC(M ; � ) ^ SPC(T ; � )

Contexts rules

` ;
(C�Empty)

` � � ` K x 62Dom(�)

` � ; x:K
(C�Kind)

` � � ` A : Type x 62Dom(�)

` � ; x:A
(C�Type)

Kind rules

` �

� ` Type
(K�Type)

� ; � ` M : A � ; � ` K

� ` � M :� :K
(K�Pi)

� ; � ` M : A � ; � ` K

� ` �M :� :K
(K�Abs)

� ` � M :� :K � ; � ` M : A � ` N : A

� ` (�M :� :K ) N
(K�Appl)

Families rules

` � x:K 2 �

� ` x : K
(F�Var)

� ; � ` M : B � ; � ` A : Type

� ` � M :� :A : Type
(F�Pi)

� ; � ` M : B � ; � ` A : K

� ` �M :� :A : � M :� :K
(F�Abs)

� ` A : � N :� :K � ; � ` N : B � ` M : B

� ` A M : (�N :� :K ) M
(F�Appl)

� ` A : K 0 � ` K K = � K 0

� ` A : K
(F�Conv)

Object rules

` � x:A 2 �

� ` x : A
(O�Var)

� ; � ` M : B � ; � ` N : A

� ` �M :� :N : � M :� :A
(O�Abs)

� ` M : � P :� :A � ; � ` P : B � ` N : B

� ` M N : (�P :� :A ) N
(O�Appl)

� ` M : A � ` B : Type A = � B

� ` M : B
(O�Conv)

Figure 1. PLF's Type Rules

3 Exam ples

Readers familiar with the activit y of encoding systems in LF will surely ap-
preciate the usability of this metalanguage and will play with it providing
interesting examples. For lack of spacewe will provide only few examples,
which illustrate how patterns can safely replace sub-categories and coercions
in the encoding of syntax. Moreover, the sophisticated shapesof patterns and
the built-ins pattern matching facilities make PLF (and its extensions) suit-
able for modeling regular languages, theory of functions, and term rewriting
systemsthat are the engineof many XML-manipulations. More interesting
examplescanbe devisedin encoding the proof theory, such as, in modal logic.
An appendix presents someclassicalXML-oriented routines, writ ten in the
rewriting calculus [11], that can be either runned and certi�ed in our PLF.

133



Liquori, Honsell and Redamall a

Syntactic Categories

o : Type

Operations (we short XC[x]:(x:o) for XC[xo] )

Val : o ! o Lam : � f :(�( Val xo): o): o App : o ! o ! o

Judgments

= : o ! o ! Type

� encoding J� K: � v ) PLF

Jx K
4
= Val x J�x:M K

4
= Val (Lam (� (Val xo):JM K)) JM N K

4
= App JM KJN K

Axiomsand Rules

Eqre
 : � x:o: x = x

Eqsymm : � x:o: � y:o: (x = y) ! (y = x)

Eqtrans : � x:o: � y:o: � z:o: (x = y) ! (y = z) ! (x = z)

Eqctx : � x:o: � y:o: � z:o: � w:o: (x = y) ! (z = w) ! (App x z = App y w)

Betav : �( Val (Lam f )):( f :�( Val xo):o): �( Val ao):

App (Val (Lam f )) (Val a) = f (Val a)

Etav : �( Val xo): (Val (Lam (� (Val yo):App (Val x) (Val y)))) = (Val x)

Xiv : �( Val (Lam f )):( f :(�( Val xo):o): �( Val (Lam g)):( g:(�( Val xo):o):

(�( Val xo): f (Val x) = g(Val x)) ! (Val (Lam f ) = Val (Lam g))

Figure 2. Plotkin Call-by-value � -calculus Encoding

3.1 Call-by-valueLambda Calculus

Plotk in's call-by-value � -calculus (� v-calculus) [10] di�e rs from the traditional
� -calculus in the formulation of the � -reduct ion rule, namely

(�x:M ) N ! � v M [N=x]

provided that N is a value, that is a variable or an abstraction. The encoding
in PLF is shown in Figure 2. We omit adequacy results. We could, e.g., prove
that

Th : Etav =) Xiv

134



Liquori, Honsell and Redamall a

Syntax and Operational Semantics

P ::= x j A j P _ M

A ::= f j A P

M ::= P j M M

(P _ M ) N ! � M � with � = A lg(P � N � Fv(P))

(M 1 ; M 2) M 3 ! � (M 1 M 3 ; M 2 M 3)

N:B: both (M 1 ; M 2) and ! � are derivable

Syntactic Categories

o : Type

Operations (we short on for o ! : : : ! o| {z }
n times

and XC[x]:(x:on ) for XC[xon ] )

Alg : o2 Rew : o2 ! o App : o3 Pair : o3

Judgments

= : o ! o ! Type

Rewriting encoding J� K: Rho) PLF

Jx K
4
= x

Jf K
4
= Alg f

JA P K
4
= App JA KJP K

JP _ M K
4
= Rew(� JP K:� :JM K) �

4
= Fv(P):o

JM N K
4
= App JM KJN K

JM ; N K
4
= Rew(�x :o:Pair (App JM Kx) (App JN Kx))

Axiomsand Rules

Eqre
 Eqsymm Eqtrans Eqctx see the lambda calculus

Rho : � r :o2: � a:o: App (Rewr ) a = r a

Eta : � x:o: Rew(�y :o:App x y) = x

Xi : � r :o2: � s:o2: (� a:o: r a = sa) ! Rewr = Rews

Delta : � Rew(�x :o:Pair (App yo x) (App zo x)) : � a:o:

App (Rew(�x :o:Pair (App y x) (App z x))) a = (�x :o:Pair (App y x) (App z x)) a

Figure 3. Classical � -calculus Encoding

3.2 Untyped Rewriting Calculus

The rewrit ing calculus (� -calculus) [2, 3], is a simple higher-order calculus
where functions can be applied only upon reception of an argument whose
\pa ttern" matches wit h the one explicitly declared in the function itself. This
allows to represents naturally classicallambda calculusand many term rewrit-
ing systems. What makes the rewriting calculus appealing for reasoning on
the web is precisely its foundational features that allow us to represent the
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atomic actions (i.e. rules) and the chaining of theseact ions(i.e. what wecalled
above strategies) in order to achieve a global goal like, for example, transform-
ing semi-structured data, extracting informations or inferring new ones. As
the matching mechanism of the calculus can be parameterized by a suitable
matching theory, this allows us for example to expressin a preciseway how
the semi-structured data should be matched. The encoding in PLF is shown
in Figure 3. We omit adequacy result s. We could, e.g., prove that

Th : Rho =) Delta
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A Genui ne XML-exam ples in �a la Rewrit ing Cal culus

** **** **** **** *** **** **** **** **** *** **** **** **** **** *** *
* Small XML Galle ria writ ten in t he Rewritin g Calcul us *
* Run it with the int erpr eter iRho, its free ! *
* htt p:// www-sop.inr ia.f r/mi rho/ Lui gi.L iquo ri/i Rho/ *
** **** **** **** *** **** **** **** **** *** **** **** **** **** *** *

** * Some l ist of numbers ***
ZERO = 0; ; ONE = ( succ 0) ;; TWO= (suc c ONE);; THREE = (suc c TWO); ;
FOUR = (s ucc THREE); ; FIVE = ( succ FOUR);; SIX = (suc c FI VE); ; SEVEN = (suc c SIX);;
EIGHT= (s ucc SEVEN); ; NINE = ( succ EIGHT);; TEN= (suc c NINE); ;

** * Some l ist of frie nds ***
ME = (pe rson (( firs t lu igi) , (la st l iquo ri) ,(se x m),(e mpl inri a) ,( nat it) ,(ca t ONE)) );;
YOU = (pe rson (( firs t je ssic a) , (la st r abbi t) ,(se x f ),(e mpl disn ey) ,( nat usa) ,(ca t TWO)) );;
SHE = (pe rson (( firs t helene ) , (la st kirch ner) ,(se x f ),(e mpl cnrs ) ,( nat fr) ,(ca t ZERO)));;
HIM = (pe rson (( firs t cl aude) , (la st kirch ner) ,(se x m),(e mpl inri a) ,( nat fr) ,(ca t FOUR)));;
HER = (pe rson (( firs t uma) , (la st t hurman) ,(se x f ),(e mpl holl ywd) ,( nat usa) ,(ca t FI VE)));;
BIG = (pe rson (( firs t bg) , (la st sidha rth) ,(se x m),(e mpl birl a) ,( nat in) ,(ca t SIX)) );;
HEAD = (pe rson (( firs t moreno) , (la st f alas chi) ,(se x m),(e mpl sien a) ,( nat it) ,(ca t TWO)) );;
BOSS = (pe rson (( firs t fu rio) , (la st honsell) ,(se x m),(e mpl udin e) ,( nat it) ,(ca t ONE)) );;
JEFE = (pe rson (( firs t maria) , (la st alpue nte) ,(se x f ),(e mpl vale ncia ),( nat es) ,(ca t ZERO)));;
GURU = (pe rson (( firs t salvad or), (la st l ucas) ,(se x m),(e mpl papaya) ,( nat es) ,(ca t ONE)) );;

** * The DB ***
DB = ( group (ME,YOU,SHE,HIM,HER,BIG, HEAD,BOSS,JEFE,GURU,nil ));;

** * FI NDN: Fin d i n a DB t he nth Element in a xml cat alo gue ***
[F INDN = ( (0,n il) -> fai l, ( (suc c N),(g roup nil )) -> fai l,

(( succ 0), (gro up ( X,Y))) -> X, ((s ucc N), (gro up ( X,Y) )) -> ( FINDN (N,(gr oup Y)) ))];
(F INDN (THREE,DB));;

** * KILLIT : Ki ll in a DB all the ite ms of "i t" natio nal ity ***
[K ILLI T = (gro up X) -> (g roup (DROPIT X)) |
DROPIT = ( (nil ) -> (ni l),

(( pers on ( X,Y, Z,U,(na t it ) ,V)),W ) - > (DROPIT W),
(( pers on ( X,Y, Z,U,(na t fr ) ,V)),W ) - > (( pers on ( X,Y, Z,U,(na t fr ) ,V)),( DROPIT W)),
(( pers on ( X,Y, Z,U,(na t es) ,V)),W ) - > (( pers on ( X,Y, Z,U,(na t es) ,V)),( DROPIT W)),
(( pers on ( X,Y, Z,U,(na t in ) ,V)),W ) - > (( pers on ( X,Y, Z,U,(na t in ) ,V)),( DROPIT W)),
(( pers on ( X,Y, Z,U,(na t usa),V )),W ) - > (( pers on ( X,Y, Z,U,(na t usa),V )),( DROPIT W))) ];

(KILLI T DB);;

** * KILLC: Kil l i n a DB all t he i tems of a given cat egory * **
[K ILLC = ( C,(g rou p X)) - > (g rou p (DROPC(C, X))) |
DROPC= (( C,(n il) ) -> (n il),

(C,((p erso n (X,Y,Z ,U, V,(c at K))), W)) ->
(COND((EQ (C, K)) ,DUMMY- > (DROPC(C,W)) ,

DUMMY-> ( (per son (X,Y ,Z, U,V, (cat K)) ),(D ROPC (C,W)) )))) ];
(KILLC (ONE,DB)); ;

** * GETC: Select in a DB all the ite ms of a give n categ ory ***
[GETC = ( C,(g rou p X)) - > (g rou p (SELC (C,X))) |
SELC = (( C,(n il) ) -> (n il),

(C,((p erso n (X,Y,Z ,U, V,(c at K))), W)) ->
(COND((EQ (C, K)) ,DUMMY- > (( pers on (X,Y ,Z,U ,V,( cat K)) ),(S ELC (C,W))),

DUMMY-> ( SELC(C,W)) )))] ;
(GETC(ONE,DB) );;

** * Auxili ary COND and EQ ***
COND = (BOOL,THEN,ELSE) - > (( true -> (THEN dummy),fa lse -> (ELSE dummy)) BOOL);;
EQ = ((0 ,0)- >tr ue,( 0,(s ucc X))- >fa lse, ((su cc X),0) ->f alse ,((s ucc X),( succ Y))->( EQ ( X,Y) )); ;
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Abstract

Modularit y is a key feature at design,programming, proving, testing, and main-
tenancetime, aswell asa must for reusability. Most languagesand systemsprovide
built-in facilities for encapsulation, importation or parameterization. Nevertheless
there exists also languages,like HTML, with poor support for modularization. A
natural idea is therefore to provide genericmodularization primitiv es.

To extend an existing languagewith additional and possibly formal capabilities,
the notion of anchorage and Formal Island has been intro duced recently . TOM
for example,provides genericmatching, rewriting and strategy extensionsto JAVA
and C.

In this paper, we show on the HTML example, how to add modular features by
anchoring modularization primitiv es in HTML. This allows one to write modular
HTML descriptions,thereforefacilitating their design,reusability, and maintenance,
as well as providing an important step towards HTML validit y checking.

Key words: Modularization, parameterization, HTML, TOM,
MHTML, formal island, feature anchorage

1 In tro duction

Modularit y is a key featureof programmingenvironments at all stagesof soft-
ware development, from usersrequirements analysisto maintenance. It is of
coursethe key feature of reusability policiesand thereforea main concept in

1 Supported by CAPES.
This is a preliminary version. The ¯nal version will be published in

Electronic Notes in Theoretical Computer Science
URL: www.elsevier.nl/locate/entcs



Kir chner, Kir chner and Sant ana

any software library. With the raising time of safeand securesoftware, modu-
larit y appearsalsoasa fundamental feature to make possiblethe construction
of large certi¯ed software.

Modularit y is thus present in many programming languagesand proof
environments and we have now a fairly good understandingof the semantics
of the main modularit y constructs. In particular in functional and algebraic
programming,the notionsof importation, parameterizationand visibilit y have
beengiven both categoricaland operational semantics (e.g. [2,6,12]).

If from the theoretical point of view, the situation is satisfactory, this is
not the casefrom the practical one, in particular becauseeach languagehas
its own modularit y featuresand semantics. Clustersin CLU, packagesin Ada,
structures in ML, classesin C++ and Java aredi®erent constructsfacilitating
modular programming. Somelanguageshave quite sophisticatedmodularit y
features,like CASL, OBJ and Maude, wherethe notion of view preciselyfor-
malizes the way parametersare instantiated or modules imported. Others,
like ELAN have a more elementary approach. Object-oriented languageslike
Java take into account classesand inheritance. Functional languages,such as
ML, have alsoevolved towardsmodularit y. Faceto this variety of approaches,
we are thus in a situation where standard modularit y features,mainly inde-
pendent of the language,would be greatly appreciated.

But modularit y is not a universal feature of programming languagesand
several of them lack of usefulcapabilities. For example,parameterizationdoes
not exist in ASF+SDF nor C. An extremeexamplein this caseis HTML that
hasno importation nor parameterizationcapability at all.

Soeither for standardization or for neededimprovement, it is desirableto
have the capability of adding modularit y featuresto an existing programming
language.

While we understandits usefulness,we have now to addressthe feasibility
of adding modularit y primitiv es in a programming environment. This ques-
tion hasbeenexploredin [12] wherean SML-like module systemis presented
that can accommodate a variety of baselanguages,provided they satisfy mild
assumptions.

Another approach, independently developed, is the formal island paradigm
that comesinto play in a simple and pragmatic context: indeed, it would be
nonsenseto throw away the billions of codelinesthat arein usetoday in all do-
mains of human activities, neverthelessit is clear that all thesesoftware have
to be considerably improved in their logic, algorithmic, security and main-
tenancequalities. As introduced in TOM 2 [13,8] in particular for matching,
normalization and strategic rewriting, formal islands allow for the addition
to existing programming languages,of formal featuresthat can be compiled
later on into the host languageitself, thereforeinducing no dependencyon the
formal island mechanism.

2 tom.loria.fr
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At the priceof a rigorousanchoring, that providesthe link betweenthe host
languagedata structure and the formal objects, the formal island approach
givesthe possibility (i ) to extendthe expressivity of the languagewith higher-
level constructs at design time, (ii ) to perform formal proof on the formal
island constructions, (iii ) to certify the implementation of the formal island
compilation into the host language[11].

In addition to thesebene¯ts, what makesformal islandseven moreattrac-
tiv e is that they aresharedbetweenseveral implementations madein di®erent
programming languages. For instance, TOM provides matching, normaliza-
tion and strategic rewriting in Java (this is jTOM), in C (this is cTOM) or in
CAML (mlTOM).

To set-upthe generalde¯nition of Modular Formal Island is a di±cult goal
and a ¯rst work towards making TOM modular for algebraicspeci¯cations in
the vein of CASL hasbeendonein [9].

The purposeof this paper is to present a ¯rst step for anchoring modular-
it y in an existing languageand to illustrate the approach with HTML. This
allows writing modular HTML descriptions,thereforefacilitating their design,
reusability, and maintenance,as well as providing an important step towards
HTML validit y checking. While we only deal in this paper with the HTML
case,one important interest of the proposedapproach is to set-up the basis
for a genericmethod.

In order to make preciseour objectives, we use in Section 2 a running
example of a one block HTML page and show how we would like it to be
decomposedin signi¯cantly smaller pieces.We then present in Section3 the
modularit y featuresaddedto HTML and give in Section4 its operational se-
mantics, thus making clear the compilation process.Relatedwork and further
extensionsare addressedrespectively in Section5 and Section6.

2 Motiv ating example

Let us ¯rst consideran illustrativ e exampleof how modularit y can help for
the task of construction and maintenanceof web sites.

Commonly, web pagescomposing a web site share somecontents. This
is related either to standard information that must appear on each page,or
to navigabilit y issues,for example,setsof links repeatedly presented to site
visitors leading to other pageson the site.

The current trend among web designersis to drop the use of frames3 ,
which allows sharedcontent between pagesto be repeated in every pageof
the site. Especially for web sites built without the useof a script language,
the webmastershave literally to \copy and paste" the static information from
onepageto another. Consequently, updatesbecomean annoying task.

3 http://www.w3c.org/TR/REC-h tml40/present/frames.html
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A typical web site layout is shown in Figure 1. All pagesthat follow the
home (index) page would share the samecode for page header, menu, and
pagefooter. The interaction of a visitor with the links contained on the list
of pointers on the left, brings a similar page where the \content" box, as
indicated in the ¯gure, displays varying information, accordingto the subject
of that page.

Fig. 1. A typical web site layout

Having the capability to isolate each piece of repeated code, web sites
writers could (semi-)automatically compose a new web page from separate
sources.In the exampleabove, the pageshouldbebroken into reusablenamed
modules for the pageheading,navigation menu, and for the pagefooter.

Moreover, introducing parameterswould allow reusinga similar pagefor-
mat for another user, facilitating uniform presentation of web sites.

As a third concern,in this context, each repeated pieceof code could be
checked only onceto be well-formed from an HTML point of view.

Our goal is now to give a practical answer to theseconcerns,through the
proposalof a formal languageand its anchoring processin HTML.

3 The Mo dular HTML language

In this section we present the implementation of Modular HTML (MHTML).
Basically, we usethe algebraicspeci¯cation formalism to expresssyntax and
semantics of the language.Similar approacheshavebeenusedin the de¯nition
of Full Maude [5] as well as a module algebra for ASF+SDF [1]. Neverthe-
less,no sophisticatedknowledgeabout algebraicspeci¯cations is required to
understandthe mechanism on which this executionmodel is based.

142



Kir chner, Kir chner and Sant ana

The MHTMLlanguageis a combination of the regular HTML markup with
structuring primitiv esthat allows the composition of documents through the
reuseof existing code fragments. The principles that have guided its design
are simplicity and genericity.

Mo dules
A ¯rst concernin modularization is how to de¯ne a self-contained piece

of reusablecode that represents a module. Our approach leaves to the user
the task of de¯ning the desireddegreeof granularit y, sincewe do not restrict
the modules to be exactly valid HTML code. Actually, any well-formed set
of HTML markup can be consideredas a module. For example,by using the
%moduleprimitiv e, we can de¯ne a reusable\menu" available for all pagesin
a web site in the following manner:

Example 3.1 The left menu of the web pagein Figure 1 is described in the
following module.

%modulemenu
<ul>

<li><a href="index.html">Home</a></li>
<li><a href="researchInterests.html">Research Interests</a></li>
<li><a href="work.html">Recent Work</a></li>
<li><a href="projects.html">Projects</a></li>
<li><a href="conferences.html">Conferences</a></li>
<li><a href="publications.html">Publications</a></li>
<li><a href="cv.html">Curriculum Vitae</a></li>

</ul>

By convention and in order to facilitate accessto modules, we restrict to
one module per ¯le, and impose that module and system ¯le containing it
have the samenames. Thus a module called foo , will be found in a system
¯le called foo.mhtml .

Imp orts
Secondly, a commonneedin the context of reuseis to accesssymbols de-

claredby other modules. This canbeachievedthrough the %import primitiv e,
The e®ectof the import primitiv e at compile time is a textual expansionof
the document. The imported module is inserted at the position the %import
mark is found, repeatedheaderswill be ignored,only the main module header
is kept. In the casewhere the imported module has itself importations, this
processis recursively performed.

Another important concernis to force the imported modules to be well-
formed HTML. Alternativ ely it would be desirable to import valid HTML
code, what would meanthat the imported code shouldsatisfy all the require-
ments from the W3C current HTML speci¯cation [14]. This is achieved by
another feature of the languagewhich provides a theory notion, closeto the
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notion of type. Setting in MHTMLthat a module modis well-formed (resp.
valid) is achieved by the declarationmod:: WellFormedHTML(resp. mod::
ValidHTML). At compile time, in the HTML case,this property is checked by
calling the appropriate HTML tools.

The example below illustrates these issuesconsideringthe web site pre-
sented in Section2:

Example 3.2 The web pageof Figure 1 is written as the following module.

%modulepage1
<html>

<head>
<link href="styles.css" rel="stylesheet" type="text/css" />
<title>Home Page</title>

</head>
<body>

%import header :: WellFormedHTML
<div class="header">

<h1 class="title">Research Interests</h1>
</div>

<div class="menu">
%import menu:: WellFormedHTML

</div>
<div class="content">

%import contents :: WellFormedHTML
</div>
<div class="footer">

%import footer :: WellFormedHTML
</div>

</body>
</html>

Templates
The languagealso provides a template mechanism, that extendsthe lan-

guagewith parameterizedmodules. In this case,actual parametersare ex-
pected to be other modules, that in their turn, may be required to conform
to a certain theory. In the HTML case,we currently simply considertheseas
either valid or simply well-formed HTML. Again, the parametersare trans-
formed into a textual expansionwhen the preprocessorcomposesinstancesof
such templates. The following exampleshowsthe de¯nition of a parameterized
MHTMLmodule:

Example 3.3 For reusing the structure of the web page of Figure 1, the
following template is provided:

%moduletemplate1 [
Title
Header :: WellFormedHTML
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Menu :: WellFormedHTML
Contents :: WellFormedHTML
Footer :: WellFormedHTML ]

<html>
<head>

<title>%use Title</title>
</head>
<body>

%useHeader
<div class="header">

<h1 class="title">Research Interests</h1>
</div>
<div class="menu">

%useMenu
</div>
<div class="content">

%useContents
</div>

<div class="footer">
%useFooter

</div>
</body>

</html>

This template cangeneratea newinstancewith the following instantiation:

Example 3.4 Actual module namesare substituted to parametersto obtain
an appropriate instanceof the previoustemplate:

%modulepublications
%import template1 [myHomePage

myPageHeeader
myBookmarks
myPublications
myPageFooter]

Figure 2 presents the syntax usedin the examplesabove.

4 Semantics, anchoring and compilation

We arenow ready to describe how the modular featuresprovided in MHTMLcan
be compiledinto HTML. From an implementation point of view, the compiler
acceptsas input an MHTMLprogram, consistingof native code combined with
the modularit y primitiv es of the languagedescribed in Section 3 and gener-
ates pure native code as output. For describingthis compilation process,we
chooseto write an algebraicspeci¯cation with rewrite rules, implemented in
ELAN 4 [10]. In this way, we also provide the operational semantics of our
MHTMLlanguage.Outlines of this speci¯cation is given in Figure 3. This is sim-
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Mo dule ::= %module hmoduleNamei ( \[" Param + \]") ¤ Bo dy

Bo dy ::= ([Imp ort ][Use] [HTML ])¤

Imp ort ::= %import hmoduleNamei [Paraminst +] [\::" Theory ]

Param ::= hparamNamei [\::" Theory ]

Paraminst ::= hmoduleNamei

Use ::= %usehparamNamei

Theory ::= WellFormedHTML j ValidHTML

HTML ::= Any HTML code with the clear exception of the primi-
tiv eslisted above

Fig. 2. Syntax for the genericstructuring constructs

ilar to (but indeedsimpler than) the rules given in [5] to describe the (more
elaborated) modularit y featuresof the Maude language.

ELAN4 sharesthe syntax de¯nition of SDF [4]. HTML code is represented
by the sort HTML. The next rules can be read as follows:
² The ¯rst rule, establishesthat modules with no further structuring con-

structs than %moduleshould be transformed into HTML code.
[ ] translate ( %modulem html ) => html

² The couple of rules below state that any importation without parameters
nor theories should start a recursive call to the translate function, and as
result would concatenatethe producedHTML in the position the %import
mark was found
[ ] translate ( %modulem %import m1 html ) => translate(load(m1)) html
[ ] translate ( %modulem html %import m1 ) => html translate(load(m1))

² The following ruleshavea similar e®ectasthe previousones,but they ensure
that the modulesbeing imported conform to a certain theory, through the
satisfies function.
[ ] translate ( %modulem html %import m1 :: th) =>

html translate(load(m1))
if satisfies( load(m1), th)

[ ] translate ( %modulem %import m1 :: th html) =>
translate(load(m1)) html

if satisfies( load(m1), th)

² The next two rules deal with the importation of parameterizedmodules, in
this casea secondversion of the translation function is activated to treat
the actual parameters.
[ ] translate ( %modulem %import m1 [i] html) =>

translate(load(m1), i) html
[ ] translate ( %modulem %import m1 [i] :: th html) =>

translate(load(m1), i) html
if satisfies( load(m1), th)
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module \mhtmlTranslate

imports basic/ElanLayout
basic/BuiltinBool
\mhtmlSyntax

exports
context-free syntax

translate(Module) -> HTML
translate ( Module , ParamList ) -> HTML
HTMLHTML -> HTML

load( ModuleName) -> Module
satisfies(Module, Theory) -> BuiltinBool

hiddens
variables

"m"[0-9]* -> ModuleName
"x"[0-9]* -> ParamName
"p"[0-9]* -> ParamDecList
"i"[0-9]* -> ParamList
"html"[0-9]* -> HTML
"th"[0-9]* -> Theory

rules
[] ...(c.f. text)

Fig. 3. Rewrite rules for the MHTMLcompiler

² The following rules run through lists of formal parametersto verify them
againstactual parameters,andperformthe correspondingsubstitution wher-
ever the parameteroccurrencewas found
[ ] translate ( %modulem [x p] html %usex, m2 i ) =>

translate ( %modulem [p] html translate(load(m2)) , i)

[ ] translate ( %modulem [x :: th p] html %usex, m2 i ) =>
translate ( %modulem [p] html translate(load(m2)) , i)

if satisfies(load(m2), th)

These rewrite rules provide an outline of the compilation of MHTMLto
HTML. When completed with the full description of the instantiation pro-
cess,this speci¯cation provides a normalization processthat compilesMHTML
into HTML. Comparedto the implementation of formal islands provided for
matching and rewriting in TOM, this processis simpler from several points
of views. With the modularit y primitiv es introduced here, there is no need
for an anchoring dealingwith the structure of terms. This could changewhen
considering,for example,dependent types. Sorather than a \deep" anchoring
involving the structure of terms as used in [11], we needhere only a \shal-
low" onedealingwith the module content only. Another di®erenceis that we
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do not have to certify the compilation processin the sameway: in [11], the
matching compilation hasto be certi¯ed, taking into account the propertiesof
the anchoring. In our case,the veri¯cation processwill concernthe validation
of the importations and of the parameter instantiations, leading in particular
the way to another useof type systemsfor HTML.

5 Related Work about HTML

Restricting our attention to the speci¯c question of anchoring modularit y in
HTML, the questionarisesto identify the improvements provided by our ap-
proach with respect to the web site development process.First of all, MHTML
provides the following main advantages:

² It is independent of the web server hosting the web site.
² It is not necessaryto processthe languagein a graphical environment, like

in WYSIWYG HTML editors. This simpli¯es the maintenanceprocess.It
could also be usedby the graphical environment to produce modular and
hopefully readablecode.

² It hasa lightweight compilation process.
² It is easyto learn.
² It doesnot needto be executedevery time the site is accessed.
² Finally, we shouldemphasizethat, as for any anchorage,it doesnot induce

any dependenceon the languageextension, as all the anchored language
featuresare compiled into the target language.

The lack of HTML modularit y hasof coursealready drawn attention and
we can mention the following web related works.

The jigwig project[3] provides an implementation of a languageaimed at
designinginteractive web services.It is basedon a sessioncentered execution
model of requestsmade through the web . As a secondaryresult, it provides
a template languagefor dynamic web pageconstruction. This languageal-
lows the de¯nition of gaps,that may be ¯lled with HTML code. Surely, the
approach provides reuseof HTML code, but it is dependent on the whole
environment to do simple structuring tasks.

In [7] a completemanagement environment with a languageis developed
to attack the management problems that appear in the implementation of
data intensive web sites. The system combines a query languageto specify
the site's structure and content with a template languagefor its HTML rep-
resentation. Although reusability is not the main concernof this work, the
template languageo®ers°exibilit y and extensibility to the creationof the site,
it presents the samedisadvantage as the previousone.

With respect to scripting languageslike PHP, ASP, PERL, etc, this ap-
proach has the advantage of being simple and straightforward for the user.
Another advantage of MHTMLwhen comparedto scripting languagesor server
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side includes, available in Apache for example, is that it does not need to
be re-executedevery time the root module is accessedvia the web . More-
over we believe, although this hasnot yet beenconsidered,that MHTMLcan be
combined with other languagesin the development of web sites.

Similar formsof template mechanismsareprovided by a number of WYSI-
WYG HTML editors. This restricts the re-useof HTML becausethe user
dependson a graphicalenvironment to generatea newweb pagefrom existing
templates,whereasthe samefunctionality canbe obtained in MTML through
a simpletext editor. It is alsoobviously possiblefor the userto designhis page
in his favorite WYSIWYG editor, and after, determinewhat are the parts he
would like to reusefrom that pagein MHTML.

6 Conclusion

The approach described in this paper is part of a much larger enterprise to-
wardsthe non-invasivedi®usionof formal methodsand algebraicmethodology
through the conceptof Formal Islands. For example,on one hand matching
and strategic rewriting may help to model large piecesof code. On the other
hand, modularit y is of fundamental usein the structuration of large software.

We have developed the idea of modular anchoring on the example, sim-
ple but useful, of the HTML language. Introducing quite simple primitiv es
for importation and parameterization, we have shown how this can de¯ne a
modular extensionof HTML. The compilation processhasbeenoutlined using
ELAN 4.

This is of coursea preliminary work and we are actively working on deep-
ening several points. First an implementation of MHTMLin on its way and
we naturally choseas implementation framework TOM itself. This will allow
us to play with the concept and to validate our initial ideas. Secondand
quite importantly, veri¯cation tools speci¯c to HTML should be usedor de-
veloped. One can think of course,as we mentioned before, to the (X)HTML
code validation asprovided by the W3C tools. Speci¯c type systemswill also
be developed to ensuredesirableproperties. For exampleand as for algebraic
languages,structured data typescould be statically typed using prescriptive
type systems. Also, the introduction of views for parameter validation will
require for their veri¯cation to perform non-trivial proofs and the experience
gained again from the algebraicspeci¯cation community will be of great in-
terest here. We may also think to speci¯c veri¯cation tools for HTML, like
checking the reachabilit y of linked objects. Of courseHTML is a very speci¯c
and elementary language. A natural extensionwill concernXML, in partic-
ular for the logic and semantic web , and modularit y featureswill be of great
usein projects like Rewerse4 .
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Abstract

In th is paper, we describe a system, written in Haskell , for the automated veri �ca-
tion of Websiteswhich can beused to specify (partial ) correctnessand completeness
properties of a given Web site, and then automatically check whether these prop-
erties are actually ful�ll ed. It provides a rule-based, formal speci�cation language
which allows us to de�ne syntactic/semantic condition s for the Web site by means
of a user-friendly graphical interface as well as a veri� cation facili ty for recognizing
forbidden/in correct patterns and incomplete/missing Web pages.

Key words: Web site Veri�cation, Rewritin g, Formal Methods.

1 In tro ducti on

The management of a complexWebsit e is a nontrivial task, in which the prob-
lematics related to the veri�cat ion and the correction of the (semistructured)
data play a fundamental role. As a matter of fact, it is far simpler to discover
inconsistent information on the Web than to �nd a well-maintained Web sit e.
We believe that formal methods canbring a relevant contributio n, giving sup-
port to Aut omated Web site veri�cat ion. For instance, the systemxl inkit [3]
allows one to check the consistencyof distribut ed, heterogeneous documents
as well as to �x the (possibly) inconsistent information. Its speci�cation lan-
guageis a restricted form of �rst order logic combined wit h Xpath expressions.
[4] presents a framework for modeling Web interactions and a type system,
which can be employed to catch errors in interactive Web programs. In our
previous work [2], we described the systemVerdi which providesa rule-based

1 Thi s work has been part ially supported by MEC under grant TIN2004-07943-C04-
02, and by ICT for EU-Ind ia Cross Cultu ral Dissemination Project under grant
ALA/95/23/2003/077-054.

Thi s is a preliminary version. The �n al version will be published in
Electronic Notes in Theoret ical Computer Science

URL: www.el sevi er.n l/lo cat e/en tcs
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language for the speci�ca tion and the veri�cat ion of syntactic as well as se-
mantic properties of collect ionsof XML/ XHT ML documents. Speci�cally , the
systemis able to detect missing/incomplete Web pagesw.r.t. a given formal
speci�cat ion.

This paper describes an evolution of the Verdi system which improves
several aspects of the previous tool. Firstly, the new speci�cat ion language
doeso�e r the expressivenessand the computational power of functions (which
are modeledas term rewriting systems[5]) and is enriched by a new class of
rules (i.e., correctnessrules) in order to express properties for the detection
of erroneous/ forbidden information. Moreover, the veri�ca tion methodology
allowsoneto invest igateboth the syntax and the semantics of a Websit e, while
the typical validation against DTDs and XML Schemata can only check the
syntactic layer of the site. Secondly, a graphical interface hasbeendeveloped
which provides a more friendly use of the tool.

The system is based on the theoret ical framework we proposed in [1]. We
userewriting-basedtechnology both to specify the required properties and to
formalize a veri�c ation technique, which is able to check them.

2 Web site denota ti on

In our framework, a Web pageis either an XHTML or an XML. document.
SinceWeb pagesare provided wit h a tree-like structure, they can be straight-
forwardly tr anslated into ordinary terms of a given term algebra. Note that
XML/XHTML tag attributes can be consideredascommon taggedelements,
and hencetranslatedin the sameway. Therefore, Websitescanberepresented
as �nite setsof (ground) terms.

3 Web speci�cat ion lang uage

A Web speci�cation is a tr iple (R; I N ; I M ), where R, I N , and I M are �nite set
of rules. The set R contains the de�nitio n of someauxiliary funct ions which
the user would like to provide, such as string processing,arithmetic, boolean
operators, etc. It is formalized as a term rewriting system,which is handled
by standard rewriting [5]. The rewriting mechanism allows one to execute
function calls by simply reducing them to their irreducible form (that is, a
term that cannot be rewritt en any longer).

The set I N describesconstraints for detecting erroneous Web pages (cor-
rectNess rules). A correctness rule has the following form: l * er ro r j
C, where l is a term, er ro r is a reserved constant , and C is a (possibly
empty) � nite sequencecontaining membership tests w.r.t. a given regular
language2 (e.g. X 2 re xp), and/or equations over terms. For the sake of ex-
pressiveness, we also allow to writ e inequalities of the form s 6= t in C. Such

2 Regular languages are represented by means of the usual Unix-li ke regular expression
syntax.
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inequalities are just syntactic sugar for (s = t ) = fa ls e. When C is empty,
we simply writ e l * er ro r . Informally, the meaning of a correctness rule
l * er ro r j Cis the following. Whenever an instancel � of l is recognizedin
someWeb pagep, and (i) each structured text X i � , i = 1; : : : ; n, is contained
in the languageof the corresponding regular expressionre xpi in the condition;
(ii) each instantiated equation (s = t )� holds; then, Web pagep is marked as
an incorrect page.

The third set of rules I M specifes some properties for discovering incom-
plete/missing Web pages(coMpletenessrules). A completenessrule is de�ned
as l * r hqi , where l and r are terms and q 2 f E; Ag. Completeness rules
of a Web speci�cation formalize the requirement that someinformation must
be included in all or somepagesof the Web site. We use attribut es hAi and
hEi to distinguish \univ ersal" from \existent ial" rules. Right-hand sidesof
completenessrules can contain functions, which are de�ned in R. Besides,
somesymbols in the right-hand sides of the rules may be marked by means
of the symbol ] . Marking information of a given rule r is usedto select the
subset of the Web site in which we want to check the condition formalized by
r . Intuitiv ely, the interpretation of a universal rule l * r hAi (respect ively, an
existential rule l * r hEi ) w.r.t . a Web site W is as follows: if (an instance
of) l is recognizedin W, also (an instance of) the irreducible form of r must
be recognized in all (respect ively, some) of the Web pageswhich embed (an
instanceof) the marked part of r .

Exampl e 3.1 Let R be a TRS de� ning funct ion Nat( X), which converts a
string X to a natural number, append(X; Y) which concatenates two strings,
and add(X; Y) which sums two natural numbers. Let (R; I N ; I M ) be a Web
speci�cat ion where I N and I M are de�ned as follows:

member(name(X); surname(Y)) * ]hpage(fullname (append(X; Y)) ;status ) hEi
hpage(status (professor )) * ]hpage(]status (]professor ); teaching )) hAi
hpage(X) * error j Xin [:TextTag:]* sex [:TextTag:]*
blink (X) * error
project (grant1 (X); grant2 (Y); total (Z)) * error j add(Nat(X); Nat(Y)) 6= Nat(Z)

The givenWeb speci�ca tion modelssomerequiredproperties for a Websit e of
a research group. The �rst two rulesare completenessrules, while the remain-
ing onesare correctnessrules. First rule formalizesthe following property: if
there is a Web page containing a member list , then for each member, a home
page shouldexist which contains (at least) the full nameand thestatus of this
member. The full name is computed by applying the function append to the
nameand the surname of the member. The marking information establishes
that the property must be checked only on home pages(i.e., pages contain-
ing the tag \ hpage" ). Secondrule states that, whenever a home page of a
professoris recognized, that pagemust also include some teaching informa-
tion. The rule is universal, sinceit must hold for each professorhome page.
Such home pages are selected by exploiting the mark given on the tag \ sta-
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tus". The thir d rule forbids sexualcontents from beingpublishedin the home
pagesof the group members. Precisely, we check that the word sex doesnot
occur in any home pageby using the regular expression[: TextT ag:] * sex
[: TextT ag:]* , which identi�es the regular languageof all the strings, built
over the set of all the tagsand raw texts, containing that word. The fourth
rule is provided with the aim of improving accessibility for peoplewith disabil-
ities. It simply states that blinking text is forbidden in the whole Web sit e.
The �f th rule states that, for each research project, the total project budget
must be equal to the sum of the funds, which has beengranted for the �r st
and the second research periods.

Diagnosesarecarried out by running Webspeci�ca tions on Websites. The
operational mechanism is based on a novel rewriting-based technique called
partial rewriting, which is able to extract partial structure from a term, and
then rewrite it. Roughly speaking, partia l rewriting is a rewriting relation in
which pattern matching is replaced by a simulation algorithm (cf. [1]).

4 The veri �cat ion syst em

The veri�c ation systemhas been implemented in Haskell (GHC v6.2.2). The
implementation consistsof approximately 1100linesof sourcecode. It includes
a parser for semistructured expressions(i.e. XML/ XHTM L documents) and
Web speci�cations, and several modules implementing the partial rewriting
mechanism, the veri�c ation technique, and the graphical user interface. The
systemallows the user to load a Web site together with a Web speci�cation.
Additio nally, he/she can inspect the loaded data and �nally check the Web
pagesw.r.t. the Web site speci�cation. We have tested the systemon several
Web sit es. As we plan to show in our systemdemonstration, we are able to
detect both missing/incomplete and incorrect Web pagese�cie ntly.
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Abstract

In th is paper we sketch the use of term rewritin g techniques for modeling the dy-
namic behavior of Web sit es.

Key words: Hypertext browsing, Semantic modeling of Web
sites, Term rewrit ing.

1 In tro ducti on

The World Wide Web (WWW) provides easy and 
exible accessto infor-
mation and resourcesdistributed all around the world. Although Web sites
are usually connected via Internet, many hypertext-based systemslike on-line
help in compilers, programming language referencemanuals, electronicbooks,
or software systemsare now organized in a very similar way, also using the
samedescription language (HTM L) of Websites. Browsingsuch systemsis an
essent ial aspect of their design and use. Having appropriate dynamic models
of Web sites is essential for guaranteeing the expectedbehavioral properties.

Rewriting techniques[BN98,Ohl02,Ter03] have beenrecent ly usedto rea-
son about the static contents of Web sites [ABF05]. In this paper we show
that term rewriting techniquesare alsowell-suited for modeling the dynamic
behavior of Web sit es. We useMaude [CDEL+ 02] as a suitable speci�cation
language for the rewriting models which also permits to explore interesting
properties like the reachabilit y of Web pageswithi n the site.

2 From ARSs t o TR Ss

We use a (�nite) set of symbols (an alphabet) P to give name to the Web
pagesof a Web sit e. Regarding its dynamic modeling, the most relevant
information contained in a Web page is, of course, that of the links which

1 Work partial ly supported by Spanish MEC grant SELF TIN 2004-07943-C04-02,
Acci�on Integrada HU 2003-0003, and EU-Ind ia Cross-Cultu ral Dissemination project
ALA/95/23/2003/077-054.
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Electronic Notes in Theoret ical Computer Science
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can originate that a new Web page is downloaded and then used to further
browsing the site. Theobviousway to expressthe di�eren t tr ansitionsbetween
Web pages is to give the (�nite) set of tr ansitions amongthem, i.e., for each
Web page p, we can de�ne ! p = f (p;p1); : : : ; (p;pnp )g � P � P which is
the abstract relation between the page p and its immediate successors (i.e.,
the pagesp1; : : : ; pnp 2 P which are reachable from p in a single step). The
pair (P; ! P ), where ! P =

S
p2P ! p is an Abstract Reduction System(ARS

[BN98, Chapter 2]) and we can use the associated computational relations
! P , ! +

P , etc., to describe the dynamic behavior of our Website. For instance,
reachabilit y of a Webpagep0 from another pagep canberephrased asp ! �

P p0.
This abstract model is intuitiv ely clearandcan, then, beusedasa reference

for building moreelaborated ones.For many applications, however, this ARS-
basedframework becomestoo restrictiv e. For instance, modeling safe (user-
sensit ive) accessto a Web page requires to represent information about the
usersand modeling some kind of validation before granting any access.

Term Rewriting Systems(TRSs[BN98,Ter03]) provide a more expressive
setting by allowing the use of signatures, i.e., sets of symbols which can be
usedto build structured objects (terms) by joining terms below a symbol of
the signature. For instance, a safe Web page p can take now an argument
representing the user who is tr ying to get access to this page. Web pages
p containing no link are just constant symbols p (without any transition).
Web pagesp without safety requirements are represented by rewrite rules
p(U) ! pi (U) for 1 � i � np. The de�nitio n of a safepage p is as follows:

p(U) ! vp(U) vp(u1) ! bp(u1) bp(U) ! p1(U)
...

...

vp(ump ) ! bp(ump ) bp(U) ! pnp (U)

wherevp and bpstand for validateand browsepage p, respect ively, and ui for
1 � i � mp are terms (e.g., constant symbols) representing the userswho are
allowed to gain accessto the Web page p. The resulting TRS is shallow and
linear 2 ; thus, reachabilit y is decidable [Com00]. Then, reachabilit y of a Web
page from another one is decidabletoo.

Now, after representing the Web sit e as a Maude rewriting module, it is
possibleto ask Maude about reachabilit y issues. For instance, the following
Maude module provides a partia l representation of the WWV'0 5 sit e (see
ht tp :// www.dsi c. upv.e s/wor kshops/wwv05):
mod WebWWV05is

sort S .
ops wwv05submission speakers org valencia accomodation travelling

: S -> S .
ops sbmlink entcs entcs wwv05: S -> S .

2 A TRS is shallow if variablesoccur (at most) at depth 1 both in the left- and right-hand
sidesof the rules [Com00, Section 4]. A TRS is linear if variables occur at most onceboth
in left- and right-hand sides of the rules [BN98, De�n ition 6.3.1].
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ops login vlogin blogin : S -> S .
ops forgotten register submit : S -> S .
ops krishnamurthi finke lstein : S -> S .
ops alpuente ballis escobar : S -> S .
op cfp : -> S .
ops slucas smith : -> S .
vars P PS X U : S .
rl wwv05(U) => submissi on(U) . rl wwv05(U) => speakers(U) .
rl wwv05(U) => org(U) . rl wwv05(U) => cfp .
rl wwv05(U) => valencia (U) . rl wwv05(U) => accomodation(U) .
rl wwv05(U) => travelli ng(U) . rl submission(U) => sbmlink(U) .
rl submission(U) => entcs(U) . rl submission(U) => entcswwv05(U) .
rl sbmlink(U) => login( U) . rl sbmlink(U) => forgotten(U) .
rl sbmlink(U) => regist er(U) . rl speakers(U) => finkelstein(U) .
rl speakers(U) => krish namurthi(U) . rl org(U) => alpuente(U) .
rl org(U) => ballis(U) . rl org(U) => escobar(U) .
rl login(U) => vlogin(U ) . rl vlogin(slucas) => blogin(sluca s) .
rl blogin(U) => submit( U) .

endm

The only safepage is lo gi n, which grants access to the submissionsystem.
For the sake of simplicity, we have omitt ed many links. In fact , the only
`terminal' page is cf p, containing the textual versionof the WWV'05 call for
papers. We can check whether sl ucas (who has beenpreviously registered)
can get accessto the submission system(page submit ).

Maude>search wwv05(slucas) =>+ submit(slucas) .
search in WebWWV05safe: wwv05(slucas) =>+ submit(slucas) .

Solution 1 (state 21)
states: 22 rewrites: 21 in 0ms cpu (0ms real) (~ rewrites/second)
empty substitution

No more solutions.
states: 22 rewrites: 21 in 0ms cpu (1ms real) (~ rewrites/second)

Maude tells us that there is only one way for sl ucas to reach the submission
page. The commandshow path 21 provides the concretepath:

wwv05(slucas) ! submission(slucas) ! sbmlink(slucas)
! login(slucas) ! vlogin(slucas) ! blogin(slucas)
! submit(slucas)

The non-registered usersmit h cannot reach this protected part of the site:

Maude>search wwv05(smith) =>+ submit(smith) .
search in WebWWV05safe: wwv05(smith) =>+ submit(smith) .

No solution.
states: 20 rewrites: 19 in 0ms cpu (0ms real) (~ rewrites/second)
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3 Further impro vement s and appli cat ions

The basic model in Section 2 can be improved in a number of di�eren t ways
to obtain more expressive modelsand/or analyze other behavioral issues:

(i) Structured namesof usersand Web pagesallowing for more intuitiv e and
hierarchical naming systems.

(ii) E�cie ncy of browsing paths; e.g., shortest path (if any) leading from a
Web page to another one.

(iii) Finitenessof the search space.Of course, the number of pagesin a Web
site is always �nite, but this could eventually be missed in more expres-
sive models. The useof type information and/or syntactic replacement
restrictions [Luc02] could be helpful to avoid this problem.

(iv) Frequencyof use of the di�eren t links (by applying the recent ly intr o-
ducedprobabilistic approaches to term rewriting).

Finally, the rewriting theory could also bene�t from the new research direc-
tions pointed by the analysis of the Web. Somechallengingaspectsare:

(i) Structured de�nition of Web sites: a given site can often be considered
ascomposedby many smallersites. This kind of issuescorrespond to the
analysis of modular propertiesin Term Rewriting [Ohl02], but the current
developments are probably too weak for modeling Web site structures.

(ii) Evolving Web sites: adding new pagesto a Web site is quite usual. This
corresponds to dinamically adding new rules to the model of the site.
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1 In tro ducti on

Formal methods are increasingly being used to validate the design of dis-
tribut ed systems and have already proved successful in specifying commercial
and safety-critical software and in verifying protocol standards and hardware
design[4,8]. It is increasingly acceptedthat the adoption of formal methods in
the life cycledevelopment of systemswould guaranteehigher levelsof depend-
abilit y and greatly increasethe understandingof a system by revealing, right
from the earliest phasesof the software development, inconsistencies,ambigu-
ities and incompletenesses, which could causesubsequent faults. In particular
model checking techniques [6,7] have emerged as successful formal veri�c a-
tion techniques. They have been de�ned to automatically check the tr uth of
system properties, expressed as temporal logic formulae, on the �nite state
model represent ing the behavior of a system. Model checkers can easily be
usedby non{expert userstoo. For this reasonmodel checking hasoften been
preferred in industries to other veri�c ation tools, and many e�cien t veri�c a-
tion environments arecurrently available, basedon model checking algorit hms
[5,11,15].

In the last few years distributed applications over the WEB have gained
wider popularit y. Several systemshave led to an increasing demand of evolu-
tionary paradigms to designand control the development of applications over
the WEB. The main advantagesof exploiting the WEB as underlying plat-
form can be summarizedas follows. The WEB provides uniform mechanisms
to handlecomputing problemswhich involve a large number of heterogeneous
components that are physically distributed and (inter)operate autonomously.
Conceptually, WEB services are stand-alone components that resideover the
nodesof the network. Each WEB servicehas an interface which is network
accessible through standard network protocols and describes the interaction
capabilities of the service. Applications over the WEB are developed by com-
bining and integrating together WEB services. Web applications show the
sameveri�catio n problems of classicaldistributed systems. We may hence
extend techniques and tool usedfor their veri�ca tion also in the caseof Web
applications.

The formalization framework that we propose in this paper is basedon
someresult s presented in [14], where the formal validation of an interaction
policy between communicating objects was carried out. The policy is the
Multiple Levelsof Integrit y policy, de�ned in the context of the design of fault
tolerant systemsto enhancesystemsdependability. The original de�nitio n of
the policy simply consistsof a set of declarativ e rules: it can be operationally
realizedde�ning a communication protocol. The protocolwhich carriesout the
integrit y policy is formally speci�ed asa collection of interacting processesin
a processalgebra. We consider speci�c interact ion patterns, which subsume
the most complex interaction schemata, and check on them temporal logic
formulae expressing the non-violation of integrit y rules.
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2 The Mult ipl e Lev els of In tegr i t y poli cy

Integrit y policiesare de�ned in the �eld of fault tolerant systems.The design
of fault tolerant systems usually includes the modeling of faults and failures
or the de�nitio n of fault tolerant schemata. At the software archit ecture level,
a fault tolerant schema usually describes a set of components and their in-
teract ions. A component that is part of a fault tolerant system is said to be
critical if its failure can seriouslya�ect the reliabilit y of the overall system.
Fault tolerant schemata, and in particular integrit y policies, are de�ned to
prevent failure propagation from non crit ical to critical components. An in-
tegrit y policy assignsa level of integrity, ranging over a �nit e set of natural
values, to each system component, and states the communication patterns.
Components that may be crit ical are assigned a high integrity level.

The Multiple Levelsof Integrity policy hasbeende�ned within an object{
oriented framework, to provide 
exible fault tolerant schemata. Instead of
forbidding data 
o w from low level to high level objects, thi s policy permits
someobjectsto receive low level data, by decreasing their integrity level. The
policy is based on the following concepts:

In t egr i t y levels (il) rangefrom 0, the lowest, to 3, the highest. Data are
assignedthe integrity level of the object which producedthem.

Sing le Lev el Ob ject s (SLO) are objects whose integrit y level doesnot
change during computations. Consequently, an SLO of level n is only allowed
to receive data from objects of level � n.

Mult ipl e Level Ob ject s (MLO ) arethe core of the policy: their integrit y
level can be dynamically modi�ed, sincethey are allowed to receive low level
data. To this purpose,an MLO is assignedthree values:

maxil which represents the maximum integrit y level that the MLO can have.
It is also called the intrinsic level of the MLO, since it is assigned during
the design of the application. It is a static value.

minil which represents theminimum value the integrity level of the MLO can
reach while interacting with other objects. It is set at invocation time, on
the basesof the invocation level. No memory of it is kept after the answer
to the invocation is returned: minil is local to an invocation.

il which is the current integrit y level. It is set at invocation t ime to a value
ranging between maxil and minil and decreasesif lower level data are re-
ceived during the computation to serve the invocation. Also il is local to
each invocation.

The policy requires a new MLO instanceto be created every time the MLO
is invoked. As a consequence, an MLO cannot be usedto implement a com-
ponent which has to store some data. This means that an MLO, from a
functional point of view, is a stateless object : only SLOs can store data. In
Fig. 1, we provide an exampleof the evolution of an MLO in responseto an
invocation: whenan MLO with maxil = 3 receivesa read request of level 1, it
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Fig. 1. Behaviour of an MLO: dotted arrows follow the MLO 's evolution, th ick
arrows bind requests to the corresponding answers.

setsits minil : no answer with integrity level smaller than 1 can be returned.
The value of il equalsmaxil: a read request does not corrupt the integrit y
level of the MLO. Supposethe MLO needsto delegate part of the answer con-
struction, sending another read requestto a third object. The level assigned
to the request equals minil : an answer to this request is accepted if greater
or equal to minil . Sincethe integrit y level of the answer is 2, the MLO can
accept it but il is decreasedto level 2. Finally, an answer to the �rst request
is provided, whose level equalsthe current il , and the MLO restores its initia l
state.

Validat ion Ob ject s (VO) are used to extract reliable data from low
level objects and to provide information at a �x ed level of integrity. In real
systems,it is sometimesnecessary to get data from unreliablesources, such as
sensors, and usethem in critical tasks. However, this usecould either lower
the level of the entir esystemor violate the integrity policy. Validation Objects
represent a safe way to upgrade the integrity level of thesedata. An example
of Validation Object is the one that usesa redundant number of data sources,
and �lters them wit h appropriate algorithms. For instance, a voting policy
can be used. Thesepoliciesare well known in the literat ure, in particular in
the distributed fault tolerant community. Among them, werecall the solutions
to the Byzantine Generalsproblem [16], wherean agreement among mult iple
nodes is sought in the presenceof faults. To validate a voting algorithm we
can apply the results presented in [2].

A set of rul es is given, describingall the possible communication patterns
among pairs of objects, depending on the respective integrity levels. We list
them in Table 1: we call A and B the invoking and the invoked objects,
respectively. The �rst part of the table considers invocation conditions. The
invocation is refusedif the speci�ed condition is not satis�ed. If it is accepted,
the invoked object (if an MLO) might have to change its integrit y level, as
shown in the secondpart of the table, whereinvocation e�ects are considered.
In the caseof read or read{write invocation, an answer is returned at the end of
the method execution. If the invoking object was an MLO, then the returned
data may decreaseit s integrit y level as follows: il (A) := min(il (A); il (B )).

The communicat ion mo del is basedon the notion of method invocation.
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Condit ions A& B SLOs A SLO, B MLO A MLO, B SLO A& B MLOs

A reads B il (A ) � il (B ) il (A ) � maxil (B ) min il (A ) � il (B ) min il (A ) � maxil (B )

A wri tes B il (B ) � il (A ) always il (B ) � il (A ) always

A r-w B il (A ) = il (B ) il (A ) � maxil (B ) min il (A ) � il (B ) � il (A ) min il (A ) � maxil (B )

E� ect A SLO, B MLO A& B ML Os

A reads B
min il (B ) := il (A );

il (B ) := maxil (B )

min il (B ) := min il (A );

il (B ) := maxil (B )

A wri tes B il (B ) := min (il (A ); maxi l (B )) il (B ) := min (il (A ); maxi l (B ))

A r-w B min il (B ); il (B ) := il (A )
min il (B ) := min il (A );

il (B ) := min (il (A ); maxi l (B ))

Table 1
Condition s to be satis�ed for a method invocation to be accepted, and the e�ec t

on the level of objects after acceptance.

Method invocations are assignedan integrit y level too. In particular, read,
write and read{write requestsare consideredas abstractions of any method,
with respect to the e�ect on the state of objects. The level of a write request
corresponds to the level of the data which are writt en, the level of a read
requestcorresponds to the minimum acceptable level of the data to be read.
Read{write requestsare assignedtwo integrity levels, one for read and one for
write.

3 Formal Valida ti on Metho dology

The Multiple Levels of Integrit y policy has been validated according to the
following steps. We follow the same methodology to validate the casestudies.

{ Formal speci�cation of the mechanism using the CCS processalgebra [17].
Processalgebras are basedon a simple syntax and are provided with a
rigorous semant ics de�ned in terms of LabeledTransit ion Systems(LTSs).
Processalgebras are well suited to describing interact ion policies, since
a policy de�nition abstracts from the functionalities of the objects, and
the relevant events to be speci�ed are the object invocations (the actions)
which may change the object integrit y level (t he state). In Table 2 we
present the subsetof the CCS operators used in the following.

{ Use of the ACTL temporal logic [10] to describe the desired properties.
ACTL is a branching-time temporal logic whose interpretation domains
are LTSs. It is the action basedversion of CTL [13] and is well suited to
expressingthe properties of a systemin terms of the act ions it performs.
We use a fragment of ACTL, given by the following grammar, where �
denotesa state property:
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a : P Action pre�x Action a is performed, and then processP is exe-
cuted. Action a is in Act �

P + Q Nondeterministic choice Alt ernative choice between the behaviour of pro-
cessP and that of processQ

P k Q Parallel composit ion Interleaved executions of processesP and Q. The
two processes synchronize on complementary in-
put and output actions (i.e. actions with the same
name but a di� erent su� x)

P n a Action restriction The action a can only be performed with in a syn-
chronization

P = P0 Processde� niti on It includesrecursion

Table 2
A fragment of CCS syntax

� ::= true
�
� � & � 0

�
� [� ]�

�
� AG �

�
� A[� f � gUf � 0g� 0]

In the above rules � is an action formula de�ned by:

� ::= true
�
� a

�
� � _ �

�
� � � for a 2 Act

We provide here an informal descript ion of the semantics of ACTL oper-
ators. The formal semantics is given in [10]. Any state satis�es tr ue. A
state satis�es � & � 0 if and only if it satis�e s both � and � 0. A state
satis�es [a]� if for all next states reachable with a, � is true. The meaning
of AG � is that � is t rue now and always in the futur e.

A state P satis�es A[� f � gUf � 0g� 0] if and only if in each path exiting
from P, � 0 will eventually be executed. It is also required that � 0 holds
after � 0, and all the intermediate states satisfy � ; �nally , before � 0 only
� or � actions can be executed. A useful formula is A[� f tr uegUf � 0g� 0]
where the �rst action formula is true: this means that any action can be
executedbefore� 0.

{ Generation of the (�nite state) model. To this end, we use the tools of
the JACK (Just Another Concurrency Kit ) veri�ca tion environment [3],
which is basedon the use of processalgebras, LTSs, and temporal logic
formalisms, and supports many phasesof thesystemsdevelopment process.

{ Model checking of the ACTL formulae against the model, using the model
checker for ACTL available in JACK , FMC.

3.1 Validation of the Multiple Levelsof Integrity policy

The Multiple Levels of Integrit y policy has to guarantee that the interaction
among di�eren t components doesnot a�e ct the overall con�dence of the appli-
cation, i.e., that a non{critica l component doesnot corrupt a critical one. In
particular, data of a low integrity level cannot 
o w to a higher integrit y level
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(unlessthrough a Validation Object). This condition should hold for isolated
objects and in any schemaof interaction amongobjects. In [14], the following
properties have beenvalidated:

(i) An object with intrinsic level i cannot provide answersof level j > i .

(ii) An object with intr insic level i does not accept read requestsof level
j > i .

(iii) If an MLO with intrinsic level i receives a read request of level j � i ,
and, to serve the request , it invokes with a read request a third object
of intrinsic level maxil smaller than j , then it cannot answer the initial
request. Indeed, its level is decreased to the maxil value of the third
object becauseof the new data received.

(iv) If an MLO with intrinsic level i receives a read request of level j � i ,
and then a write request of level k < j , then it can stil l answer the
read request. In other words, it s level is not decreased by the concurrent
invocation.

4 A concept of int erface

The model proposedin [14] assumesthat all the components of a systemand
their relationships are known. This assumption cannot be satis�ed in the case
of web sit e speci�cation, since in most caseswe only analyze a pieceof the
system,while of the remaining components we only know the interfacetoward
the components of interest. We therefore needto de�ne a formal concept of
interface for a component of a system expressedin the CCS process algebra.
This is accomplished using the restriction operator together wit h a dummy
processwhich simulates the rest of the world. To be more precise,let P be
a processover the set of act ions ActP . We could image to have a processW
describing the rest of the world, thuswe would like to verify the overall system
P k W. Of course,this is not possible, sincewe cannot specify all the possible
components. Actually, sincewe are not interested in other communications
than those among our process P and the rest of the world, we can restrict
ourselves to study the process (P k W) n (ActW r ActP ), where ActW is
the set of actions of W. But this is equivalent to considering the process
P k (W n (ActW r ActP )). Our idea is to consider, instead of the process
W n(ActW r ActP ) its interface toward P. To this aim, we need to introduce
the notion of dummy process, that we useto separate the proper interface of
W we are interestedin. Let DW;P be the dummy process

DW;P = a1 : DW;P + a2 : DW;P + : : : + an : DW;P (1)

where f a1; : : : ; ang = ActW n ActP . We de�ne the interface of W w.r.t. P
the processWP = (WjjDW;P ) n (ActW r ActP ). Actually, for our purpose,
any processtrace-equivalent to WP would su�ce, that is any process which
exhibits the samebehaviour w.r.t. P when we observe only the tracesof the
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system. In the following, we call interface any of such processes. Thus, given
any interface I of W w.r.t. P, we simply considerthe systemPjj I .

For example, given P=?re quest :!ask google :?re ad google :!re pl y we
do not want to observe the interaction of the Google web site wit h the rest
of the world, then we may choose ?ask google and !re ad google as the only
actions we are interestedin, and which shouldbe described in the interfaceof
Google.

Our aim is to verify ACTL formulas on processesde�ned by CCS agents.
Sincewe adopt the above conceptof interface, we are particularly interested
in thoseformulas such that , onceproved for P k I , whereI is any interfaceof
W w.r.t. P, they also hold for PjjW. It is well{known that every formula in
ACTL which doesnot contain any existential path quanti�er E and negation
� , enjoys the above property, since we can observe only the tr acesof the
system. This motivates our choice of the ACTL fragment, as presented in
Section3.

5 Case Study : t he Travel A gency

Our �rst casestudy concernsthe modeling and analyzing of the archit ecture
of the subset of the Web, which is of interest for a user willing to organize a
travel by booking 
igh ts and hotels. The userinteracts with an on{line tr avel
agency. The tr avel agency, in turn, accesses the web sites of air companies,
tour operators, singlehotels aswell asother travel agenciesspecialized in hotel
booking, and soon. Here, we considera simpli�ed scenario, with two reliable
sites,namely thoseof the travel agencyand the air company Alit alia 4 , and a
fairly reliable hotel booking site.

We model Alitalia and the travel agencyas MLOs with maxil 3, called
ALIT ALIA3 and TA3, respect ively, and the hotel booking site as HOTELSEEK,
an MLO with maxil 2. All these sit es are supposed to interact and receive
data from many distinguishedother components. We want them to perform
their job even if the received data have a lower integrit y level. At the same
time, we recall that MLOs cannot store data: we can imagine that these
components interact with some private SLOs,whereto store the information
of any �nalized reservation. To exemplify this, we specify the SLOs of the
travel agency, and call them disks. Since the travel agency is an MLO of
level 3, it may be at any level when accessing it s disks with a write request .
We hence introduce 4 disks, one for each integrity level. They are speci�ed
parametrically by the processDISKx. We also needa disk manager, speci�ed
as an MLO of level 3, in order to choose the right DISKx according to the
integrit y level.

4 Disclaimer: The company namesand the integrit y level we use, are freely intr oduced for
the purposesof the example, and have no correspondence with the reliabili ty of the actual
sites, when they exists.
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3TA

Alitalia 3

Disk0

Disk1 Disk2

Disk3

2
HotelSeek

DiskManager
3

Fig. 2. The travel agencyarchitecture.

The architecture of the resulting system is described in Figure 2. The full
speci�cat ion is given below, by instantiating the processde�ned in [14]. A
disk canreceivea readrequestwhenthe travel agencyneedsto accessprevious
reservations. re ad re quest x is a read request action of level x. In general,
this meansthat the invocation was issuedeither by an SLO with x as il or by
an MLO with x as minil . A disk can receive a write request too, when the
travel agencyneedsto store a new reservation. Only requests at level x are
served. A writ e requestat a di�eren t level will be served by another disk.

DISK_MANAGER(3)=
?read_data(y). !read_disk(y).!answer_data(y).DISK_MANAGER(3) +
?write_data(y).!write_disk(y).DISK_MANAGER(3)

DISK_0 = ?read_disk(0).DISK_0 +
?write_disk(0).DISK_0

DISK_1 = ?read_disk(1).DISK_1 +
?write_disk(1).DISK_1

DISK_2 = ?read_disk(2).DISK_2 +
?write_disk(2).DISK_2

DISK_3 = ?read_disk(3).DISK_3 +
?write_disk(3).DISK_3

The agent HOTELSEEKacceptsread{writ e hotel reservation requests, and
write{o nly con�rmat ion requests. r w hr eserv ey;z denotes a request issued
either by an MLO with y as minil and z as il or by an SLO wit h il = y = z.
Variable y denotesthe read level of the request,variable z denotes the write
level. w conf irm y denotes a write request of level y, issuedby an object with y
as il . Hotel reservation requestsare served asspeci�ed by processHOTEL RES.

HOTELSEEK(2)= ?r_w_hreserve(y,z).!hotel.(
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( [y <= z] [z <= 2] HOTEL_RES(y,z,2) ) +
( [y <= 2] [2 <= z] HOTEL_RES(y,2,2) ) +
( [y > 2] !answer_hres(-1). HOTELSEEK(2)) ) +

?w_confirm(y). HOTELSEEK(2)

HOTEL_RES(min,il,max) =
( [min <= 0] [0 <= il] !answer_hres(0). HOTELSEEK(2)) +
( [min <= 1] [1 <= il] !answer_hres(1). HOTELSEEK(2)) +
( [min <= 2] [2 <= il] !answer_hres(2). HOTELSEEK(2)) +
( [min <= 3] [3 <= il] !answer_hres(3). HOTELSEEK(2)) +
!answer_hres(-1). HOTELSEEK(2)

The Alitalia speci�cation is very simple. A web site such as the Alita lia
one can be implemented using a groupware protocol. These protocols ad-
dress,amongothers, the concurrency control problemsthat arise in systems
with multiple users(namely, groupware systems[1,12]) whoseactions may be
con
icting . A typical example is to reserve the sameseatto two or more users
that are concurrently booking a 
ig ht. The high integrity level of the Alit alia
site can be guaranteed by formally specifying the protocol and by proving
the non interference properties of interest . Validation can be done by model
checking using, for instance, the results given in [18] wheresomepropertiesof
a public subscribe groupware protocol have beenproved.

ALITALIA(3) = ?r_w_freserve(y,z). !flight.
[y <= z] !answer_fres(z). ALITALIA(3) +

?w_confirm(y). ALITALIA(3)

Finally, the travel agency.

TA(3) = ?r_w_booktravel(y,z). [y <= z] TA_BOOK(y,z,3) +
?r_infotravel(y). TA_INFO(y,3,3)

TA_BOOK(min,il,3) = F_BOOK(min,il,3) +
H_BOOK(min,il,3) +
F_BOOK(min,il,3).H_BOOK(min,il,3)

F_BOOK(min,il,3) = !r_w_freserve(min,il). ?answer_fres(x).
( [x < min] !answer_booktravel(-1). TA(3) +

[min <= x] [x <= il] TA_FINALIZE(min,x,3) +
[il <= x] TA_FINALIZE(min,il,3) )

H_BOOK(min,il,3) = !r_w_hreserve(min,il). ?answer_hres(x).
( [x < min] !answer_booktravel(-1). TA(3) +

[min <= x] [x <= il] TA_FINALIZE(min,x,3) +
[il <= x] TA_FINALIZE(min,il,3) )

TA_FINALIZE(min,il,3) = !write_data(il). !w_confirm(il).
!answer_booktravel(il). TA(3)

TA_INFO(min,3,3) = !read_data(min). ?answer_data(x).
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( [x < min] !answer_info(-1). TA(3) +
[x >= min] !answer_info(x). TA(3) )

We also need to specify a generic user of the system, which can ask for
information or book a travel.

User(x) = !info. ( ( !r_infotravel(x). ?answer_info(y).
( ( [y < 0 ] !failure. User(x) ) +

( [y >= 0 ] !success. User(x) ) ) ) +
!book. ( !r_w_booktravel(0,x). ?answer_booktravel(y).

( ( [y < 0 ] !failure. User(x) ) +
( [y >= 0 ] !success. User(x) ) ) ) )

In our test, we use a generic process consisting of the travel agency, the
air company, the hotel booking site, a generic userof level 2 and the disks.

( HOTELSEEK(2)|| ALITALIA(3) || TA(3) || User(2) || DISK_MANAGER(3)
|| DISK_0 || DISK_1 || DISK_2 || DISK_3 ) \read_data \answer_data

\write_data \answer_hres \r_w_hreserve \w_confirm \r_w_freserve
\answer_fres \r_w_booktravel \r_infotravel \answer_booktravel
\answer_info \read_disk \write_disk

The only non restricted actions are in fo ; book; hote l and fl ig ht . There-
fore we will usethem when specifying the ACTL formula. As a �rst example,
we want to prove that, if a client requiresa booking service(action !book),
the travel agency will eit her book an hotel (act ion !hote l ) or a 
ig ht (act ion
!fl ig ht ) before any positive answer (action !success). Formally, we require
to verify the following ACTL formula:

AG[ !book ] A [ true { ~ !success } U { !hotel | !flight } true ]

The result of the model checker is that the formula is tr ue and that 153
states hasbeenobserved. The following formula:

AG[ !info ] A [ true { ~ !success } U { !hotel | !flight } true ]

states that at any requestof information will follow the booking of an hotel
or a 
igh t. Of course,in this casethe result of the model checker is that the
formula is false.

6 Case Study : Peer to Peer Vali dati on Service

Weheredescribea peer to peerarchitecture that a usercan query to download
a video. This is a simpli�ed instance of the concreteproblem of identifying
remote �le content beforedownloading in peer to peer systems,where some
or all of the peersare untrusted, or content-based accesscontrol has to be
enforced. In the example we assumethat two peersexist, at level 1 and 2
respectively. Moreover, the systemincludestwo refutation lists which collect
information of help to know whether the expected content of a �le corresponds
to the �le name. The download is �ltered by a Validation object that �r st
looks for the video wit h a re ad vi deo request,and then validates the answer
by querying the refutation lists. The systemis described in Figure 3.
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Fig. 3. The Peer to Peer Validation Service architecture.

A peer's answer to a re ad vi deo request carries two values: the peer
integrit y level, and an integer holding � 1 if the peerdoesnot have the video,
a di�eren t value otherwise. If the video is not found from both peersP, the
validator VOsendsa negative answer to the user, otherwise it validates the
video content with the help of the clausesof the agents VAL and VAL2. This
involvesquerying one or more of the refutation lists processes RL.

In the example, we abstract from actual validation algorithms in VAL and
VAL2, and show a completelynon-deterministic behaviour that can be re�ned
in any concretesolution. Our validation approach is composit ional: to prove
the correctnessof the �na l system, we only need to validate the re�nement
step. Indeed,the abstract behaviour of the VOspeci�ed herecorrespondsto the
interface of any actual validat ion object, wit h a speci�c validation algorithm
demandedto the VAL agent.

To complete the example description, we assume that peers perform a
visible act ion vi deo when the video is available, and the user performs the
visible act ions st ar t at search beginning, then success, or fa il ure. The
last two actions discriminate the caseswherea valid video wasfound from the
caseswhereeither no video was found, or the video content was not correct.
P(x) = ?read_video(y). ( ( [y <= x] (!video. !answer_video(x,x). P(x) +

!answer_video(x,-1). P(x) ) ) +
( [y > x] !answer_vid eo(-1,-1). P(x) ) )

RL(x) = ?query_video(y) . ( ( [y <= x] !query_answer(x). RL(x) ) +
( [y > x] !query_answer(-1). RL(x) ) )

VO(x) = ?user_req(y). ( ( [y <= x] !read_video(0). ?answer_video(z ,w).
( ( [z = -1] !user_ans wer(-1). VO(x) ) +

( [z >=0] VAL(x,w) ) ) +
( [y > x] !user_ans wer(-1).VO(x) ) ) )

VAL(x,w) = [w = -1] !us er_answer(-1). VO(x) +
[w >= 0] ( !query_vide o(0). ?query_answer(y).
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( !user_answer(x). VO(x) +
!user_answer(-1). VO(x) +
VAL2(x) ) )

VAL2(x) = !query_video( 0). ?query_answer(y). ( !user_answer(x). VO(x) +
!user_answer(-1). VO(x) )

User(x) = !start. !user _req(x). ?user_answer(y).
( ( [y < 0 ] !failure . User(x) ) +

( [y >= 0 ] !success. User(x) ) )

net Net = ( VO(3) || P(1) || P(2) || RL(1) || RL(2) || User(1) )
\read_video \query_vid eo \user_req \answer_video \query_answer
\user_answer

The validation processhas lead to the generation of a model with 524
states, against which the following properties have been checked, returning
the expectedresults.
AG[ !start ] A [ true { ~ !start } U { !failure | !video } true ]
-- The formula i s TRUE --

AG[ !start ] A [ true { true } U { !video } true ]
-- The formula i s FALSE --

7 The invert ed Tur ing Test

The Inverted Turing test, proposed by Watt[ 19] as an alternat ive to the con-
vent ional Turing Test for arti�c ial intelligence,requires:

� to put a systemin the role of the observer;
� the observer to discriminate betweenhumansand machines.

The machine that wants to mimic humansshouldshow naive psychology, that
faculty which predisposes us to anthropomorphism and enablesus to ascribe
intelligence to others. An example test is the one that asksmany questions
like \ how close is a building to a house,how closeis a hotel to a house,how
closeis a lodge to a house, how close is a cavern to a house", with answers
in a �nit e range, say 1{100. The observer compares the answers to a table
obtained by making the samequest ions to a su�cien t ly large population.

A variant of the Inverted Turing Test is the Editing Test [9], often used
to discriminate humansfrom machines when assigning a new e-mail address.
It is based on the so-calledinterpretativ e asymmetry, that is the asymmetry
of the skillful way in which humans \r epair" de�ciencies in speech, writt en
texts, handwrit ing, etc., and the failure of computers to achieve the same
interpretative competence. For instance, an optical sequenceof characters
like the one in Figure 4 is printed on the screen,and the observed entit y is
asked to type the characters with the keyboard.
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Fig. 4. The editing test: only humans are supposed to read the sequenceof charac-
ters.

Provider
33ITT

Fig. 5. The architecture of the subset of the WEB including an Inverted Turing
test.

The component implementi ng the Inverted Turing test can be modeledin
our framework as a validation object. The archit ecture of the subset of the
WEB of interestcanbemodeledasdescribedin Figure 5: thevalidation object
intercepts the interactions betweenthe entit y (human or machine) asking for
an e-mail address.

8 Concl usion

We have proposed a formal method to describe web applications by means of
a process algebrawhich can be automatically veri�ed by a model checker. By
consideringa fragment of theACTL logic which doesnot contain negation and
existential path quanti�cat ion, we can intr oduce a formal notion of interface
which allows us to prove properties expressedby temporal formulae in a mod-
ular way. We exploit the notion of validation object proposed in fault tolerant
system veri�c ation and show examplesof web applications where validation
objects play a fundamental role. We describe in details two case studiesval-
idating some formulae wit h the help of the FMC model checker. Moreover,
we brie
y sketch another example where a commonly used web application
can be easily modeled as a validation object. As a futur e work, we intend
to investigate the possibility to separately verify di� erent parts of the system
and to composethe result s.
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Abstract

In this paper we show how we can useformal methods for describingand analyzing
the behavior of WebServices,and morespeci¯cally thoseincluding time restrictions.
Then, our starting point are Web Servicesdescriptions written in WSCI - WSCDL
(XML-based description languages). These descriptions are then translated into
timed automata, and then, we usea well known tool that supports this formalism
(UPPAAL) to simulate and analyze the system behavior. As illustration we take a
particular casestudy, a travel reservation system.

1 In tro duction

Nowadays the society model is changing. Our society is basedon the infor-
mation exchangedue to the growth of Internet and Telecommunications. For
examplein the EuropeanUnion the annual expenditure on ICT (Information
and Communication Technology) amounted to an estimatedof more than 500
billion EUR which was approximately 6% of total GrossDomestic Product.
And the Internet accesshas increasedfor householdand enterprises. In 2003,
the accesslevel of householdto the Internet was45%. The accessof enterpris-
erswashigher, reaching in somecountries over 90%of all enterprises(source:
EUROSTAT [8]).
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Due to this changein the society model it becomesnecessaryto increase
the research in the development of systemsbasedin Internet, whoseobjective
is to develop solutions for automating their peer-to-peercollaborations, in an
e®ort to improve productivit y and reduceoperating costs.

Thus, in the last yearssomenew techniquesand languagesfor developing
this kind of distributed systemshaveappeared,such asthe ExtensibleMarkup
Language,XML [14], and somenew Web Servicesframeworks [5,9,15] for de-
scribing interoperabledata and platform neutral businessinterfaces,enabling
more open businesstransactionsto be developed.

Web Servicesare a key component of the emerging,looselycoupled,Web-
basedcomputing architecture. A Web Serviceis an autonomous,standards-
basedcomponent whosepublic interfacesarede¯ned and describedusingXML
[11]. Other systemsmay interact with a Web Servicein a manner prescribed
by its de¯nition, using XML basedmessagesconveyed by Internet protocols.

The Web Servicesspeci¯cations o®er a communication bridge between
the heterogeneouscomputational environments usedto develop and host ap-
plications. The future of E-Businessapplications requiresthe abilit y to per-
form long-lived,peer-to-peercollaborationsbetweenthe participating services,
within or acrossthe trusted domainsof an organization.

The Web Service architecture stack targeted for integrating interacting
applications consistsof the following components [11]:

² SOAP[ 9]: It de¯nes the basic formatting of a messageand the basic de-
livery options independent of programming language,operating system,or
platform. A SOAP compliant Web Serviceknows how to sendand receive
SOAP-basedmessages.

² WSDL[ 15]: It describes the static interface of a Web Service. Then, at
this point the messageset and the messagecharacteristicsof end points are
herede¯ned. Data typesare de¯ned by XML Schemaspeci¯cations, which
support rich type de¯nitions and allow expressingany kind of XML type
requirement for the application data.

² Registry[ 5]: It makesvisible an available Web Serviceand allows the ser-
vice requestersto discover it by meansof relatively sophisticatedsearching
mechanims. It alsodescribesthe concretecapabilities of a Web Service.

² Securit y layer: Its goal is to ensurethat exchangedinformations are not
modi¯ed or forged in a veri¯able mannerand that parties can be authenti-
cated.

² Reliable Messaging layer: It providesa reliable layer for the exchangeof
information betweenparties, guaranteeing the delivery of information with
an exactly-oncesemantics.

² Con text, Coordination and Transaction layer: It de¯nes interopera-
ble mechanismsfor propagating context of long-lived businesstransactions
and enablesparties to meet correctnessrequirements by following a global
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agreement protocol.
² Business Pro cessLanguages layer[2,3]: It describesthe executionlogic

of Web Servicesbasedapplications by de¯ning their control °ows (such as
conditional, sequential, parallel and exceptionalexecution)and prescribing
the rules for consistently managingtheir non-observable data.

² Choreograph y layer[11]: It describescollaborations of parties by de¯n-
ing from a global viewpoint their commonand complementary observable
behavior, where information exchangesoccur, when the jointly agreedor-
dering rules are satis¯ed.

The Web ServicesChoreography speci¯cation is aimedat the composition
of interoperable collaborations between any type of party regardlessof the
supporting platform or programming model used by the implementation of
the hosting environment.

Web Servicescover a wide range of systems,which in many caseshave
strong time constraints (for instance, peer-to-peer collaborations may have
time limits to be completed). Then, in many Web Servicesdescriptionsthese
time aspectscanbecomevery important. Actually, they arecurrently covered
by the top level layers in Web Servicesarchitectures with elements such as
time-outs and alignments. Time-outs allow to each party to ¯x the available
time for an action to occur, while alignments are synchronizations between
two peer-to-peerparties.

Thus, it becomesimportant for Web Servicesframeworks to ensurethe
correctnessof systemswith time constraints. For instance, we can think in
a failure of a bank to receive a large electronic funds transfer on time, which
may result in huge ¯nancial losses. Then, there is growing consensusthat
the useof formal methods, development methods basedon someformalism,
could have signi¯cant bene¯ts in developingE-businesssystemsdueto the en-
hancedrigor thesemethods bring [10]. Furthermore, theseformalisms allow
us to reasonwith the constructedmodels,analysingand verifying someprop-
erties of interest of the described systems.One of theseformalismsare timed
automata [1], which are very usedin practice and there are somewell-known
tools supporting them, like UPPAAL [6,7,12] and KHRONOS [4].

Then, our goal with this paper is to describe how we can verify Web
Serviceswith time constraints using model checking techniques. This veri¯-
cation processstarts from the top level layers of Web Servicesarchitectures
(BusinessProcessLanguageLayer and Choreography layer). The particular
BusinessProcessLanguagelayer that we usehere is the Web ServiceChore-
ography Interface(WS-CI) [2], and the concreteChoreography Layer that we
useis the Web ServiceChoreography Description Language(WS-CDL) [11].
Therefore,the starting point are speci¯cation documents written in WS-CDL
and WS-CI. However, thesedescription languagesare not very useful for the
veri¯cation process. Thus, these descriptions are translated into timed au-
tomata, and the UPPAAL tool is usedto simulate and verify the correctness
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of the system.
As illustration of this methodology of veri¯cation we usea particular case

study, which is an airline ticket reservation system,whosedescriptioncontains
sometime constraints.

The paper is structured as follows. In Section2 we present the casestudy
that will be usedto illustrate the methodology we proposefor the veri¯cation
of Web Serviceswith time restrictions. In Section 3 we describe WSCI -
WSCDL and how they are usedto describe the casestudy. In Section4 we
show how we can model the casestudy and we use the UPPAAL tool to
simulate and verify the system behavior. Finally, the conclusionsand the
future work are presented in Section5.

2 Case Study: Travel Reservation System

In this sectionwe present the casestudy that we considerin order to illustrate
our methodologyof veri¯cation. The scenarioconsistsof three participants: a
Traveler, a Travel Agent and an Airline Reservation System,whosebehavior
is as follows:

A Traveler is planning on taking a trip. Oncehe hasdecidedthe concrete
trip hewants to makehesubmits it to a Travel Agent by meansof his local Web
Servicesoftware (Order Trip ). The Travel Agent selectsthe best itinerary
according to the criteria establishedby the Traveler. For each leg of this
itinerary, the Travel Agent asksthe Airline Reservation Systemto verify the
availabilit y of seats(Verify Seats Availability ). Thus, the Traveler has the
choiceof acceptingor rejecting the proposeditinerary, and he can alsodecide
not to take the trip at all.

² In casehe rejects the proposeditinerary, he may submit the modi¯cations
(ChangeItiner ary ), and wait for a new proposal from the Travel Agent.

² In casehe decidesnot to take the trip, he informs the Travel Agent (Cancel
Itiner ary ) and the processends.

² In casehe decidesto accept the proposeditinerary (ReserveTickets), he
will provide the Travel Agent with his Credit Card information in order to
properly book the itinerary.

Once the Traveler has acceptedthe proposeditinerary, the Travel Agent
connectswith the Airline Reservation Systemin order to reserve the seats(Re-
serveSeats). However, it may occur that at that moment no seat is available
for a particular leg of the trip, becausesometime has elapsedfrom the mo-
ment in which the availabilit y check wasmade. In that casethe Travel Agent
is informed by the Airline Reservation System of that situation (No seats),
and the Travel Agent informs the Traveler that the itinerary is not possible
(Notify of Cancellation ). Oncemadethe reservation the Travel Agent informs
the Traveler (Seats Reserved). However, this reservation is only valid for a
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Fig. 1. Flow of the messagesexchanged.

period of just oneday, which meansthat if a ¯nal con¯rmation hasnot been
received in that period, the seatsare unreserved and the Travel Agent is in-
formed. Thus, the Traveler can now either ¯nalize the reservation or cancel
it. If he con¯rms the reservation (Book Tickets), the Travel Agent asksthe
Airline Reservation Systemto ¯nally book the seats(Book Seats).

According to the previousdescription, the high level °ow of the messages
exchanged within the global process(which is called PlanAndBookTrip ) is
that shown in Fig. 1, and a more completedescription, including the actions
performedby each participant is shown in Fig. 2.

3 The WSCI - WSCDL Description

The Web ServicesChoreography speci¯cation is aimed at being able to pre-
cisely describe collaborations between any type of party, regardlessof the
supporting platform or programming model used by the implementation of
the hosting environment. Using the Web ServicesChoreography speci¯cation,
a contract containing a "global" de¯nition of the commonordering conditions
and constraints under which messagesare exchanged is produced that de-
scribes,from a global viewpoint, the commonand complementary observable
behavior of all the parties involved. Each party can then usethe global de¯-
nition to build and test solutions that conform to it. The global speci¯cation
is in turn realizedby combination of the resulting local systems,on the basis
of appropriate infrastructure support.

In real-world scenarios,corporate entities are often unwilling to delegate
control of their businessprocessesto their integration partners. Choreography
o®ersa meansby which the rules of participation within a collaboration can
be clearly de¯ned and agreedto, jointly. Each entit y may then implement its
portion of the Choreography as determined by the common or global view.
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Fig. 2. Overall picture of PlanAndBookTrip .

Fig. 3. WS-CDL and WS-CI usage.

It is the intent of WS-CDL that the conformanceof each implementation to
the commonview expressedin WS-CDL is easyto determine. Figure 3 shows
a possibleusageof the Choreography Description Language. In the particu-
lar examplewe are using we take WS-CI as the BusinessProcessExecution
Layer (BPEL for short). However, beforethat we must provide the WS-CDL
description.
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WS-CDL describesinteroperablecollaborations betweenparties. In order
to facilitate thesecollaborations, servicescommit to mutual responsibilities by
establishingrelationships. Their collaboration takesplace in a jointly agreed
setof orderingandconstraint rules,whereby information is exchangedbetween
the parties. The WS-CDL model consistsof the following entities:

² Participan t T yp es, Role T yp es and Relationship T yp es: within a
Choreography the information is always exchangedbetweenparties within
or acrosstrust boundaries.A RoleTypeenumeratesthe observablebehavior
a party exhibits in order to collaborate with other parties. A Relationship
Type identi¯es the mutual commitments that must be made betweentwo
parties for them to collaborate successfully. A Participant Type is grouping
together thoseparts of the observable behavior that must be implemented
by the samelogical entit y or organization.

² Information T yp es, Variables and Tokens: Variables contain infor-
mation about commonly observable objects in a collaboration, such as the
information exchangedor the observable information of the Rolesinvolved.
Tokensare aliasesthat can be usedto referenceparts of a Variable. Both
Variables and Tokens have Types that de¯ne the structure of what the
Variable contains or the Token references.

² Choreographies : They de¯ne collaborations betweeninteracting parties:
¢ Choreograph y Life-line , which expressesthe progressionof a collab-

oration. Initially , the collaboration is establishedbetween parties, then
work is performed within it and ¯nally it completeseither normally or
abnormally.

¢ Choreograph y Exception Blo ck, which speci¯es the additional inter-
actions should occur when a Choreography behavesin an abnormal way.

¢ Choreograph y Finalizer Blo ck, which describeshow to specify addi-
tional interactions that should occur to modify the e®ectof an earlier
successfullycompletedChoreography (for exampleto con¯rm or undo the
e®ect).

² Channels : They establisha point of collaboration betweenparties by spec-
ifying whereand how information is exchanged.

² Work Units : They prescribe the constraints that must be ful¯lled for
making progressand thus performing actual work within a Choreography.

² Activities and Ordering Structures : Activities arethe lowest level com-
ponents of the Choreography that perform the actual work. Ordering Struc-
turescombineactivities with other Ordering Structuresin a nestedstructure
to expressthe ordering conditions in which information within the Chore-
ography is exchanged.

² In teraction Activit y : It is the basic building block of a Choreography,
which results in an exchangeof information between parties and possible
synchronization of their observable information changesand the actual val-
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<interaction name="reservation&booking"
channelVariable="travelAgentAirlineChannel"
operation="reservation&booking"
align="true"
initiate="true" >

<participate relationshipType="TravelAgentAirline"
fromRole="TravelAgent" toRole="Airline" />

<exchange name="reservation"
informationType="reservation" action="request" >

<send variable="tns:reservationOrderID" causeException="true" />
<receive variable="tns:reservationAckID" causeException="true" />

</exchange>
<exchange name="booking" informationType="booking" action="respond" >

<send variable="tns:bookingRequestID" causeException="true" />
<receive variable="bookingAckID" causeException="true" />

</exchange>
<timeout time-to-complete="24:00" />
<record name="bookingTimeout" when="timeout" causeException="true" />

<source
variable="AL:getVariable('tns:reservationOrderCancel', '', '')" />

<target
variable="TA:getVariable('tns:reservationOrderCancel', '', '')" />

</record>
</interaction>

Fig. 4. Part of the WS-CDL speci¯cation

uesof the exchangedinformation.
² Semantics : It allows the creation of descriptions that can record the se-

mantic de¯nitions of every component in the model.

Figure 4 shows a part of the WS-CDL document that describesour case
study. This part shows the relationship between the Airline and the Travel
Agent. We can seethat this interaction description determinesthat the max-
imum time a reservation is available is just of oneday.

3.1 WSCI

WSCI is an interfacedescription language.It describesthe observable behav-
ior of a serviceand the rules for interacting with the servicefrom outside. It
is not an executablelanguagebut it is preciseand unambiguousenough.

The observable behavior of each party in a messageexchangeis described
independently of the others.

The basicconstruct of WSCI is the Action, which is bound to someWS-
CDL operation.

The main conceptsin WSCI languageare the following:

In terface: WSCI maps the description of a web serviceto the notion of in-
terface.

Activities and choreograph y of activities: WSCI describesthe behavior
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of a Web Service in terms of choreographedactivities. A choreography
describestemporal and logical dependenciesamongactivities, whereatomic
activities represent the basicunit of behavior of a Web Service.

Pro cessesand units of reuse: A processis a portion of behavior labeled
with a name. It can be reusedby referencingits name.

Prop erties: It allows us to referencea value within the interface de¯nition.
They are the equivalent of variableson other languages.

Con text: It describesthe environment in which a setof activities is executed.
Each activit y is de¯ned in exactly onecontext de¯nition.

Message correlation: It describes how conversations are structured and
which properties must be exchangedto do the servicecorrectly.

Exceptions: The de¯niton of exception is part of the context de¯nition.
There are three kinds of exceptionsand when an exceptionoccurs the cur-
rent context must terminate after the activities associated with the excep-
tion have beenperformed.

Transactions and comp ensation activities .- A transaction assertsthat
a set of activities is executedin an all-or-nothing way. A transaction may
declarea set of compensationactivities that will be executedif the trans-
action hascompletedsuccessfully, but needsto be undone.

Global mo del: The global model is described by a collection of interfacesof
the participating servicesand a collection of links betweenthe operations
of communicating services.

3.2 Example. Travel ReservationSystem

We now present the modeling details for the casestudy under consideration.

3.2.1 Travel Agent Interface
The model for the travel agent has the following elements:

² The main activities of the travel agent are represented via nestedprocesses.
² The iterativ e processesare described by meansof while activities.
² We use exceptions to capture the withdrawal of the trip request or the

reservation request.
² The interface usestwo di®erent correlations, which identify the samecon-

versation involving the travel agent with both the traveler and the airline
reservation system.

Figure 5 shows a part of travel agent speci¯cation, in which an exception
to handle the reservation timeout is de¯ned.
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...
<context>
<process name="BookSeats" instantiation="other">
<action name="bookSeats"

role="tns:travelAgent"
operation="tns:TAtoAirline/bookSeats">

</action>
</process>
<exception>
<onMessage>
<action name="ReservationTimeOut"

role="tns:TravelAgent"
operation="tns:TAtoAirline/AcceptCancellation">

<correlate
correlation="defs:reservationCorrelation"/>

</action>
<action name="NotifyOfTimeOut"

role="tns:TravelAgent"
operation="tns:TAtotraveler/NotifyofCancellation"/>

<fault code="tns:reservationTimedOut"/>
</onMessage>
...
</exception>
...
</context>

Fig. 5. Part of the Travel Agent Speci¯cation

3.2.2 Traveler Interface
The main top-level processdescribingthe Traveler is declaredwith instantia-
tion=other attribute to describe the fact that the traveler is actually the entit y
starting the messageexchange.Notice that the model capturesthe possibility
of cancelingthe reservation or the ticket booking, by meansof a new context
with a new exception.

We usea correlation to ensurethat both the travel agent and the airline
reservation systemknow how to ful¯ll the correlation requirements exhibited
by the traveler interface.

3.2.3 Airline ReservationSystem
The airline reservation systeminterface is modeled by an interface with two
top-level processes,both with the instantiation=messageattribute.

The seat reservation for each leg is de¯ned as a transaction which de¯nes
a compensationactivit y which probably will withdraw the reservations for all
seats.

Figure 6 shows a part of the speci¯cation (the timeout control).
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...
<sequence>
<context>
<exception>
<onTimeout property ="tnsd:expireTime"

type="duration"
reference="tns:ReserveSeats@end">

<compensate name="CompensateReservation"
transaction="seatReservation"/>

</onTimeout>
</exception>

</context>
...

</sequence>

Fig. 6. Part of the Travel Agent Speci¯cation

4 Mo deling, Simulation and Veri¯cation

The previousdescriptionscanbe translated into timed automata, thusobtain-
ing three automata, which correspond to the traveler, the travel agent and the
airline company. Theseautomata are shown in Figures 7, 8 and 9.

Start

ordertrip?

available?

change_itinerary!

cancel_itinerary!

reserve_tickets!

cancel_reservation!

book_ticket!

receive_statement?

notify_timeout?

receive_tickets?

accept_cancel?

no_available?

no_reservation?

no_reservation?

Fig. 7. Timed automaton for Traveler.

Notice the useof clock x in Fig. 8, to control when the reservation expires.
This clock is initialized oncereserved seat is done.

By meansof simulations we can check whether or not the systemmodel
holdsthe expectedbehavior. Thesesimulations aremadeby choosingdi®erent
transitions and delays along the systemevolution. At any moment during the
simulation, you can seethe variable valuesand the enabledtransitions that
you canselect.Thus, you canchoosethe transition you want to execute.Nev-
ertheless,you can alsoselecta random executionof transitions, and thus, the
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x<24

check_seats? available_seat!
reserve_seat?

reserve_seat_ok!
x:=0

x<24

book_seat?

no_available_seat!

x==24
timeout!

x<24
cancel_reserve_seat?

cancel_reserve_seat_ok!

book_seat_ok!

receive_tickets!

book_seat_no!

reserve_seat_no!

Fig. 8. Timed automaton for Airline Reservation System.

ordertrip!

available!

cancel_itinerary?

change_itinerary?

reserve_tickets?

reserve_seat!reserve_seat_no?

reserve_seat_ok?timeout?
notify_timeout!

check_seats!

available_seat?

no_available_seat?

no_available!

book_seat!
book_seat_ok?

receive_statement!

cancel_reserve_seat!

cancel_reserve_seat_ok?

accept_cancel!

book_seat_no?

book_ticket?

cancel_reservation?

timeout?

no_reservation!

no_reservation!

Fig. 9. Timed automaton for Travel Agent.

systemevolvesby executingtransitions and delays in a random way. We have
someother options in the Simulator. For instance,you can save simulations
traces that can be later usedto recover a speci¯c execution trace. Actually,
the simulation is quite °exible at this point, and you can back or forward in
the sequence.

Then, our main goal in the validation phaseof our casestudy is to check
the correctnessof the message°ow and time-outs, taking into account the
protocol de¯nition. We have made a number of simulations, and we have
concludedthat the systemdesignsatis¯es the expected behavior in terms of
the message°ow betweenthe parties.

Beforestarting the automatic veri¯cation, we must establishwhich are the
properties that the model must ful¯ll. We have divided theseproperties into
three classes:Safety, Livenessand Deadlocks. Theseproperties are speci¯ed
by meansof a Temporal Logic, and all of them have beenchecked by using the
UPPAAL tool. The temporal Logic usedby UPPAAL is described in [13].
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Safety Prop erties: They allow us to check if our model satis¯es somese-
curity restrictions. For example,if we have two trains that have to crossthe
samebridge, a security property is that both trains cannot crossat the same
time the bridge:

8¤ : (Train1:crossing ^ Train2:crossing) or

:9 §(Train1:crossing ^ Train2:crossing)

The main Safety properties for our casestudy are the following:

² The TravelAgent always sendsthe itinerary on traveler's demand:

8¤ Traveler:I tiner ary ) TravelAgent:sendItiner ary(1)
² The TravelAgent always changesthe itinerary on traveler's demand:

8¤ Traveler:ChangeI tiner ary ) TravelAgent:Perf ormChange(2)
² The TravelAgent always cancelsthe reservation on traveler's demand:

8¤ Traveler:CancelReservation !(3)
(TravelAgent:CancelReservtRcv ^ Air l ine:Perf ormCancel^

Air l ine:Clockx < 24)
² A reservation is only available 24 hours beforeperforming the booking:

8¤ (TravelAgent:Booking ^(4)
Air l ine:ReceiveBoking ^ Air l ine:ClockX < = 24)

² A Traveler always receiveshis tickets and the statement after the payment:

8¤ Traveler:PaymentPerf orm !(5)
(Traveler:F inish ^ Air l ine:SnddTckt ^ TravelAgent:SenddSttment )

Liv eness Prop erties: They intend to check that our model canevolve in the
right order. Returning to the train example,if a train approachesthe bridge,
sometime later the train will be able to crossit:

Train:approach! Train:cr ossed

LivenessProperties for our model are simple, for instance, if a Traveler
sendsa trip demand,sometime later the TravelAgent will sendthe itineraries.
Translating it into Temporal Logic we have:

Traveler:PlanOrder ¡ ! TravelAgent:SendI tiner ary(6)

Another livenessproperty of interest is the following: if a Traveler orders
a book within the next 24 hours after the reservation, the Airline performs
the booking. Translating it into Temporal Logic we have:

(Traveler:BookOdr ^ Air l ine:ClockX < 24) ¡ ! Air l ine:Perf ormB ook(7)

Deadlo cks: Theseare clear restrictions. We could check if our model is
deadlock free with the following formula:

8¤ : Deadlock(8)

189



Diaz et al

5 Conclusions and Future Work

In this paper we have shown how we can apply formal methods to ensurethe
correctnessof WebServiceswith time restrictions. Wehaveshown that wecan
translate the descriptionswritten in WSCI-WSCDL into timed automata, and
thus,wecanusethe UPPAAL tool to simulate and verify the systembehavior.

In the particular casestudy we have usedto illustrate how this method-
ology works (the airline ticket reservation system) this translation has been
mademanually, but our intention is to study if this translation can be made
automatically, and in that caseto implement a tool supporting this transla-
tion.
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Abstract

ESC/Ja va2 is a tool that statically detects errors in Java programsand that usesthe
Java Modeling Language(JM L) as its annotation language. ESC/Ja va2 can modu-
larly reason about the code of a Java Web-based Enterprise Application (WEA) and
uncover potential errors. In th is paper, we assessed the e�ectiveness of ESC/Ja va2
at helping developersincreaseWEA qualit y by detecti ng design and implementation
issues.
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1 In tro ducti on

The evolution of programming languages has allowed software engineers to
develop increasingly larger software systemswhile maintaining, or improv-
ing, product quality. This has beenachieved in part by increasingthe level
of abstraction of the languages, exploiting new paradigms (such as object-
orientedness), and enablingcompilers to perform static checks and/or embed
run-time checking code when the former is neither possiblenor pract ical. In
light of the above, one may ask: what will be the next programming language
and tool advancesthat are likely to go mainstream? We believe that for most
domains of application, these advancesare likely to include Design by Con-
tract (DBC) and Extended Static Checking (ESC). DBC can gradually be
integrated into projects as a lightweight formal method allowing developers
to becomeaccustomed to the method. Among others, lint-lik e [7] ESC tools
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| familiar to many programmers | can then make useof this extra formal
documentation to perform rapid and e�ectiv e checks.

Enterprise Applications (EAs) are generallycharacterizedby the largevol-
umeof data they manipulate, the business rulesthey embed, and their needto
integrate with other (often legacy) applications [6]. An important classof EAs
are web-basedenterprise applications (WEAs) that businessesand consumers
are increasingly coming to make use of | in the third quarter of 2004 alone,
retail e-commerce sales in the US have beenestimatedat $17.6 billion US, an
increaseof 4.7% from the previous quarter. This �gur e has been on the rise
since1999 [16].

This paper presents the preliminary results of a casestudy whosemain
goal is to assessthe e� ectivenessof ESC/ Java2 [1][2][4] at helping developers
increaseWEA quality by detecting design and implementation issues. In
doing so, we wrote lightweight JML speci�cat ions for somejavax and java.sql
classesthat can bereusednot only by ESC/Java2users,but by the whole JML
community. The subject of our study is a collect ion of WEAs mainly based
on a small framework (namedSoenEA) that hasbeenin use at Concordia for
almost two yearsnow in courseswhere WEA architecture and designis being
taught.

This paper is organized as follows. DBC, ESC and ESC/ Java2 are cov-
ered in Section 2. Section 3 reiterates our goals and presents the case study
including an explanation for our choiceof application domain. The remaining
sect ionso� er a discussionof the casestudy results,future work and conclusion.

2 Background

2.1 Designby Contract (DBC)

DBC is an approach to design which viewsthe relationship betweentwo classes
| a supplier and a client | as a formal agreement, or a contract [12]. Such
an agreement expresseseach party's rights and obligations. Contr acts usually
take the form of preconditions, post-conditions, and invariants.

Contracts are a form of module speci�cations. As such, it is possibleto
raise our level of trust of largescaleand complexsystemsif their contr actsare
unambiguous, correct, and veri�able. DBC is currently supported by the Ei�el
programming languageand somespeci�cation languages,including Behavioral
InterfaceSpeci�cat ion Languages (BI SLs).

A BISL is a language that can be used to accurately describe a module's
interface, hence,by de�ni tion, implementing DBC. The main characteristic of
a BISL is that it is tailored to a particular programming language. BISLs are
an interesting kind of speci�cation language,sincethey can be used to bridge
the gap betweenthe speci�cat ion and design activities of thesoftwaredevelop-
ment lifecycle. They alsoset the basisfor powerful and automatic veri�c ation.
Moreover, they are 
e xible, allowing them to be introducedincrementally, as
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// @requi res y >= 0;
publ ic st ati c in t i sqrt( in t y){

.. .
}

Fig. 1. Sample lightweight speci� cation

needed, to new developments as well as legacycode.
The Java Modeling Language (JML) is a Java BISL that is act ively being

developed by an international team of researchers who collaborate on the
language de�nit ion and tool implementation. Details on the latest tools and
applications can be found in [1]. Useof JML for DBC is described in [8].

JML speci�cations can be embedded in Java source�le as specially for-
matted comments or in external speci�cation �les. A JML expressionlook a
lot likea Java expressionsinceJML keepsmost of Java's syntax and semantics
[10]. Such a tight coupling between Java and JML lowersthe burden required
of developers to learn and useJML.

JML supports both lightweight and heavyweight speci�cat ions. Lightweight
speci�cat ions are less detailed and complete than heavyweight speci�cations
and are often composed of individual clauses,describing only one aspect of
the intendedbehavior. JML wasdesignedto support lightweight speci�cations
and hassemantics that allow most clauses to be omitted.

In JML, the speci�ca tions are usually writt en just before the methods.
Preconditions are represented by the requires clauseand the post-condition
by the ensures clause. Every clauseis a Boolean expression. Method calls
can be used in the speci�cation, but they must be calls to methods declared
as pure, i.e. that they have no side-e�ects [9].

Figure1 and Figure 2 show partia l and moredetailedspeci�cat ions,respec-
tiv ely, of an integer square root function. In the �rst case,the only constraint
is that the number must be a positive integer; however, in the later case,the
function is also guaranteed to return a number that is in the range [-y, y],
whosesquare is smaller or equal to y and whosesquare of the absolute value
increasedof 1 is greater than y.

2.2 Extended Static Checking (ESC)

While run-time checking codecancertainly be useful for detectingand report-
ing errors, it leaves developerswith the problem of handling them at run-t ime.
Whenever possible,it would be more desirable if those errors could be pre-
vented from occurring in the �rst place. Also, the earlier an error is found,
the lessexpensive it is to correct. Static program checkers allow us to detect
someof theserun-time errors by static program analysis.

There exists a wide variety of static checking tools ranging from simple
type checkers to formal program veri�er. ESC is a special class of checker
that, according to [11], generatesveri�cat ion conditions and logical formulas
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/* @publi c nor mal_b ehavi or
@ r equir es y >= 0;
@ ensure s - y <= \r esult
@ && \r esult <= y
@ && \r esult * \r esult <= y
@ && y < ( Math .ab s( \re sult) + 1)
@ * ( Math .ab s( \re sult) + 1) ;
@*/

publ ic st ati c in t i sqrt( in t y){
.. .

}

Fig. 2. Sample heavyweight speci� cation

/* @behavior
@ requi res t rue;
@ assig nable \ every thi ng;
@ ensur es t rue;
@ sig nals ( Exceptio n) tr ue;
@ ...
@*/

Fig. 3. Default (i.e. implicit) method speci� cation

from a given program and passesthem to an automatic theorem prover. Ideal
characteristics of ESC tools are completeness and soundnessi.e., catching
all the errors, and triggering no false alarms (by reporting an error where
there is none). On engineeringgrounds, such characteristicsare not neededto
bene�t from ESC, especially since meet ing such characterist ics would imply
over speci�cation and reducedperformancesof the checkers [11][5].

ESC tools warn the userwhen thereis an error or when the code doesnot
implement its speci�ca tion. By default, t rivial speci�cations are assumed.A
triv ial speci�cation implies that there are no special preconditions, that the
executionmay have any side e�ect, and that no speci�c post-condition should
be expected. A default speci�ca tion, if written in JML, would look like Figure
3 [9].

A falsealarm may indicate that the speci�cation is too weak and needsto
be strengthened. To do such a strengthening, the programmersneedto record
the designdecisions using the tool's annotat ion language that takes the form
of a comment in the code. According to Flanagan et al. the annotation burden
coupledwith the fact that un-annotated code generates an excessive quantit y
of warnings may lower the bene�t /e�ort ratio below the acceptable boundary
of the mainstream programmer [5].
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2.3 ESC/Java2

ESC/Java is an ESC tool for Java that was developed subsequent ly to the
ESC/Modula-3 tool. These two ESC tools cumulate more than 12 years of
experienceand have beensuccessfully applied to tens of thousands of lines of
code [11]. Even if ESC/Java usesa complex program veri�catio n technology,
it looks like a simple type checker for the programmer. Moreover, sinceit per-
forms modular checking (as opposedto whole-program checking) the level of
complexity can be kept at minimal level [2]. The second version of ESC/Java
featuresJML as its annotat ion language. Both heavy and lightweight speci�-
cations are understood. Like it s predecessor,ESC/Java2 is neither sound nor
complete.

Coupling ESCwith JML by usingthe phrasesfrom a speci�ca tion language
asthe ESCannotation language implies that the design decisionsare recorded
using a rich languageand that such speci�cations can be reused,expanded,
and passedto other JML tools-such as the runt ime assertion compiler of Iowa
University, JML RAC, and the formal program veri�catio n tool of Nij megen
University, LOOP [1]. Moreover, such an annotation language can take ad-
vantagesof all existing JML speci�cations in order to better reason about the
code it is checking.

An important feature of JML is its adoption of a behavioral subtyping
semantics [9] in which a method overriddenin a subclassis required to preserve
the contracts of its corresponding super classmethod [3]. In the next section
we ment ion how we believe behavioral subtyping can be usedto advantage.

2.4 Java Web-based Enterprise Application (WEA)

Most EnterpriseApplications(EAs) involvea signi�cant quantit y of persistent
data. Most often, databasesare usedto store and accessthat data. Another
characteristic of EAs is the high number of user interact ion screens. For
WEAs, Fowler recommendsusing the common three layered scheme, which
isolates the domain logic (also referredto as businesslogic) from the presenta-
tion and data sources [6]. An interestingaspect of Java WEAs, is that most of
them use the same small set of external libraries, super classesand interfaces
for user interaction (e.g. servlets.jar) and databaseaccess(e.g. java.sql.*).
Due to the behavioral subtyping semantics of JML, we believe that in such a
situation, the investment of specifying commonly usedsuper classesand inter-
facesshould reducethe e�ort required in specifying subclassesand lower the
number of false alarms thus allowing developers to identify potenti al faults
more easily.
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3 Case study

3.1 Goals and approach

The main goal of our casestudy hasbeento assessthee� ectivenessof ESC/Java2
at helping developersincrease software qualit y by detecting designand imple-
mentation faults. One of our early decisions was concerning the choice of
application area. We opted for WEAs becauseit is one of the most active
areas in Java development. We were also in
uenced by the availabilit y of
SoenEA, a small WEA framework that hasbeendeveloped over the past two
years for use in software archit ecture and designcoursesat Concordia Uni-
versity. SoenEA wraps code, such as the databaseconnect ion and the servlet
interface, so that students can use them easily without thorough knowledge
of thesetechnologies. The framework alsocomeswit h application samples.

Our study had two phases.During the �rst phasewe applied ESC/Java2
to the SoenEA coreand to sample applications that madeuseof the SoenEA.
We will refer to this package as A1. The purpose of the �rst phasewas to:

� gain experiencein using ESC/ Java2, while at the samet ime
� incrementally developing speci�cat ions for:

� A1 application
� SoenEA core
� javax and java.sql package modules used by A1.

ESC/Java2 performs modular checking [5][2] thus allowing us to work on
one A1 �le at a time. This is very useful as ESC/Java2 initia lly reported
hundredsof faults for A1. A1 contained1.6K source lines of code (SLOC), or
2.1K LOC.

The purposeof phasetwo wasto measurethe reduct ion in false alarms due
to the use of the annotat ed versions of SoenEA core, javax, java.sql modules
developed in phase1. In addition to the A1 package we analyzed two more
applications totaling 5K SLOC (or 7.6K LOC). We will refer to the latter as
the A3 package.

3.2 General results

These two phasesrequiredapproximately 4 person-weeks of e�or t (full- time).
At the conclusion of phaseI we had created:

� An annotated version of the A1 package (i.e. SoenEA core and the A1
application) . Overall this represented an increasein size by approximately
4% due to the annotations (i.e. about 100 LOC).

� Lightweight speci�cat ions for the javax and java.sql package modules-90
SLOC (379 LOC). These lightweight speci�cations consisted mostly of an-
notationsabout the classatt ributes and method arguments restricting them
to being non-null.
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In phase II, useof the created speci�cat ions reduced false alarms by 9%
on average for the A1 and A3 packages as compared to use of ESC/Java2
without the speci�cat ions.

In the subsect ions that follow we relate some of our experiences in speci-
fying the external libraries (javax and java.sql) as well as the SoenEA core.
The material presents issues of increasingcomplexity (to emulate, to some
extent, the order in which we usually had to deal with them). The �nal sub-
sect ion covers the most interesting faults reported by ESC/Java2 for the A1
application.

Before discussingthe number of faults uncoveredby ESC/Java2 it becomes
essent ial at this point to provide our de�nition of "fault" . By " fault" , we refer
to something that is wrong with respect to the intended useof a method (or
in general, a class). The intended useof a method is what is recorded in its
speci�cat ion. When there is no explicit documented speci�cat ion (be it formal
or informal), a default implicit speci�cation is assumed.A "fault" occurswhen
the code doesnot satisfy the speci� cation. According to DBC this can occur
either becausea client calls a method when the method's pre-condition is not
satis�ed or when a method returns and its post-condition is not satis�e d. A
falsealarm due to a missing explicit speci�cation will be recognizedasa fault
and named a speci�cation fault. False alarms over external libraries denote
missingspeci�cations in ESC/ Java2, whereasfalse alarms over user modules
denotetrue speci�cation faults.

3.3 Specifying javax, java.sqland the SoenEA core

ESC/Java2 performsstatic checking and reasoningusingthe JML annotations
present in the code or speci�cation �les. In the absenceof a speci�cat ion (as
would be the casefor a method of the javax classat the start of phaseI)
ESC/Java2 assumesthe default speci�cation (Section 2.2) which is very per-
missive and seldomsatisfactory. This implies that in the absenceof speci�ca-
tion, ESC/Java2 may trigger warnings, many of which would be falsealarms
or speci�cation faults. (Thankfully ESC/Java2 comeswith JML speci�cations
for the most common Java classes,which, e.g. prevents it from warning about
possiblenull dereferencesin the caseof a simple System.out.)

An example of a speci�cation fault that ESC/Java2reported early in phase
I is given in Figure 4. The correspondingcodeis given in Figure 5. ESC/ Java2
reports that the variable dbStatementcould be null at the indicated point in
line 35. This is not the casesince this variable is set to the return value
of db.preparedStatement() which always returns a referenceto an object [15].
This is a false alarm due to a lack of explicit speci�cation of preparedState-
ment().

Fixing this falsealarm is simple: we createan explicit speci�cation for the
method stating that it does not return a null result-seeFigure 6. Most of
the speci�cations created for javax and java.sql moduleswhereof this nature:
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soenEA.appli cati ons.a ssi gnment. a3. ts .TaskTDG: fi ndAll () .. .

-- -- --- -- --- -- -- --- -- --- -- --- -- --- -- --- -- -- --- -- --- -- --- -- -
.\ soenEA\appli catio ns\as si gnment\a 3\ ts\ TaskTDG.j ava:3 5:

Warn ing : Possi bl e nul l der efe re nce ( Null)
re tu rn dbState ment. execute Query ();

^
-- -- --- -- --- -- -- --- -- --- -- --- -- --- -- -- --- -- --- -- --- -- --- -- -

[0 .1 9 s 10054064 byte s] f ail ed

Fig. 4. Sample false alarm / speci�cation fault

publ ic cl ass TaskTDG {
.. .
publ ic st ati c Resul tSet fi ndAll ()
th ro ws Excepti on, SQLExceptio n {

Connect io n db = DbRegist ry .ge tDbConnectio n( );
PreparedStat ement dbStat ement =

db.p repar eStat ement (" SELECT * f rom " + TABLE_NAME);
re tu rn dbState ment. execute Query (); / / lin e 35

}
.. .

}

Fig. 5. TaskTDG code excerpt

package j ava.s ql ;

publ ic in ter fa ce Connect io n {

// @ensur es \r esult ! = nul l;
publ ic Prepare dStat ement prepar eStat ement (Stri ng sql)
th ro ws SQLExcept ion ;

}

Fig. 6. Sample lightweight spec created for Connecti on.preparedStatement()

i.e. specifying that arguments and or returned results would not be null.
ESC/Java2 is capable of static checking of far more properties but statically
detecting all possiblenull dereferenceswas deemedsu�cien t for this iteration
of the case study.

Like the speci�ca tions of the external libraries, the majorit y of the anno-
tations addedto the SoenEA core were of the samelightweight nature. This
allowedusto uncover somevery interest ing faults nonetheless,which wereport
in the next section.
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4 Speci�c design and impl ementa ti on faul ts

In this section wereport on the most interestingfaults uncoveredby ESC/Java2
in the A1 package (i.e. SoenEA coreand the A1 application) during the sec-
ond phaseof our study. ESC/Java2 reported 102 faults for the A1 package.
Of the 102 faults that were ident i�e d, 90% were speci�cati on faults, i.e. they
were due to a lack of design documentation/ speci�cations. Such faults are
eliminated by writ ing designdocumentat ion in the form of method API spec-
i�catio ns. The faults presented next are taken from the remaining 10% of the
faults.

4.1 Incompletelypropagated designchanges

At least two of the faults were manifestations of incompletely propagated de-
sign changes. For example, one of the domain logic classes representing a
Task in the A1 application underwent the following designchange: initia lly
the class�elds were initia lized by means of setters; subsequently it was de-
cided that all �elds were to be initialized by meansof the (non-default) class
constructors. A consequence of this design change is that class constructor
arguments of reference types could no longer be null. Such a fact had been
properly documented in the Task classbut not all calls of the constructors
respected theseconstraints either because:

� not all client classeswereappropriately updated, or, as often happens,
� in subsequent updates to the application, developers were still relying on

the old API semantics.

Thesetwo scenarios demonstrate the advantageof formally documented design
decisions and the useof extendedstatic checking.

Another similar exampleoccurred in the SoenEA database registry. An
initia l versionof the classtried to enforcethat a connection �eld would never
be null. However, it was realized that this was infeasible. It is interesting
to note that had ESC/Java2 been used earlier, this designerror would have
been uncovered from the start. The class was redesigned,but ESC/Java2
helped uncover some situations in which designershad not anticipated that
the connection �eld could still be null.

4.2 Possibleviolation of behavioral subtyping

In the User classa method named equalswasde�ned (Figure 7), thus overrid-
ing Object 's equals method. ESC/Java2 reported that the superclassspeci�-
cation (i.e. the speci�cat ion of Object.equals()) might not hold for User.equals.
It was initia lly thought that the causeof this fault was that User.equals only
compared four of its �v e attr ibutes. However, after discussionwith designers,
it was realized that this was deliberate. Hence, in order to avoid confusion,
it was decidedthat the proper corrective action was to rename User.equals
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publ ic cl ass User { . ..
pr iv ate l ong i d;
pr iv ate Stri ng l ogi nI d;
pr iv ate Stri ng name;
pr iv ate List ori gin at edTasks;
pr iv ate Stri ng password;

publ ic boole an equals (Obje ct obj) {
if (o bj == null | | ! (o bj in sta nceof User))
re tu rn fa lse ;
User ot her = ( User) obj;
re tu rn th is. id == oth er. id &&

th is .lo gi nI d.e quals (o the r. log in Id ) &&
th is .na me.e quals (ot her.n ame) &&
th is .pa ssword. equal s( oth er .pa ssword) ;

}
}

Fig. 7. User class excerpt

soenEA.general .a pp. Servl et : f or wardAbsolu te (ja va.la ng.St ri ng,
ja vax.s er vle t. ht tp. HttpSer vle tRequest,
ja vax.s er vle t. ht tp. HttpSer vle tResponse) . ..

-- -- --- -- --- -- -- --- -- --- -- --- -- --- -- -- --- -- --- -- --- -- --- -- -
soenEA/general /a pp/ Servl et .ja va:10 9:
Warn ing : Possi bl e nul l der efe re nce ( Null)

di spatc her. for ward( re quest , r esponse);
^

Fig. 8. Null dispatcher error

to User.similar. This example illustrates the power of behavioral subtyp-
ing: carefully written super classspeci�cations allow ESC/Java2 to uncover
semantic errors.

4.3 Unchecked dispatcher

ESC/Java2 detected a fault in the SoenEA corethat, we have come to know,
is apparently common for novice WEA developers(Figure 8). The framework
assumedthat the servlet dispatcher wasalways initia lized. This is not the case
[14]. ESC/ Java2 provided a warning to this e� ect (basedon default implicit
speci�cat ions of getRequestDispatcher, which in this casewere correct). The
faulty code is given in Figure 9.
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publ ic void fo rwardAbsol ut e(Str ing t ar get ,
Http Servl etRequest re quest , Htt pServ le tResponse res ponse)
th ro ws Servl et Excepti on, j ava.i o.I OExcept io n
{

Request Dispatc her dis pat cher =
getServ le tCont ext() .g etRequestDisp at cher( ta rget) ;

di spatc her.f or ward( re quest , r esponse);
}

Fig. 9. Servlet classexcerpt

4.4 Missed exceptional condition

Database connection information (e.g. login id, password) is recorded in a
property �le that the SoenEA framework reads. While the casewherethe �le
is not present was properly handled, the case where the �le did not contain
the required properties was not. This was not caught during code review nor
during testing.

4.5 Other faults

A few of the remaining faults were simple possible null pointer dereferences.
An exampleof this occurredin a �le that wasrecently addedto the framework,
which had not beentested carefully. ESC/Java2 detectedthree possiblenull
pointer dereferencesin it. Only an extensive useof the framework would have
been able to catch these,sincethe classwasan exceptionadapter that would
only be used under exceptional circumstances.

5 Concl usion

We believe writing JML speci�cations and verifying the match betweenthem
and the code with ESC/Java2 was a very helpful exercise. The time spent
during this casestudy has allowed us not only to identify and correct design
issues, but it has also forced us to think about and document the design
decisions that had previously beenmade. Moreover, this documentation can
be automatically veri�ed by the tool. We have raised our level of t rust in
the framework and, through the enforcement of behavioral subtyping, feel the
framework is a better candidate for reuseand expansion.

In this casestudy, ESC/ Java2 proved itself to be useful for WEAs. How-
ever, it is a general purpose tool that is not limited to a speci�c domain
of application. The use of ESC/Java2 is likely to spread to other domains
of application. To our knowledge, this casestudy was the �r st one involv-
ing ESC/Java2 and the WEA domain. Perhapsa drawback of JML in that
particular domain is that is doesnot current ly support reasoningabout con-
currency. However, a proposal has just been published to addressthis issue
[13]. Nonethelessthe lightweight JML speci�cations we had to write for javax
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and java.sql can be reused or supplemented by the JML community and can
contribute to making JML and its supporting tools, like ESC/Java2, more
convenient to usefor Java developers.

Our casestudy involved a relatively small framework and application, but
sinceit performs modular checking, we believe that ESC/ Java2 will scale up
to larger application. For this casestudy, we used the latest development
releaseof ESC/ Java2 (December 2004). It is consideredto be in a late alpha
cycle. As such we did encounter errors wit h the tool but nonethat could not
be worked around. In fact the lead developers were very responsive to our
problem reports and requestsfor assistancewhen the tool failed.

Of course there is a cost associated with the creation of speci�cations.
As this was our �rst casestudy involving ESC/ Java2, an important part of
our e�or t was dedicated to learning about the tool and about the particular
form of JML speci�cations that best suit e it. Several false alarms were also
due to missing speci�cations of javax and java.sql classes. Moreover, as of
now, ESC/Java2 is not integrated into any IDE. We are con�dent that as
research progresses and ESC/Java2 becomesmore mature and easy to use,
the cost/b ene�t ratio will become more and more appealing.

6 Fut ur e work

Now that some of the javax and java.sql classeshave beenspeci�ed, in the
future, it would be an interesting exercise to perform this casestudy again
with other WEAs and see if the annotat ion burden has been lowered in a
signi�cant manner. Sinceevery year the SoenEA framework is usedby more
than a hundred students, we plan to provide them wit h the annotated version
of the framework and verify whether they think usingESC/ Java2can improve
the qualit y of their WEAs and help them identify and correct faults. Yet an-
other interesting avenue would be to reusethe annotated SoenEA framework,
applying other JML compatible tools to it, and then checking how much the
written speci�cation can be reused and what bene�ts WEA developers can
get out of it.
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