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Preface

This report contains the pre-proceedingsof the International Workshop on Au-
tomated Speci cation and Veri c ation of Web Sites (WWV'05), held in Va-
lencia (Spain) during March 14-15, 2005. WWV'05 provided a common fo-
rum for researters from the comnunities of Rule-basedprogramming, Auto-
mated Software Engineering, and Web-orierted researd®, in order to facilitate
the cross-fertilization and the advancemen of hybrid methods that combine
the three areas. This workshop is part of the activities of the EU-India project
ALA/95/23/2003/077-054.

The Program Committee of WWV'05 collected three reviewsfor ead paper
and held an electronic discussionduring February 2005. Finally, the Program
Committee selected10 regular papers, 2 position papers, and 6 system descrip-
tions or works in progress.In addition to the selectedpapers, the scierti ¢ pro-
gram included two invited lectures by Anthony Finkelstein from the University
CollegeLondon, UK, and Shriram Krishnamurthi from Brown University, USA.
We would like to thank them for having acceptedour invitation.

We would alsolike to thank all the members of the Program Committee and
all the refereesfor their careful work in the review and selection process.Many
thanks to all authors who submitted papers and to all conferenceparticipants.
We gratefully acknowledge all the institutions and corporations who have sup-
ported this event. Finally, we expressour gratitude to all members of the local
Organizing Committee whosework has made the workshop possible.

Valencia Marfa Alpuente, Sartiago Escobar, Moreno Falasdi
March 2005 WWV'05 Editors
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Business Data Validation: lessons from practice

Anthony Finkelstein

University College London
Department of Computer Science
Gower Street
London WCI1E 6BT, UK

Abstract.  All modern businessesstore many kinds of data distributed

throughout their organization. Data is in di®erert formats and has com-
plex interdependencies (customer records, invoices, nancial trade de-
tails, sales gures, compliance lings, etc.) Inconsistent data in poorly
integrated systems,human errors in manual exception processesthe fail-

ure to comply with industry standards and the inabilit y to enforce busi-
nessrules create operational errors and large, daily lossesfor business.By
cheding complex, distributed data against businessrules, referencedata
and industry standards, solutions for data intensive businessesare pro-
vided which allow companiesto (i) validate the integrity of data across
repositories in scattered locations, (i) draw distributed information to-
gether, and (iii) focus knowledge quickly and ezciently on the job in
hand.
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Web Veri cation:
Perspedive and Chdlenges

Shriram Krishnamurthi 1

Computer Sciene Department
Brown University
Providene, RI, USA

Abstract

The Web poses novel and interesting problems for both programming language
design and veri cation |and their intersection. This paper provides a personal
outline of one thread of work on this topic.

Key words: Web applications, temporal veri cation, aces
cortrol, program analysis

1 What isa Web Site?

The term \ Web site" contains a hidden ambiguity. Is a site a static ertity,
to be viewed as a program source, or is it a dynamic ertity, to be viewed
through the lensof userbehavior? This distinction signi cantly impacts what
it meansto analyze and verify a Web site. All the traditional tradeos be-
tweenstatic and dynamic analysesapply: a static anaysis can quartify over
all program behaviors, but will usually be lessspecic; a dynamic andysis
canonly o er guarantees relative to the behaviors it has examined, but the
additional contextual information can often yield more informative answers
This distinction potentially matters more on the Web, due to the nature of
Web interactions.

2 Web Interacti ons

In a console or even a gui application, a user cannot chooseto go back or
forward, to clonea window and submit responsesfrom both clones,and so on.
These user interaction capabilities distinguish Web applications from many
other kinds of interactive programs. Indeed,many Web sites are notorious for

1 This work is partially funded by NSF grants CCR-0305949and CCF-04475009.

This is a preliminary version The n al version will be published in
Electronic Notesin Theoretical Computer Science
URL: wwv.el sevi er.n l/lo cat e/entcs
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their poor handling of sud interactions. For instance, on some travel Web
sites,viewing the list of hotels, viewing onechoice in a newwindow, examining
a secondin anaher new window, then switching badk to make a resenation
for the rst hotel, will resultin a resenation at the secondhotel [5].

A Web application must not only be sendtive to the possibility of these
actions, it must often detect them without help from the browser (which
doesnot report every useraction). Furthermore, the availabilit y of rendering
platforms is likely to spark innovation, meaning the sd of browsers|and ,
consequetly, of interaction behaviors|w ill grow over time. This makes Web
site analysis especially exciting and challenging.

3 Web Veri cati on

My work hasfocusedon static anayses of Web programs. Sped cally, | have
studied Web applications from two complemeriary perspectives All this work
hasbeen driven by a desireto build a robust application that hasvalue in its
own right, in addition to servingas a generaor of researt problems

3.1 A Driving Application

The concreteapplication is Continu e [7,9], a Web-basedapplication for con-
ferene paper managemert. Contin ue is Similar in spirit to several programs
in this genre (though it has had considerably more investmen into its user
interface quality), so familiarit y with one of those applications is su cien t for
understanding it at a high level. It has several uselll features not found in
many other conferenceapplications, covering soliciting sub-reviews, helping
chairs with assignmets, and changing useridertity. My goal is to create an
application that is not only usable, but hasalso beenveri ed along as many
dimensionsas necesary for su cie nt reliability. After all, whena community
hasthe creation of papersjas an expressionof reserchlas a primary god,
the safe handling of thosepapers should be consideredmission-critical!

3.2 Temporal Behavior

Web applications must satisfy many temporal speci cations. For instance,
on a travel resenation site, a user expectsthat the hotel they resenre is the
samehotel that they sdected|ev en if they choseto investigate other hotels
along the way. In a virtual bookstore, a user might have a \ shopping cart"

into which they placetheir seletions. They|or , at least, the store!|w ould
want that ewvery book placedin the cart is purchased upon nal ched-out.
(In fact, the actual property would be more subtle: the books purchased
must be all thosethat were placedin the cart and not subsguently removel,
creating an additional level of temporal quanti cat ion.) There are se\erd
similar expectations of \r easonabE" behavior in Contin ue.

4
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The statemern of temporal propertiesnaturally suggeststhe useof a model
chedker [1]. This provesto be somewhatcomplexin practice. A naive use of
model chedking will not, for instance capture someof the interaction-induced
errors mentioned in se¢ion 2. Why not? Becausehe natural model that one
would construct from the Web application fails to capture the many behaviors
that userscan perform through the browser; colloquially speaking, nowhere
in the saurce code of a Web application doesit say, \Here the userclicks the
Badk button".

The problem of building accurate modelsis further hamperedby the prob-
lem of accounting for the many kinds of Web interactions. Not only do
browsers oer a plethora of choices, even the popular browsershave di er-
en feature sdsla nd this doesn't accourt for the possibility of additional
featuresin the future.

To support the many interaction features of browses, we employ prior
work that presents a core model of Web interactions [5]. This model presens
a smdl set of Web primitiv esthat are su cien t for modeling all the known
Web interaction forms, and shauld cover many new onesas well. Given this
abstraction, we have been studying the problem of building a model cheder
that can handle the subtleties of the Web [10]. Note that this is not a model
cheder only for Web-speci ¢ interactions, but rather onethat will alsoaccount
for Webinteractions: that is, if the program violates a property independerily
of any Web interactions, the cheder will nd thosealso.

The property language in this work is subtle and, therefore, interesting.
Sped ca lly, properties needto be able to refer to elemerts of Web pages.To
index these elemerts, we refrain both from parsing html (a thanklessactiv-
ity!) and from using static distancecoordinates (which would be too brittle).
Instead, we expect the deweloper to tag individual page elemerts usng Cas-
cading Style Sheet(css) tags. These are not only part of most dewelopers'
vocabulary, often the developer has already tagged interesting page elanents
to highlight visually. While sud ideas are not scierti cally dee, | believe
they are esertial for succestully deploying formal methods.

3.3 Information Safetyand Visibility

Verifying a program for temporal behavior isn't enough. In a conference sener,
it is at least asimportant to ensureboth the safely and availabilit y of informa-
tion: e.g.,program committee members can seereviewsthey should see,and
can't seeonesthat they shouldn't. Theseproperties generdly fall under the
rubric of aacesscontrol. Once we discovered actual information accessbugs
in Continu e (which have sincebeen x ed!), we embarked on a study of access
cortrol policy speci cation and veri catio n.

Accesscontrol has gained fresh popularity owing to the widespreadavail-
ability of information on the Web. In particular, because many Web appli-
cations are interfacesover databasesand provide the samedata in di erent

5
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circumstancesto di erent users,acces cortrol hasincreasinglybecomerole-
basel. Industrial standardssud as xacml [3], which are e ectively rule-based
languages, are being employed to descrike| and their evaluation enginesare
being used to enforce|suc h palicies.

Our work in this area [2] has focusedon two problems for a redricted
(but newerthelessuseful) subsetof xacml . First, naturally, is the questin of
whether a policy meds someset of properties; this is the traditional veri c a-
tion question. The seond is more intriguing. Given the simplicity of these
policy languages, it is easyto patch problems and quickly ched that the
new policy doeswhat it was intended| on a specic input. The patch may,
however, have both exposedprivate data, or made necessal information un-
available. Thisdanger is exacerbated by the dedarativ e nature of thesepolicy
languages, for changescan have very non-local impact. As a reault, a simple
syntactic di erenceis no longer su c ient; usersrequire someform of semantic
di erencing. This is the seond problem our work address.

It is worth noting that the problems surrounding information accesp
especially the danger of leakagelma ke a compelling casefor static analyses:
no reviewer wants to hearthat their con dential comments wereleaked dueto
a lack of good test cases Wading through false positives is certainly oneraus;
to bee ective, this costmust bekept minimal. Newertheles, this is aninstance
wherethe universally quanti ed guaranteesthat a static andysis can provide
are worth reasondle costs.

4 The Structure of Web Programs

Focudng on Web programs (as static ertities) raisesan intereding subtlety. To
obey the stateless nature of the Web, the structure of Web applications has
traditionally been \inverted", resenbling programs writt en in cortinuation-
passingstyle [4,8,12]. Furthermore, important information is communicated
using hidden elds and other channelsthat are traditionally ignored by static
anayses A traditional static analysis would, therefore, approximate a great
deal of the important information (particularly the valuesreferred to in prop-
erties). The reaulting modelswould simply not be usefil for further anaysis.

Not surprisindy, the sameproblemsthat a ect analysesalso plague devel-
opers. There hasthusrecertly been a trend towards using cortinuation-based
primitiv esin the souce program, which can be handledeither by a spedalized
sener [6,12] or on a traditional serer after compilation [11]. This means,for
instance, that lexical bindings remain as sud in the source, rather than be-
ing transformed into hidden elds or other externd storage. By avoiding this
program inversion, this form of saurce program is therefore a better input to
an existing program analysis.
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5 Some Research Problems

There are numerousopen resarch problemsin this area. What follows is only
a small and eclectic sampling.

Someof the most interesting ones have to do with accesscortrol. For
instance, most of the acces cortrol veri cation work deds sdely with the
policy. But to betruly e ective, it must alsotake into accourn the program's
behavior relative to the policy. (In an extreme case,if an application wereto
rigoroudly consult a policy enginebut always ignore its reponse, no amourt of
policy veri ¢ ation would be useful. While this particular behavior may appear
extreme, it is not inconceiable during testing, and a lack of good test suites
will fail to uncover all the placeswherethis prototype failed to grow from a
script into a program.)

Accesscontrol policiesalso needto addressthe temporal behavior of these
applications. While same researth has studied temporal policies, it is un-
clear how well these results apply to the lessstructured world of the Web,
wherea program potentially has several ertry points and userscan engagein
complicated interactions that the program cannot prevert.

One other important asped of Web applications is that they are increas-
ingly no longer \on the Web". A growing number of Web sites now make
extensiwe useof client-sidescripting languages espedally JavaScript, to imple-
mert numeroususe operaions. In particular, whereasthe useof JavaScript
tendedto be limited to edoing browseroperations or performing consigency
cheds before transmitting data over the wire, now a non-trivial part of the
application source is downloadedwith the page. This creates a challengeand
opportunit y for crosslanguage analyses.

Acknowledgments
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Feature-basetodelling
of a Complex,Online-Recon gurable
DecisionSupport Service

Martin Karusseit and Tiziana Margaria’?

UniversitAt Géttingen, Germany and UniversitAt Dortmund, Germany

Abstract

In this paper, we showv how the conceptsof componerts, features and servicesare
usedtoday in the Online ConferenceSystem(OCS) in order to marry the modelling

of functionally complex, online recon gurable internet servicesat the application

level with the needsof a model-driven developmert amenableto analyze and verify

the models. Characteristic of the approad is the coarse-grainedapproac to mod-

elling and designof featuresand services which guaranteesthe scalability to capture
large complex systems. The interplay of the di®erert features and componerts is
realizedvia a coordination- basedapproad, which is an easily understandablemod-

elling paradigm of system-widebusinessprocessesand thus adequatefor the needs
of industrial application developers.

1 Features as Mo delling Entities

The concreteapplication scenarioconsideredn this paper is an exampleof de-
veloping complex, collaborative, online recon gurable internet services.Sudh
servicesconmbine heterogeneousrchitectures with black/grey-b ox implemen-
tation, which is oneof the typical dixculties of large,incremerially deweloped
systems,in particular concerningthe cortinuous redesignand modi cations
arising during the lifetime of the systems[21]. In order to provide an un-
derstandableand manageablehigh-level model of the system, we designthe
wholeapplication by de ning and enforcingertities of complexbehavior called
features which are superposedon a basesystemand coordinated within the
system under dewlopmen. The challengeis precisely how to handle this
superposition and coordination in an understandable,well partitioned, and
manageableway.

1 eMail:martin.karusseit@cs.uni-dortmund.de
2 eMail:margaria@cs.uni-goettingen.de
This is a preliminary version. The "nal versionwill be published in

Electronic Notes in Theoretical Computer Science
URL: www.elsevier.nl/locate/entcs
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In our applications the user-level°ow of control is of certral importance:
this level is realizedvia coordination graphs,calledin our ervironment Service
Logic Graphs (SLGs). They establisha speci ¢ modelling level which allows
a direct modelling of thesecontrol aspectson their own, at the feature level,
without being overwhelmedby more detailed implemertation concernslike,
e.g., data structures, architectures, deadlacks, and load balancing. These
concernsare hidden from the application logic designerand are taken care of
at a di®eren level, during the object-oriented, componeri-baseddevelopmert
of the single functionalities (which may well have a global impact on the
system),capturing individual user-le\el requiremerts. Particularly well-suited
for our approad are thereforeapplicationswherethe user-leel °ow of cortrol
frequentlly needsadaptation or updating, asit is the casewhen addressing
user-speci ¢ work°ows or situation-speci ¢ processes.Besidesthe design of
a number of internet services,typically role-based,client-server applications
like the Online ConferenceService[10,12] that we are hereusingasa running
illustrativ e example, we have also successfullyaddressedthe modelling and
test of (web-enabled)CTI applications, as preserted in [4].

Our understanding of the feature concept can be well explained along
the similarities and di®erenceswrt. the de nitions of feature and of feature-
oriented description given in the literature. We learned to appreciate the
conceptand the useof featuresin the context of Intelligent Networks [6,7,20],
but our notion of featuresis more generalthan e.g. what de ned in [3], in
order to also capture a more general class of serviceslike online, nancial,
monitoring, reporting, and intelligenceservices:

De nition 1.1 [Feature]

() A feature is a pieceof (optional) functionality built on top of a basesystem.

(i) It is monotonic, in the sensethat ead feature extendsthe basesystemby an
increment of functionality.

(i) The description of ead feature may consider or require other features, addi-
tionally to the basesystem.

(iv) It is de ned from an external point of view, i.e., by the viewpoint of users
and/or providers of services

(v) Its granularity is determined by marketing or provisioning purposes.

Di®erenly from the IN setting, wherethe basesystemwas the switch, o®er-
ing POTS functionality, and the featureswere comparatively small extensions
of that behaviour, we have (e.g. in CSCW-orierted internet serviceslike the
OCS) a lean baseservice,that dealswith sessionuser, and role-rights man-
agemem, and a rich collection of features.

In the traditional telephory setting, featuresare understood as modi ers
of the baseservice[3], which are basically executedsequemially ,eat of them
departing and returning to the baseservice(the socalled"daisy" or sequetial
model of execution[16]). In web-basedapplications, the proportion between
basesystemand featuresis more extreme: web serviceshave a minimal skele-
ton service,and are almost completely constituted by features.

10
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The literature is rich of approadhes for the modelling and veri cation
of sudh feature-basedsystems: for example, advanced compositional model
cheking techniques have been proposedin [9,2], which deal exciently with
the speci cation of properties of feature-basedsystems. Their goal is to be
able to partition both the functionality and also the requiremerts, and to
achieve automatic property composition at cheding time.

In order to accoun for complex ewlutions of services,we allow a multi-
levelorganizationof features,wherely more specialisticfeaturesare built upon
the availability of other, more basic, functionalities.

In order to keepthis structure manageableand the behaviours easily un-
derstandable,we restrict us to monotonic features, which are guararteed to
addbehaviour. Restricting behaviour, which is alsodonevia featuresin other
conexts (e.g. in a feature-basedlesignin [5]) and similarly in aspect-orierted
designl[8]), is donein an orthogonalway in our setting, via constrairts at the
requiremerts level. Rede nition of behaviour via features,which is considered
e.g. in [5], with a clearin®uence of object-oriernted designpractices,is not al-
lowed in our setting. Attempts to de ne and analyzeinteractionsin presence
of rede ning featureshave clearly shown that it is very hard to dealwith suc
a feature model, and that it is preferableto avoid it.

Additionally, we distinguish betweenfeaturesasimplemerntations and prop-
erties of feature behaviours. Both together yield the feature-oriented descrip-
tion of servicesenforcedin our work.

De nition 1.2 [Feature-orierted Description]

() A feature-oriented service description of a complex service speci es the be-
haviours of a base systemand a set of optional features

(i) The behaviour of eat feature and of the basesystem are given by means of
ServicelLogic Graphs (SLGS) [7].

(iii) The realization of eath SLG baseson a library of reusablecomponents called
Servicelndependent Building-Blo cks (SIBs).

(iv) The feature-orierted servicedescription includes also a set of abstract require-
ments that ensurethat the intended purposesare met.

(v) Interactions between features are regulated explicitely and are usually ex-
pressedvia constraints.

(vi) Any feature composition is allowed that doesnot violate the constraints.

In cortrast to the proposalby [3], we distinguish the descriptionof the feature's
behaviour from that of the legal use of a feature. Restrictions of behaviours
are in fact expressedat a di®eren level, i.e. at the requiremers level (via
temporal logic constrains), and they are part of an aspect-orierted description
of properties that we want to be able to chedk automatically, using formal
veri cation methods.

In the following Sections,we rst introduceour concreteexample:the Online
ConferenceService (OCS) (Sect. 2), subsequetlty we descrike in detail the
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adopted feature-orierted description technique and illustrate the interplay of
the descriked conceptsin Sect. 3 using a speci ¢ portion of the OCS. Finally
Sect. 4 cortains our conclusions.

2 Application: The Online Conference Service (OCS)

The OCS (Online ConferenceService)(see[10,11] for a description of the ser-
vice and of its method of developmen) proactively helps Authors, Program
Committee Chairs, Program Committee Members, and Reviewers to coop-
erate exciently during their collaborative handling of the composition of a
conferenceprogram. It is customizableand °exibly recon gurable online at
any time for ead role, for ead conferenceand for ead user. The OCS has
beensuccessfullyusedfor over 35 computer scienceconferencesand many of
the ETAPS Conferencesin 2004and 2005it seredthem all, with 6 instances
of the servicerunning in parallel.

The service'scapabilities are grouped in features which are assignedto
speci c roles In the OCS, a singleusermay cover many roles(e.g., PC Mem-
bersmay submit papersand thus be simultaneously Authors), and can switch
betweenthem at any time during a working session.A ne granular rolesand
rights managemenh systemtakes care of the adequateadministration of the
cortext, role and user-speci ¢ permissionsand restrictions. The roles coop-
erate during the lifetime of a PC's operations and usethe OCS capabilities,
which are provisionedat the feature level. Through the cooperation of its fea-
tures, the OCSprovidestimely, transparert, and securehandling of the papers
and of the related submission,review, report and decisionmanagemenh tasks.

2.1 Feature Description

Featuresareassignedo the roles,and canbe ne-granularly tuned for conferen-
ce-speci ¢ policies. E.g., someconferencegpractice blind reviewing, meaning
that certain elds of the article submissionform are not publishedto the re-
viewers and secretbetweenAuthor and PC Chair. In this paper we focuson
the principal featuresand on the discussionof their implications for feature-
basedservicedewlopmer. The following featuresare illustrativ e of the size
and granularity adoptedin the OCS,while the full collectionis shovn in Fig. 2.

Article Managemen t: Over 30%of the serviceactivity consisterly con-
cernsthis feature. The certral pagecorrespndingto this featureis the Article
overviewpage (Fig. 1(bottom)), which alsocortains links to activities like re-
port submissiomr paper delegatiorthat go beyond just providing accesdo the
article and article managemets pages.

Delegation Managemen t: herethe PC Chair delegatespapersto ap-
propriate PC Members and it supports PC menbers in their dialogue with
their subrevievers. It manageghe PC Membersand Reviewerstasklists. The
delegation processis iterative as PC members/subrevievers might refusea

12
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Fig. 1. Role-basedFeature Managemern in the OCS

task, e.g.,due to con’icts of interest and/or lack of expertise.

Role Managemen t: it allowsthe PC Chair to de ne, modify, recon gure,
cancelroles at any time during the OCS operation. These capabilities are
very powerful, and they are responsiblefor our needof cheding the rights at
runtime. Fig. 1(top) shaws the ne granular feature-basedde nition of the
article managemen for the role PC Chair. These capabilities also exceeda
typical RBAC role-basedaccessimplemertation [15]: this way, there is no
“xed role de nition, in particular there is no role hierarchy: it is almost never
the casethat a role includesand/or monotonically extendsthe capabilities of
"underlying” roles. On the cortrary, di®eren rolesare prevalertly orthogonal
to ead other in the sensethat they bring di®eren accesgights.

Setup Managemen t: it enableghe responsibleadministrator and/or the
PC Chair to con gure the servicebeforeit goespublic. It alsoallowsonlinere-
con gurations (e.g. setting global deadlines,assigningfurther responsibilities,
establishingnewsgroups)while the serviceis running.

As shawn in Fig. 1, the featuresinteract: by con guring di®ererly the
role PC Member (Feature Role Managemen, Fig. 1(top)) a PC Chair can at
any momert grant and revoke coarseand ne granular accessights to the
whole Article Managemen feature (or to portions of it) to single usersor to
user groups. We addressthe challengeto guarartee that these dynamically
de ned possibleservicebehaviours obey all our requiremerts.
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2.2 Property Description

Security and con dentialit y precautionshave beentakento ensureproper han-
dling of privacy and intellectual property sensitive information. In particular,

2 the servicecan be accessednly by registeredusers,
2 userscan freely register only for the role Author,

2 the roles Reviewer, PC Member, PC Chair are sensitive, and conferredto
usersby the administrator only,

2 usersin sensitive rolesare granted well-de ned accesgights to paper infor-
mation,

2 usersin sensitive rolesagreeto treat all data they accesswithin the service
ascon dential.

We needto be able to ched theseservice-widepropertiesin a servicear-
chitecture organizedin a hierarchical feature structure. The following sections
explain how the needsof the dewelopmer of internet serviceslike the OCS
are taken care of by our application developmen environmert.

3 Designing the OCS as a Feature Based System

As characteristic for the application developmert by meansof our AgentBuild-
ing Center (ABC) framework [11,18], the application de nition layer is struc-
tured by meansof a hierarchical useof features,which are realizedin terms of
componerts and (possiblynested)macros,ead with its own SLG. Concretely
the ABC supports at the componert level

2 a basicgranularity of componerts in term of SIBs which o®eratomic func-
tionalities and are organizedin application-speci c collections. Thesebuild-
ing blocks areidenti ed on afunctional basis,understandableto application
experts, and usually encompassa nhumber of “classical' programming units
(be they procedures,classesmodules, or functions).

2 and a structuring medanism via macros, which allow dewelopersto build
higher-order componerts that can be consisterlly reusedas if they were
basic componerts. Consistencyis in fact a certral concernin terms of
analyzability and diagnosisvia model chedking - asexplainedin Sect. 3.4.

Application dewelopmen consiststhen of the behaviour-oriented combination
of SIBs and macrosat a coarse-granular level.

The designof the OCS, a complex application whoseSLG has currently
approximately 2500 nodes and 3500 edges,re°ects the typical feature-based
organization of the application logic in the ABC [11]. As shawn in Fig. 2, the
global, application-level SLG is quite simple:

2 jt cortains at the top level the logic for the serviceinitialization (init-servicg
and the baseservie, which is a skeleton servicethat providesgenericinter-
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Fig. 2. The Application SLG of the OCS: Baseand Public Service,and Features

net login and sessionmanagemen services,and the public functionalities
(those accessiblavithout being a registereduser), and

2 jt coordinatesthe callsto and the interferencesbetweenthe singlefeatures

As we have seenin the feature description, featuresin®uence eat other, thus
one of the aims of servicevalidation via model chedking and testing is exactly
the discovery and cortrol of the so called feature interactions.

3.1 Feature-tasal Design

As shawn in Fig. 2, eat featureis implemerted asa macro,thusit hasan own
ServicelLogic Graph that de nesall the servicesand the behaviours possible
under that feature. Fig. 3 shaws, e.g.the SLG that implemerts the Article
Managemenm top-level feature. Top-lewel featurestypically provide a number
of servicesto the users. In the caseof the OCS, the depicted version o®ers
in addition to the Article, Delegation and SetupManagemeh featuresalready
brie°y introducedin Sect.2 alsoservicesfor the managemen of Roles Users
and Sta® aswell ase.g.a feature for performing the PC Members' Biddingfor
papers. This structure becomedmmediately evidert through the SLG, and it
Is also explicitly made publicly available over the GUI, aswe can seein the
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Fig. 4. SIB Occurrencesin a SLG, and SIB Speci cation

navigation bar on the left side of the screenshotsof Fig. 1.

Fig. A.1 (in Appendix) shavs an excerpt of the featuresand subfeatures
of the OCS. We seethat se\eral subfeaturesoccur in more than one feature,
thus can be accessedinder a variety of conditions. Altogether, the OCS has
over 100 features. New releasesof the OCS usually do not touch the basis
servicebut involve the addition or major redesignof top-level features.
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3.2 Hierarchy of Features

According to the needsof the application, featurescan be structured in ner-
granular (sub-)features,which are themsehesalsoimplemerted by meansof
SLGs. Similar to the structure at the application level, the SLG of the Article
Managemen feature, shovn in Fig. 3,

2 cortains itself a work°ow, herequite simplesinceit providesonly navigation
capabilities, and

2 coordinatesthe callsto and the interferencesamonga number of ner gran-
ular features which canbe themselhessubstructuredaccordingto the same
medanisms.

In our example,the Article Managemenm feature dealsboth with the manage-
mert of articles, asevidert from subfeatureslike SubmitArticle ModifyArticle,
SubmitFinalArticle¥rsion and with article-related tasks that residein other
features, like Reportlist or DelegateArticlewhich are part of the featuresRole
and Delegationrespectively.

To illustrate a complete top-down SLG-basedre nement structure, we
examinethe SubmitArticlesubfeature,reported in Fig. 5, which is technically
again implemerted as a macro. We read in this SLG the re nemert level
wherethe actual businesdogicis described: embeddedin the cortext of se\eral
chedks and of error-handling logic,

() the ShavSubmitArticleSIB preparesand displays the webpagefor the
submissionaction,

(i) ShavCon rmArticleallows the userto con rm the submissionafter ched-
ing the correctnes=f the metadata (lik e title, article, authors, abstract),

(i) then the actual uploadin the databaseand in the CVS versioningsystem
is performed,and nally

(iv) the ShavSubmitArticleAckneledgemenSIB noti es the submitter of the
successfukxecution.

The SLG also makesuse of three macros,CVS Checkin mailnoti cation, and
CreateNewsgroufseeFig. 4). Thesemacrosenbed reusablepiecesof business
logic which are relevant to the application designers,but not to the users.
Accordingly, they do not desenre the status of a feature.

In the ABC, featuresare enabledand publishedto the end-userson their
“ner granularity, accordingto a complex, personalizedole-right-context man-
agemen As an example,only userswith a PC Chair role are able to submit
articles in the name of another user. The designof the sub-structure of fea-
tures is driven exactly by the needsof distinguishing behaviours accordingto
di®eren cortexts. Sub-featuresin fact usually ariseby re nemert of features
asaconsequencef the re nemert of the con guration featuresand of the role-
rights managemenh system. This way we enablea very precise ne-tuning of
the accesdo sensitive information and to protected actions.
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3.3 Organizingthe User/Role Management

Oncean internet serviceis online, it is cortinuously navigated in parallel by a
cohort of agentsthat executeits global servicelogic on behalf of a user,within
the limits imposedby the roles/rights of the userthey are assaiated with.

The SLG of an application de nes the space of potential behavioursthat
ageris can assume,and ead agent's behaviour is de ned implicitly as the
currertly valid projection onto this potertial, Ttered via

(i) the roles-and-righs managemet system, which de nes dynamic, recon-
“gurable projections on the behaviours de ned in the SLG, and

(i) the current global status of the application, including the data space the
con guration, and certain evert- and time-dependent permissions.
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This hasconsequencesn the designof the userand role managemety and
on its interaction with the feature-basedmodel of the servicefunctionality.
From the point of view of the userand role managemet) featuresare seenas
a collection of functionalities of the servicewhich can be switched on and o®
for singleroles and for single users. The servicefunctionalities have unique
names,whosenaming schemeis quite simple:

F-<FeatureCategory>-<SubfeaturelD>.<Filter>

2 The FeatureCategory is the name of a feature at the modelling level, im-
plemerted asan own SLG in the service,

2 The SubfeaturelD speci es a subfeature of the feature at the modelling
level, that is implemerted either as an own SLG in the service,or as a
functionality of a SIB.

2 The Filter suxx is optional and allows steeringthe ne granular right
managemetl it restricts the accessat runtime to the capabilities of the
businessobjects underlying the features.

The userand role managemenh are themsehesimplemerted by meansof fea-
tures: Rolesand Users as seenin Fig. 1 are typically accessiblgo the Ad-
ministrator and the PC Chair.

From the User/Role managemetis point of view, the Article Managemen
feature is itself managedin the FeatureCategoryART The right to submit an
article in the OCSiis called permissionF-ART-03 the single permissionsof a
FeatureCategoryare numbered, thus uniquely named. In caseof accesdo the
subfeature SubmitArticle (seeFig. 1(top)), it is rst cheded whether the
calling agert (implemerted asa process)is granted the permissionF-ART-03
Only then the accesss allowed.

Somesubfeatures like the permissionto read an article (F-ART-09, have
“ner granular variants which are administered through Tters. The permis-
sion F-ART-05 says that the subservicethat provides accessto the cortent
of a submissioncan be executed, but it does not specify on which arti-
cles. This is managedthrough Tters, which distinguish the accessonly to
the own articles (F-ART-05.owrn), only to the onesthe user should review
(F-ART-05.delegated ) or to all the articles (F-ART-05.all ).

This User/Role managemeh medanism exploits these ne granular per-
missionsto createat needpersonalizedviews, limiting e.g. for a userthe scope
of accesdgo certain resourceqdocumerts or functionalities). A role is de ned
via a set of permissions,and it is recon gurable online at any time by users
which have the correspnding rights on the feature Roles. This concernsthe
modi cation of the current roles, but alsothe de nition of newroles(e.g. to
deal with exceptional cases. An example of exception elegarly dealt with
this way wasthe de nition of a SubstitutePC Chair role, wherea PC menber
acted as PC Chair for articles submitted by the PC Chair to the conference
he was chairing, which should obviously be treated completelyindependerily.
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This way we grant a very high °exibilit y of the serviceusage.

3.4 Model Checking-Basel High-Level Validation

The correctnessand consistencyof the application designenjoys fully auto-
matic support: throughout the behavior-oriented dewelopmen process,the
ABC o®ersaccesgo medanismsfor the veri cation of libraries of constrairts
by meansof model chedking. The model cheder individually cheds hundreds
of typically very small and application- and purpose-sgci ¢ constrairts over
the °ow graph structure. This allows conciseand comprehensiblediagnostic
information in caseof a constrairt violation sincethe feedba& is provided on
the SLG, i.e. at the application level rather than on the code.

The ABC cortains an iterative model chedker basedon the techniques
of [17], recerly extendedto a gamebasedmodel cheder [14]: it is optimized
for dealingwith the large numbers of constraints which are characteristic for
our approad, in order to allow veri cation in real time. Concretely the
algorithm veri es whether a given model (a °attened SLG, where the hier-
archy information in form of macroshas beenexpanded)satis es properties
expressedn a user friendly, natural language-likk macro language[13]. In-
ternally, the logic is mapped to the modal mu-calculus with parameterized
atomic propositions and modalities.

Example 1. The generalOCS policiesalready mertioned in Sect.3 aswell as
conference-seci c policiesinherertly de ne aloosespeci cation of the service
at the servicelogic level, which can be directly formulated as properties of the
OCSin our model cheding logic. For example,the accesscortrol policy is a
primary sourceof constrairts like \ A user can madify the de ned roles only
after having suaessfuly registered as Administrator”, expresseds

. (modify-role$ unless user-loginRole=Admin]

as a global constraint on the SLG of the whole application. This example
illustrates the slightly indirect way of expressingthe intended constrairt. It

says,\A user cannot madify the de ned rolesunless(s)he has suaessfuly reg-
istered as Administrator”. Additionally the example shavs a parameterized
atomic proposition: user-logifRole=Admin]is parameterizedin the possible
rolesa usermight have, and [Role=Admin] doesnot only require a user-login
to appear, but alsothat the role matches,in this caseadministrator.

All the propertiesmertioned earlierin Sect.2 arerequiremers expressible
in this logic, and they are instancesof the classesof safely and consistency
requiremerts identi ed in [1] to be characteristic of Computer Supported Col-
laborative Work platforms. Being ableto automatically verify sud properties
via model cheking is a clear advantage of the ABC, and it is essehal in
applications like the OCS where the role-dependencyis much more dynamic
than in standard RBAC applications.

A previous version of the OCS, which was not organizedin features, had
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beenalready cheded wrt. temporal logic properties like the one above [19
This global approad becameimpractical due to the growing size of the web
service,to the increasedmportance of the Setupfeature, which allows almost
complete recon gurability at any time, and to the transition to distributed
dewelopment and maintenance, which are distributed feature-wisewithin a
team of people. At this point, it becamecertral to be ableto partition alsothe
veri cation feature-wise. This allows us e.g. to keepthe properties readable,
sincewe do not needto add large numbers of conjunctsjust to isolate speci ¢
portions of the global graph, very often coincidert with the features.

Meanwhile we usea slightly enhancedvariant of CTL, wherewe have both
forward and backwad modalities. This is commone.g. in program analysis,
and turns out to be usefulalsoin our application. Examplesof sud operator
pairs are AF _F (A) and AF _B(A), the well known always nal ly forward and
badkward CTL operators. We useoften alsountil operators, usefulto describe
"layered" regionsof properties: ASU_F (A;A) (resp. AW U _F (A;A)) meanA
strong forward-until A (resp. A weak forward-until or unlessA). Thereby, the
primed SIB names,like 'ShovFameSetFilesare the atomic propositionsof the
logic. Given the large alphabet of SIB and branch namesit is corveniert to
useedgemodalities with sets,ase.g. in [» fokg]A, meaningthat A is true in
ead successostate reatable via an edgenot labelled ok.

Apart from a number of simpler constrairts that just enforcesomeforward
or badkward sequenceof SIBs (useful e.g. in conjunction with macros,to en-
forcea certain well-formednesof reusal), most properties expressreadability
or a certain looseordering of functionalities.

Example 2. In the ForgottenPwdfeature, e.g., we would like that oncethe
pagewith the form for answering the private questionhasbeenshavn (doneby
the SIB ShavFrameSetFiles the user-ertered data should always be cheded
for correctnessand completenessSIB CheckRegram?®. This is expressedas

%ShowF rameSetF il es=> [f okg]AF _F (CheckRedP aram)

Example 3. Oncethis parameter ched fails, the user should return to the
pagewith the input form. The SIB CheckReg&amis in this caseexited along
the branch missingor existsempty:

CheckRegParam => [f missing ; exists_emptyg]AF _F (°ShowF rameSetF il es)
Example 4. The passvord questionshouldonly be shovn oncea valid e-mail
addresshasbeeninput. The constraint

%ShowP wdQuestion = >

(AF _B (CheckE mail Addr) » AW U _B (» °CheckE mail Addr; ![f successfulg]!T))

meaningthat ewvery occurrenceof ShavPwdQuestions precededby a Check-
EmailAddr)and that that CheckEmailAddrhas beenexited along a successful

3 We would like to ensurethis before forwarding the data to the persistencylayer.
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branch. Here we rely on the uniquenessof the successfuedge within the
feature. In the generalcasewe would needadditional constrairts like

AG _F (< fsuccessfulg> T =>°CheckE mail Addr)

to delimit the scope more precisely

Example 5. The noti cation pagethat an e-mail with the new passvord has
beensern shouldnot be shavn beforeit wasreally sert out without an explicit
aknowledgemehn by the user:

%Service2CallContext => ASU_F ( ‘ShowP wdAck;°SendM imeM essacg)

Here we seethat, as soon as the servicelogic becomesa bit more complex,
the intuitiv enessf the constrairts is also quickly impaired: in order to chedk
properties of the servicelogic, we needto refer to technical SIBs like Ser-
vice2CallContextWe also seethat sometimesthe "minimalit y* of constrairts
is not obvious: here we use until instead of next becausein the graph there
are self-loops.

An exampleof non satis ed constrairts concernedthe treatment of back
browsebranchesin someareasof the OCSlikethe Report managemenfeature,
where se\eral successig& modi cations of forms are possiblein sequence.In
order to ched the existenceand correctnessof these (quite large) loops, we
have decidedto model the navigation structure of these OCS portions at the
SLG level. Howeer, due to the reusal of previously available subfeatures,
someof the navigation options were still implemerted at the GUI level, thus
we were able to detect e.g. a number of missing back branchesin the SLG.
This was not a functional error, but an inconsistencyin the modelling style.

4 Conclusions

We are not aware of any feature-baseddesignapproad similar in its intent
to our goals, in particular concerningthe simplicity at the modelling level.
The closestapproadeswe know of typically require far more knowledge at
the application level (at least programming expertise) and/or lack systematic
support by meansof formal methods, and therefore are inadequate for the
scenariosand userswe address.

The impact of our approad on the exciency of the designand docu-
mentation has beenproven dramatic in industrial application scenarios:our
industrial partners reported a performancegain in time-to-market of the ap-
plications of a factor between3 and 5. The reasonfor the reported gain was
in particular the early error detection, dueto the tightenedinvolvemern of the
application expert into the dewelopmen cycle. More generally we seethe cur-
rent approad asaninstanceof Model Driven Application Developmern, where
heterogeneousnodels allow the individual, but interdependernt modelling of
complememary aspects. And indeed,featuresconstitute a speci ¢ category of
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sud aspects, adequatefor the structuring of complexapplications according
to complemenary views and to support elegan and powerful approatesto
proving correctnessand compatibility of complexbehaviours.

References

[1] T. Ahmed, A. Tripathi: Static Veri c ation of Security Requirementsin Role
Basal CSCW Systems Proc. 8th Symp. on Access Control Models and
Tednologies,Como (I), ACM Press,pp.196-203,2003.

[2] C. Blundell, K. Fisler, S. Krishnamurthi, P. Van Hentenryck: Parameterized
Interfacesfor Open SystemVeri c ation of Product Lines Proc. ASE 2004,|IEEE
International Symposium on Automated Software Engineering.

[3] J. Bredereke: On Feature Orientation and RequirementsEncapsulation, volume
"Componerts, Features,and Agents”, LNCS 2975,2004, Springer Verlag.

[4] A. Hagerer,T. Margaria, O. Niese,B. Ste®en,G. Brune, H.-D. Ide: An Excient
Regression Testing of CTI Systems: Testing a complex Call-Center Solution,
Annual Review of Communic., Vol. 55, Int. Engin. Consortium, Chicago, 2001.

[5] H. Harris, M. Ryan: Theoretical Foundations of Updating Systems ASE 2003,
18th IEEE Int. Conf. on Aut. Software Engineering, IEEE-CS Press,2003.

[6] ITU: General recommendationson telephoneswitching and signaling intelligent
network: Intr oduction to intelligent network capability set 1, Recommendation
Q.1211,Telecomnunication Standardization Sectorof ITU, Genewa, Mar. 1993.

[7]1ITU-T: Recommendation Q.1203. "Intel ligent Network - Global Functional
Plane Architecture", Oct. 1992.

[8] S. Katz, Y. Gil: Aspects and Superimpositions, Proc.ECOOP 1999, LNCS
N.1743, Springer Verlag.

[91 H.C. Li, S.Krishnamurthi, K. Fisler: Verifying Cross-Cutting Featuresas Open
Systems Proc. FSE-10, ACM SIGSOFT Int. Symp. on the Foundations of
Software Engineering, 2002.

[10]B. Lindner, T. Margaria, B. Ste®en:Ein personalisierter Internetdienst fir
wissenschaftliche Begutachtungspozesse GI-V OI-BITK OM-OCG-TeleTrusT
Konferenz Elektronische Gesthafts-prozesse(eBusinessProcesses)Universitét
Klagenfurt, Septernber 2001, http://syssec.uni-klu.ac.at/EBP2001/

[11] T. Margaria: Components, Features, and Agentsin the ABC, in "Componerts,
Features,and Agents”, LNCS 2975, pp.154-174,2004, Springer Verlag.

[12] T. Margaria, M. Karusseit: Community Usageof the Online Conference Service:
an Experience Report from three CS Conferenees 2nd IFIP Conf. on "e-
commerce, e-business,e-governmernt" (I3E 2002), Lisboa (P), Oct. 2002, in
"T owards the Knowledge Scciety”, Kluwer, pp.497-511.

23



Kar usseit and Mar garia

[13] T. Margaria, B. Ste®en:Lightweight Coarse-grmined Coordination: A Salable
System-Llevel Approach, in STTT, Int. Journal on Software Tools for Tednology
Transfer, Vol.5, N.2-3, pp. 107 - 123, Springer-Verlag, March 2004.

[14]M. MAller-Olm, H. Yoo: MetaGame: An Animation Tool for Model-Chesking
Games Proc. TACAS 2004,LNCS 2988, pp. 163-167,2004, Springer Verlag.

[15]R. Sandhu, E. Coyne, H. Feinstein, C. Youman: Role-Basal Access Control
Models IEEE Computer, 29(2):38-47,Feb. 1996.

[16]M. Shaw, D. Garlan: Software Architecture: Perspectives on an Emerging
Discipline, Prentice-Hall, 1996.

[17]B. Ste®en,A. Cla¥senM. Klein, J. Knoop, T. Margaria: The Fixpoint Analysis
Machine, (invited paper) CONCUR'95, Pittsburgh (USA), August 1995,LNCS
962, Springer Verlag.

[18] B. Ste®en,T. Margaria: MET AFrame in Practice: Intelligent Network Service
Design In Correct System Design { Issues, Methods and Perspectives, LNCS
1710, Springer Verlag, 1999, pp. 390-415.

[19] B. Ste®en,T. Margaria, V. Braun: Coarse Granular Model Checking in Practice,
Proc.8th Intern. SPIN Workshop on Model Chedking Software, satellite to ICSE
2001, Toronto (Canada), May 2001,LNCS 2057, pp. 304-312,Springer Verlag.

[20]B. Ste®en,T. Margaria, V. Braun, N. Kalt: Hierarchical service de nition,
Annual Rev. of Communication, IEC, Chicago, 1997, pp. 847-856.

[21]H. Weber: Continuous Engineering of Information and Communication
Infrastructures Proc. Int. Conf. on Fundamertal Approaches to Software
Engineering (FASE'99), Amsterdam, LNCS N. 1577,Springer Verlag, pp. 22-29.

24



A Hierarc hical

Kar usseit and Mar garia

Feature Structure

IMain Features

I Sub-Features

Article Bidding Delegation Report Tasklist

Jarticle

ubstituteSubmitArticle

ubstituteSubmitArticle

odifyArticle

ubmitFinalArticleVersion
[SubmitArticle
ReadDownloadArticle
DelegateArticle
Reportlist

ubmitReport
Eu bmitFinalReport

odifyFinalReport
JAcceptRejectReviewTask
RemoveAtrticle
[SendMailtoAuthor
JShowAbstracts

Bidding
-Biddinglist

Bid
DisplayPdf
ReadDownloadArticle

—-BiddingMatrixjReadOnlyBiddingMatrix

EditBiddingMatrix
DisplayPdf
DelegateArticle

Delegation
JSubDelegation

DelegateArticle

DisPlayPdf

ReadReport
RemoveDelegation
ReadDownloadArticle
JExtendDecisionTaskDeadline

|[Email

gmtEmailTextMacros
gmtEmailTemplates
omposeAndSendEmail

Report

modifyFinaIReport
odifyReport
ReadReport
RemoveReport
ReadDownloadArticle

Roles

DefineNewRole
odifyRole
RemoveRole

[Tasklist

ubmitReport
DelegateArticle
ReadDownloadArticle

ubmitReport

cceptRejectReviewTask
Bid

L.

Fig. A.1. Hierarchical Feature Structure and Feature Reusal

25







WWYV 2005 Prelim inar y Versi on

Generating commer@l web applicaionsfrom
preagse requiremats and formal spea c ations
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Abstract

We present a new model-based approach that we are using to build commercial web-
basedapplications. The use requirements together with a data model are formally
sped ed in a graphical notation using the CREATIV toolsd. The speci cation may
be checked by animation before being automatically translated to Perfect notation.
The Perfect Developer toolset uses automated reasoning to generateformal proofs
of correctnes. It then generatesC++ or Java code which, in conjunction with
an application framework also written in Perfect, forms the complete application
including the HTML user interface. The whole processprovidesa rapid turnaround
from new requirements to a formally-veri ed application.

Key words: formal speci cation , formal veri cation , web
applications

1 Intro ducti on

A recert survey of 1027 information tednology projects [1] found that only
12.7% were deemed sucessful. Poor requiremens were consideed to be a
cortributory factor in 76% of the failing projects. These gur es indicate that
a better approad to IT system dewdopmen is neededand that any new
approadh must include better de nitio n of requiremens. We presen sud an
approad.
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2 Dening Require ments with CREA TIV

One important speci cat ion dichotomy is that while user understanding re-
quires the use of natural language, correctnessrequires the precision of a
mathematical approach. The CREATIV approach o ers an improved process
for requiremen sped cation that aids user understanding by using natural

language while ensuring consistency and functional correctnes by using con-

cealedmathematical logic.

The underlying approach is model-basedand axiomatic [2]. A proof in an
axiomatic theoryis a nite sequenceof statemerts in thetheory in which eadh
statemert either is an axiom or derivesfrom an earlier statemert by applying
a rule of reasming. The CREATIV reasoling process uses v e axioms and
onerule of inference which readsinformally as: IF a canddate entry satis es
its preconditions THEN add the entry to the sped cation AND include the
consequetial closurethat results from its addition. The tool imposessane
of the premnditions and the application it self imposesothers. The reasoning
occursin a metamodel that represeris the requiremens process represened
in r st order predicatecalculus; the metamaodel construction is alsoaxiomatic,
and usesidertical axioms and rules of reasming.

Starting from the axioms and the rule of inference, we can prove a succes-
sion of theoremsat a very low level. There are sewera hundred sud theorems,
which are usedaslemmas to support higher level proofs. We then presn the
reasming system, speci ed in its own notation, for proof in exactly the same
way. We canthen presert the application speci cation similarly. This layered
organisdion of the approad has an important advantage: we can express
reasaing about speci cation behaviour (animation) asonemore layer in the
reasaing processand onethat usesthe sameapproach and rule of inference.

The tool can trandate a correct speci cat ion into other languages,sud
as Perfect or Z, because there is one well-dened meaning associated with
eat theorem. When we translateinto Perfect, which hasits own more pow-
erful theorem prover, we can also genegate a large number of hypotheses, by
rule, that expresspropertiesthat the application code shauld posses. Users
may also state further hypotheses, arising from their own knowledge. We ex-
ped all thesehypotheseso be provable; proof failures aimost always indicate
important sped cation errors.

Translation to Perfect alsoallowsimmediate generaton of Java or C++ , so
the production of web-basedsystems can be automated oncethe speci cation
Is complete. We guarantee that any proven property will be presen in the
generdaed system.

In order to construct a speci cation usingthis approach, it is necessay to
constructthe businesanodel (diagram) and the supporting information (text) .
While analysts canenter information in any order, it is usud to developa part
of the diagram r st, then to add the supporting text, using form- lling dia-
logues and nally to ched this partial sped cation or model. Analysts can
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Fig. 1. Library model

then carect any errors and extend the partial model by repeating the above
process. The CREATIV workbend supports this processand retains all the
ertered material in an underlying database. Analysts can make new ertries
in the databaseand change or delete existing erntries. At user request, the
workbench cheds that all the entered facts are provable and selfcorsistent,
by translating the databasecortent into a formal notation, attempting math-
ematicd proof, and reporting any proof failures. Since this is at user requed,
Speci cat ions can be temporarily inconsistent during their dewelopmert; this
makesthose constructsthat involve iteration and circularity easierto de ne.

We de ne a sped cation as an assembly of v e structured collections of
information; of these, three cortain the data, functions, and events of the
application. Of the other two, concepts conjoin data, function, logic, and
evert material to provide a view of the data within a class constraints (or
busines rules) establish how data movesbetweenproceseswithin the system.
Ead constrant de nesadata ow line, the speci c data transfe (den ed by
one or more predicates), and the type of ow that occurs. Each destination
conceptincludes a logical expressionthat must be sais e d before any ow
can occur.

Eadh collection (data, function, evert, concept, and constraint) contains
one or more relational tabulations of facts relevant to the requirement spec-
I catio n. The entry of these facts constitutes the speci cation process The
CREATIV speci cation workbench guides usersthrough this ertry process
with no referenceto any mathematical notation. The totality of this informa-
tion allows the derivation of a formal speci cation that will support detailed
reasming. In particular, we can predict the behaviour of the speci cation to
arbitrary sequencesf input data; this not only allows usesto test the carect-
nessof the speci cation but also provides acceptance test data and expeded
results.
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The notation is similar to the BusinessActivit y Diagram of UML but
provides more detail. An exanple is showvn in Fig. 1, which repreens a
lending library. The library acquires books (concepts that accept externa
evens are marked with an input arrow), each erntered as title_addel_to_stack
For eath sud entry, the LO5 constraint transfers selectedattr ibute values to
represemn availablestock, that is, items available for loan. We similarly erter
ead current memier, who must be traceable if heis to borrow books, though
in this case there is no consequertial inference. The L12 broken line indicates
read-only accessto this data.

Any person can make a borrowing requestfor any book but only members
canborrow books (L 12) and memberscan only borrow available books (L09).
Requestsby non-memnbers are unsatis able, as are requestsfor non-presen
books. If the logic \LO9 AND L12" is satis ed (both valuesare true) then
the borrowing requestis accepted. An eriry is addedto current loan to re ect
the loan (L15) and as a further consequencethe item is deleted from avail-
ablestock (LO4), indicating that the item is no longer available. The dashed
line indicates a logical inversia.

Upon completion of the loan, the borrower returnsthe book and this event
is ertered in returned_item. Provided that the entry matchesa borrowed item
(as required by L24), the matching entry is deleted from current_loan (L14)
and reinstated in availablestock (L04), since the deletion is now inverted.
If we erter a small number of books and menbers, we can test the model
speci cat ion by submitting borrowing reques$ and returned item events (both
soundand faulty).

This simple moded is inadequate as a library model; but becauset is easy
to understand, it is easyto enquireabout it sde ciencies. For example: how do
we limit the number of loansto oneborrower? How do we represnt members
who leave the library?

The CREATIV tool can reasonabout the mode to verify that the spec-
i catio n is selfcongstent. Next, we can animate the speci cation in order
to demonstrde the behaviour of the model to use's of the proposedsystem,
allowing speci cation correctnessto be tested. It is ertirely usual for initial
versians of a speci cation to contain errors; the analyst comreds these until
the usersagreethe correctnessof the speci ed behaviour.

Documertation is generded automatically, by dired deduction from the
speci cat ion facts. We can produce a structured English sped cation, UML
documertation sud as interaction diagrams, and various additional elements
sud as chedlists and tabulations.

3 Generating and Verif ying the Appl ication with Per-
fect Develop er

Perfect Develogr [3], [4] is an object-oriented formal tool which provides for
the de nitio n of state-based speci cationsand related functional requirements.
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It alsohasfacilities for manual or automatic re nement to a lower-level spec-
I catio n, from which C++ or Java code can be generded. Included is an
automated reasoning enginewhich attempts to prove that the speci cations
are complete and consistent, the speci cations meet the requiremerts, and the
re nements preserve the obsenable behaviour apart from resource usag.

The Perfect speci cat ionsgenerded by CREATIV are designed to work in
conjunction with an application framework that has been writt en directly in
Perfect. Thesespeci cations include a model of the relational databasetables
needel to represen the data, and a large number of operations specifying how
the state is to be changedin responseto various everts. Also generatedis a
partial data dictionary, for use in geneating HT ML screensto interact with
the user.

The application framework providesthe baseclassesfrom which classesn
the CREATIV- generatedspeci cation are derived. It automates the gener-
ation of HTML pagesfor userinteraction and the parsing of returned form
data. A small supporting library allows it to be built as a web application
using the CGI interface. We have not yet made much e ort to achieve full
formal veri catio n of the framework, soat presen only 92% of the 1108 proof
obligationsthat it givesriseto are discharged automatically. Most of the fail-
uresrelate to proof obligations from library components usedto perform le
I/O and match regular expressionsrather than from the framework itself.

4 Case Study

As a commercial example of this approach, we have speci ed part of a web-
enableddatabase systemfor a UK governmert depatment. We have currently

speci ed about 10% of the system;this appears as 1340 speci cation clauses
and trandates at presen to 35,79 lines of Perfect. The subsequehcode gen-
eration produces 62,224 lines of Java. Perfect Develogr alsogeneraes 9,819
proof obligations relating to the CREATIV- generated les, all of which are

proven automatically. The ertir e generaton process (axiomatic speci cation

proof, translation to Perfect, and construction of Java code) takeslessthan

30 minutes on a laptop machine of modest speed(750 MHz). Complete proof

by Perfect Develogr of the generated obligations requiresabout 4 hours 20
minutes on the same madine (averaging about 1.6 se@nds per proof).

5 Related Work

Automatic code generdion for large parts of web applications from semi-
formal or informal speci cat ions (such as UML) is widely used. An approat
to the construction of web applications from formal speci cations is outlined
in [5]. The use of formal speci cat ions for testing web applications has been
proposed by a number of authors including [6].
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6 Conclusions and Further Work

We have shown that it is possble and practical formally to specify and verify
a subgantial part of a web-based commercial application, and to generae
code from the speci cat ions. We cortend that the generded systemis inher-
ertly immuneto bu er over ow attacks. This will be proven formally when
we achieve completeveri ¢ ation of the application framework and asseiated
library.

There are somelimitat ionsto the presen versionof the workbend. Both
reasaing systemsare founded on predicate calculus and are unableto reasm
about temporal properties, non-functiona properties or concurrency CRE-
ATIV usss the relational model for information storage;this may not be the
bed represemation for someapplications.

In thefuture weintend to specify formally a subsetof the W3C HT ML 4.01
de nition in Perfect. This will allow usto prove not only that the application
always genegateswell-formed HTML pages,but alsothat the systemisimmune
to cross-site scripting atta cks.
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Abstract

In this paper we intr oduce brie y a notati on dedicatedto model navigation of Web
applications and somestr ategies that we plan to employ to ases models built with
sudch as a notation. Our aim with this kind of evaluation is to ensure (prior to
implementation) that important use's tasks can (or cannot) be performed with the
sysgem under construction.

Key words: Model-based Web developpement, Model-based
veri cation, Formal desaipti on techniques, Usability evaluation.

1 Navigation modeling with the SWC notat ion

Model-basead desgn is a relatively recent eld over the Web but it is growing
fast due the demanding need of modelling support to build more and more
complex Web applications [7]. In recen years, somemodels for the develop-
ment of Web applications have beenproposedsud as the OO-H method [5]
and the WebML approach [3]. Thesemodels may increase productivity but
they often lead to ambiguous descriptions of requirements or impose a par-
ticular kind of implemertation. Howewer, even if more appropriate modelling
techniquesexist, the use of modelling methods alone it is not enoudh to en-
sure the usability and reliability of Web applications. For web applications,
usability evaluation is not only important for identifying problemsin the early
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phasesof the developmert processbut alsofor managing the frequen updates
performed over web applications.

In order to overcome the limita tions of informal models we have proposed
the StateWebCharts (SWC) [9] notation for describing navigation over Web
application. SWC is a formal notation that extendsStateChairts [6] by adding
appropriate semaiics for states and transitions, includes notions like dialogue
initia tive control and client and transiert activities. A detailed desription of
this notation can be found in [9]. More generally Web pages(static or dy-
namicdly generded) are asscciated to SWC states Thus, eat state describes
which objects users can seewhen navigating over the applications. Links are
represeted by transtions between states. Data can be transferred from a
state to another through the transitions. Persistert data can be held by a
special kind of state calledtransient state (see[9] for details).

The operational semartic for a SWC state is: current states and their
cortainersare visible for userswhile non-current states are hidden. Userscan
only navigate outgoing relationships (represated by the means of transitions
in the model) from current states. When a userselets a transition the system
leavesthe sourcestate which becomesnactive letting the target state to be
the next active state in the con guration.

2 Strategies for model-based evaluati on of navig ati on

The purpose of a navigation modelling is to creae navigable paths among
units of aninformation space.Hereafter we presert same strategiesto evaluate
the usability of models using the set of basic information concerningstates,
relationshipsand events provided by the SWC notation.

Static veri catio n refers to andysis without model execution. Several
methods have been proposedas de<ribed in [2] for supporting model-based
evaluation such as model cheding (typically usedfor software testing, it is
usedto check intrinsic elemers of a model) [8]. This category covers the
following issues: a) Moded consisteng; b) Unreachable states; ¢) Dangling
links; d) Redundancy of links; e) Unreadable paths; f) Shatest path; g)
Compulsorly path; and h) Data dependency

The principle of dynamic veri catio n is that the model must be executed
or simulated in order to perform the veric ation. The smulation, step by
step under the control of the designer can be usedas a kind of walkthr ough
method for inspecting both navigation sped ca tions and their corresponding
Web applications. In this case,the desgner 'navigates' the model as a red
userwould do. This task can be eased by the appropriated tool support. How-
ewver, walkthro ugh over model is not the unique way for performing dynamic
veri cation. The navigation models can be accessedo measure the coverage
of a giventest suit or a collection of test cases. The test suit consistsof a se
of directives which are usedby automated tools for inspecting the model [1];
for example: a) every state is visited at least oncein some test case;b) every
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relationship from ewery state is followed at least once;every path in the site
is followed in at least one test case.

The veri catio n of properties is madeup by inspeding the modelsin order
to verify if the model is compdéible or not with someprede ned behavioural
rules (as we only considerin this paper properties concernedby navigation)
called properties. They can be expressedby using Temporal Logic or any
other abstract declaraive formal de<ription technique. Properties can be
very generic/ abstract or very concretesud as "do not allow more than seven
relationshipsgoing out from a state". This kind of property might be veri e d
automatically over the modd and even enbeddedinto editor tools but this
heavily dependson the express/e power of the notation and the complexity
of the models. Until now, only few works [4] have been dewted to verify
erganomic rules as properties of models.

Assssmen of navigation model usinguserseenaios aimsat exploiting two
complememary models and to crossehed their compatibilit y. Taskmodelsare
aimed at desribing not only how usersperform ther task but alsowhen and
why those tasks are performed (in order to achieve which god). Task models
are typically a result of a detailed sped cation of functional requiremerns of
the interface describingusertasks with the application. The basis of sud an
assessert is to extract seenaios from tasks models and to play them over
navigation models [10]. Cortrarily to other works that analyze navigation
paths, this procedure allows desgners compaing navigation paths to red
tasks, which is supposedto give deeper insights about the usability of the web
application's use interface

3 Discussion and future work

Sewerd methods have been proposedas de<ribed in for supporting model-
basedevaluation [8][4][2]. Thesetechniques have beenavailable and usetilly
employed for a long time in the eld of formal methods for communication
protocols or sdtware engineering Besides, despitethe rst paper published
in this eld by [8] their actual usefor Web applications remains very sddom
and limited.

In this work we have introduced a notation dewted to the navigation
modelling and we have discussd strategiesfor evaluation of sud as models.
The SWC notation providesall the setof basicinformation concerning states,
relationshipsand evernts which is required to dealwith the evaluation descriked
above. The edition of SWC modelsis supported by the SWCEditor which also
allowsthe simulation and veri catio n of models Our ongaoing work consistsin
deweloping and integrating anaysistools to our prototype in order to support
a cumbersomeand resource demanding manual process.
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1 Intro duction

The WWW has beendesignedfor dynamic information from the very begin-
ning [1]. Up-to-dateness is oneof the most signi cant characteristicsof Web
documerts, becausea Web site typically cortains numerousWeb pagesorig-
ining from di®eren sourcesand ewlving at di®eren rates. Unlike booksin a
traditional library, Web pagescortinue to changeewen after they are initially
publishedby their authors[2]. In this paper we distinguish betweenfreshness
which dependson the history of a singledocumert, and up-to-datenesswhich
alsotakesinto accoun semartically related documerts.

Many works have explored measuresof Web documerts \from a seart
engineperspective" [18]. It hasbeenfound out that usually Web documerts
changetrivially or in their markup only [6]. On the other hand, newspages
cortaining \breaking news" changetheir cortent frequertly and signi cantly.

This update heterogeneiy seerely impacts Web content managemenh sys-
tems (WCMS), which should alleviate the cortinual maintenanceof Web doc-
umerts. More often than not, WCMS pretend an increased\freshness" of a
Web pagethat changedgradually only. Worse,this notion of freshnesss not
application speci c. Changesmay be of syrtactic or sematic nature. Syn-
tactic changescan re°ect editing e®ortsor improve readability (although the
sematics is not changed). Semaric changescan increasethe relevanceof a
documert to speci ¢ purposes.We nd related areasfor semarnic methodsin
text classi cation, retrieval, and summarization[19,139,17]. Sincethe date of
the \last-modifying" is usedfor Ttering and sorting, it is just fair to authors
and readersif the WCMS generatesthe freshnessof a Web documen auto-
matically using an algorithm that takesinto accoun the degree of changes
w.r.t. the application at hand.

Due to the importance of Web sitesand the increasinglycomplexand col-
laborative Web publishing processyersioningof Webdocumerts is an essetial
feature of WCMS [11]]. Sincethe history of eaty documert is available in sud
a system, a history-aware metric of changescan be implemerted. This metric
Is essetial if the freshnessf a document should be estimated automatically
or someversionsshould be vacuumedto free space[5].

In this paper, we presen an approad to calculatethe freshnessf a docu-
men automatically basedon its completehistory. An important parameteris
a dacument metric, which measureshow much a documert hasbeenchanged.
This metric may be of syrntactic or semartic nature and can be tuned to spe-
ci ¢ applications. We have implemerted our approad in our WCMS [10], in
which an XML structure represetts a whole Web site, where ead leaf stands
for aWebpage,containing further XHTML markup. For test purposeswe also
have implemerted a documert metric (basedon XML nodesin this cortext)
to estimate the syntactic distance betweentwo versionsof a Web page. By
our metric not only the plain text information but alsothe XHTML markups

4 Also called \recency" or \freshness."
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Pattern ChangeFrequency | Change Extent | Change Content | Usage

News page hourly large text / markup | commercial
Home page monthly / yearly |small text / markup private

Boards minutely / hourly |large text private

Online stores | minutely / hourly |large text commercial
Enterprise site | monthly / yearly |small text / markup | commercial
WCMS minutely / hourly |medium text private / comm.

Table 1

Change patterns for Web documerts

are comparedto ead other. In this way the real human resourceusagefor a
Web documert can be re°ected. Although our metric is purely syntactic, we
have achieved surprisingly good resultsin measuringediting e®ortsin studert
works. Since XSLT pre- and post-processingare involved, the metric can be
easily adapted to special situations for creating and updating the documert.
Particularly, we have applied our approat to ChineseWeb documerts.

Whether a Web documert is relevant for a reader depends not only on
the documert's own history but also on so-calledexternal factors, i.e., the
historical ewlution of semartically relateddocumernts. This provesuseful,e.g.,
for newspagesthat changefrequertly. In our setting, semarnic relations[8,12]
cover aspectslike\is translation of," \provides badkground information,” \is
essetial part of,” or \is recommendedeading.” Therefore,we also calculate
the up-to-datenessof a documert w.r.t. the historic ewlution of semarically
related documerts.

The aim of our approad is to provide a language-and topic-independen
algorithm that determinesreal up-to-datenessof documerts in a WCMS. In
addition, old versionsof a documert without signi cant cortribution to up-
to-datenessof the current version (or any version in the future) might be
vacuumedto free space.The cortribution of this paper is a °exible approat
to calculate the up-to-datenessof documerns basedon their own history and
on the history of semattically related documerts. The major enablingfactors
areversioncortrol and explicit semarnic links. The mostsigni cant parameter
is a documert metric, which can be tuned to speci ¢ applications.

From here, we proceedas follows. In Sect. 2 we introduce the running
examplefor this paper by which we illustrate our approat. We addressthe
freshnes®f a singledocumert in Sect.3. Sect.4 describesthe implemertation
of our approad in our XML-centric WCMS. In Sect. 5 we approad up-to-
datenessof a documert w.r.t. semartically related documerts. We conclude
this paper and sketch directions for future researt in Sect. 6.
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Version 1:
Ukrainians
dent
KIEV, Ukraine - Rival candidates Viktor
Yushcenko and Viktor Yanukovych faced
o® Sunday in a repeat election triggered
by a fraudulent runo® vote and massiwe
protests that resulted in an unprecederted
third round in Ukraine's “ercely waged
presidertial cortest.

Hit Polls to Elect Presi-

Version 8:
Ukraine

3rd Time
KIEV, Ukraine - Rival candidates Vik-
tor Yushdenko and Viktor Yanukovych
faced o® Sunday in a repeat election that
all sides hoped would resolve Ukraine's
“ercely waged presderiial corntest after
fraud wredked onevote and prompted mas-

Holds Presiden tial Vote a

Version 2:

Ukraine Elects President in Runo®
Vote

KIEV, Ukraine - Rival candidates Viktor
Yushdenko and Viktor Yanukovych faced
o® Sunday in a repeat election triggered
by a fraudulent runo® vote and massiwe
protests that resulted in an unprecederted
third round in Ukraine's “ercely waged
presidertial cortest.

Version 9:

Exit Polls Giv e Yushchenko the Pres-
idency

KIEV, Ukraine - Three exit polls pro-
jected Ukrainian opposition leader Viktor
Yushdtenko the winner by a command-
ing margin over Prime Minister Viktor
Yanukovych in Sunday's “ercely fought
presidertial rematch.

sive protests that deeply divided the na-
tion.

Fig. 1. Version history of an article about the Ukrainian Presidert's Vote

2 News Pages| A Challenge for Up-to-dateness

In order to illustrate the viability of our approad, we introduce this com-
pelling and vivid example,which will be referredto in the following sections.
This running examplewastaken right out of practice and hencerevealslarge
actuality. In our experimerts we found typical patterns regarding the modi-
“cations of Web documerts (seeTab. 1). For this paper, we choosethe news
page pattern, which is particularly suitable becauset is characterizedby an
hourly changecombined with a large extert of textual alteration. In addition,
newspagesshav extensive sematic interrelation. The usageof our approach
is not limited to news pages. Up-to-datenessof any documert in a WCMS
under versioncortrol can be estimated. In a collaborative authoring environ-
mert even the partial cortribution of ead author to a documert sectioncan
be calculated as well.

The Presidert's Vote in the Ukraine on Decenber, 26 2004 represens a
perfect example within the news page pattern. This day constituted of a
large amourt of breaking newsworldwide, concerningforecasts,results, bad-
ground information, and opinions. Starting hourly from 12.00CET to 21.00
CET the sourcesof four di®eren newspages(CNN.com, MSNBC.com, Ya-
hooNews.com,USAToday.com, derstandard.at) were downloaded and saved
to a database,in order to later apply our approad. Each download repre-
serts a di®eren versionof a newspage. Commercialbannersand scripts were
eliminated beforeusing our metric.
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Fig. 1 illustrates the version history of the rst paragraph of the Ya-
hooNews.conbreakingnewsWeb pageabout the Ukrainian Presidert's Vote.®
Changesbetweenversionsrangefrom correcting typos or changingthe layout
towards dramatic changesin cortent. For example, we seea slight change
betweenversionsone and two, whereasbetween versionseight and nine the
article was rewritten almost completely Clearly, the freshnessof this news
pageshould represem thesefacts.

3 Freshness of a Single Document

Up-to-datenessof a documen dependson two aspects: its own freshnessand
the historical ewlution of sematically related documens. In this section,
we only deal with the freshnessof a single documert, which can be seenas
a documert property basedon the historical dewelopmen. Up-to-dateness
w.r.t. sematically related documerts is dealt with in Sect.5.

3.1 Approaching Freshness

For a documert with only a single versionthe freshnesss given by the time
t; at which the documert was saved. If a document has multiple versions

of all versions:

i=1
where ¢, the contribution of the versioni to the end versionn, is still to be

determined. A commonand trivial way is to set
8
S 1ifi=n
G=. _
0 otherwise

sowe have the \last-modi ed" time stamp, which ignoresthe cortributions of
all past versions.

To take into accourt the cortributions of all versions,one must know how
much a documert hasbeenchangedfrom oneversionto anotherone,which we
call the distanee D;; betweenversionsi andj of a documert. Sinceall Web
pagesare under version cortrol in our WCMS, sud distancescan be easily
employed. Recall that our approad is parametric in the documert metric
D. For example,we can calculatethe syntactic distancebetweentwo versions
of an XML documen by analyzing the modi cations of XML nodesusing a
so-called XML Di® LanguageDi®gram. Currently, we achieve surprisingly
good results by simply de ning Di; asthe number of necessaryXML node

5 URL story.news.yahoo.com/news?tmpl=sto ry&u=/ap/20041226/ap _on_re_eu/ukraine _election&e=1&ncid=
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Fig. 2. Distancesbetweendi®erer versionsof a documert

modi cations to changethe cortent of versioni to that of the versionj. For
the momernt, we have chosenthis simple metric becauseoriginally we wanted
to measurethe editing e®ort of studerts. Moreover, we want to nd out
further applications that bene t from suc a simple approad already See
Sect. 4.2 for further details about the implementation. Of course,this simple
metric can be easilyreplacedby a semartiic metric, depending on the speci ¢
application [9,17].

Basedon the metric D we nd two possiblede nitions of the cortribution
of a given version to the current version of a documert. The basic idea is
illustrated in Fig. 2, where nodesrepresem the versionsof a Web documert
and edgesrepresenm the distance. The empty documernt, from which the rst
versionorigins, is denotedas null. The cortribution of version2, for example,
may be de ned asD;.3i D»3 or \how much the distanceto the end version
3 has decreasedrom versionl1 to version2." Alternativ ely, the cortribution
can be de ned as D, or \how much the documen has been changedfrom
version 1 to version2". Notice that the cortributions of someversionsmay
be negative in the rst case.

In the rst casewe have

ti = Dii 1n i Di;n

whereD,; is the distancebetweenthe empty documert to versioni. Then the
e®etive freshneswf a documert with n versionsis given by (sinceD ., = 0):

]
ti€Di; 1:;ni Din )
i=1
P
. (Dii 1:ni Din)
) P
t1¢  (Di; 1ni Din )+ (tij t21)¥Di; 1;ni Din)
i=1 i=1
3] 3]
Di; 1ni Din
i=1 i=1
P np 1
taDopn + tiDij 1ni ti®in i thDnn
— i=2 i=1
Doni Dnpn
P . Dij 1:ni Din
o+ (4 t)e2uipilin
i=2

i DO;n

If a documert only has a single version (n = 1) the e®ectie freshnessis
t;, asexpected. Each additional version may increasethe e®ectie freshness,
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dependingon the time di®erenceébetweenthe newversionandthe rst version,
and dependingon how much the cortent hasbeenchangedcomparingwith all
past versions. Using this algorithm whena new versionof a Web documert is
addedto the WCMS, a comparisonto eat past versionmust be carried out.
At the momert, we are investigating whether we could relieve this restriction
to the last \ x" versions.

In the secondcasewe have

€ = Dii l;i:

Then the incrementalfreshnessof a documert with n versionsis given by:

P
ti(Dij 1)
— i=1
t“n = 'pi
Dii 1;i
np 1
thDn; Lnt tiDij 1

np 1
Dn; Lnt Di; 1
" np 1
th®n; 10 +th; 1€ Di; 1
i=1

i=1

np 1l
Dn; Lnt Di; 1:i

i=1

Notice that t;, can be calculated incremertally using t;,; ; and the accunu-
1

lated ® Di; 1. If a documert only has a single version (n = 1), the incre-
mertall %reshnessyieldstl, as expected. Each additional versionincreaseshe
incremertal freshnessdepending on the time di®erencebetweenthe new ver-
sion and the rst version,and depending on how much the cortent hasbeen
changedcomparedto the previousversion. A comparisononly to the previous
versionis necessarywhich reducescomputational complexity substartially .

Unfortunately as pointed out by [3]: \. ..resenblance is not transitive,
... for instance consecutie versionsof a paper might well be ‘roughly the
same',but version 100is probably quite di®erent from versionl1." Or in the
reversecase: If extensive changesmadeto a version have beenundone com-
pletely in the following version, no real increaseof freshnesss acieved whilst
a comparisonbetween the consecutie versionsmight pretend a signi cant
increase. Therefore, we expect that t., resenbles our idea of freshnessetter
than t;, at the cost of additional computation.

3.2 Freshnesof a NewsPage

When we apply our metrics to our examplenewspageit turns out that only
the time consumingand complexcalculation of the e®ectie freshnesd,, yields
usefulresults.

For eadt of the ten versionsof the breakingnewsabout the Ukrainian Pres-
ident's Vote, which we found at YahooNews.comwe recordedthe last-modi ed
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Fig. 3. Recordedand calculated time stamps for our example news page

time stamp t,, and calculated the e®ectie freshnesd, and the incremerial
freshnesdy, discussedn Sect. 3.1 As shown in Fig. 3 the graphsrepreser
ing t, and t;, respectively, are below the graph represeting t,. The graph
of t, makesa jump towardst, at the ninth version,which is causedby many
changesmadeto that version. This jump is alsovisible in the graph of t;,, but
it doesnot reveal the signi cance of the cortent change.

We did the sametest for the top newsabout the sametopic at another
newssite®. The di®erencebetweent, and t;, there is even more signi cant
sincethe documert hasbeenchangedcompletely many times.

As amatter of fact, if adocumert hasbeenchangedcompletelythe e®ective
freshnessshould be set to the last-modi ed time stamp, asthe calculation of
t, delivers.

4 An Up-to-dateness Aw are WCMS

We have implemerted our approad into our XML-centric WCMS, which sup-
ports versioningof XML cortents [10]. An external sub-system| XMLDI®
[15] including pre- and post-processing hasbeensetup for the estimation of
distancesbetweenthe di®eren versionsof a Web documen and to calculate
the e®ectie freshness.Due to our open architecture, other (semartics based)
documert metrics can be easily \plugged in."

4.1 XML-centric WCMS

The WCMS has been deweloped by the authors basedon Windows Active
Sener Pagegsechnology. Its architecture is XML certric regardinginformation

6 URL derstandad.at/druck/?id=1901315
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-

Microsoft

compare.xsl| XmiDiff diffgram.xsl

1

Postprocessing

Preprocessing

Fig. 4. XMLDi® including pre- and post-processing

processingand data storage. The WCMS usesthe Open SourceHTML editor
RichTextEdit [7], which provides a WYSIWYG user interface and corverts
HTML information into valid XHTML. The WCMS makes available all the
necessaryXML data for a Web pageand suppliesXSLT templatesthat should
be usedfor generatingHTML information from thesedata.

When a client requestsan HTML page,the WCMS responds with XML
information from the database. An XML-capable browser translates this in-
formation into presenable HTML usingthe assaiated XSLT template, which
it fetchesfrom the sener in a secondrequest. For non-XML browsersthe
XML information can be translated to HTML on the sener side aswell.

Becauseof its XML-centric and simple data model on the databaselayer,
the WCMS is °exible regarding extensions.In most casesgextensionscan be
realized by making adaptions in XSLT. Besidesthe current version of eah
Web documert all past versionsof the samedocumen, their authors, and
\last-modi ed" time stampscan alsobe retrieved.

4.2 A Simple Syntactic Document Metric basel on XMLDI®

Fig. 4 givesan overview of the sub-systemfor comparing di®eren versionsof
a Web documert, i.e., determining the di®erenceD;,, betweenversionsi and
n. The sub-systemis implemerted in PHP and can be triggered manually.
It retrievesall versionsof a given Web documert from the WCMS and pre-
processeshem via XSLT. This transformation accomplishese\eral goals.

Firstly, the WCMS holds internal metadatathat should not be compared.
For example,there arethe URL of the separateimagesener or the login name
of the current user. Sinceour WCMS is an experimertal systemthere are even
debuggingand pro ling ertries included. The pre-processingsimply removes
these(in this case)super°uous metadata.

Secondlyit takesdi®eren e®ortto add or changedi®erett XHTML nodes.
The pre-processingcompensateghesedi®erencedy adding or removing nodes.
For example, a paragraph may have more or lesswords. During the pre-
processingead word is transformedto a node, sudh that text modi cations
can be detected more exactly. For example, Chinesetexts are divided into
single\c haracters" (seeFig. 5). We do so becauseChineseword boundaries
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Fig. 5. Pre-processingChinesetexts

are not marked using white spacesand cannot be detected using traditional
documert metrics.

Finally, the HTML editor we usemay generateadditional ertries pretend-
ing more additions or changes.For example,whenthe width of a table column
has beenadjusted, changesmight be detectedin ead row of the table. The
pre-processingsuppressesheseadditional changes.

The pre-processeddocumerts are compared using Microsoft's XMLDI®
[15], which represeis the changesusing XDL, a proprietary XML-based lan-
guagefor describingdi®erencedetweentwo XML documerts. XDL Di®grams
contain information regarding additions, changes,or removals of documert
cortent, or cortent being moved within the XML tree. During the XSLT
post-processing,the ertries in an XDL Di®gram are compiled and the num-
ber of modi cations is calculated. Recall that XMLDI® is just a parameter,
similar to other (maybe semartics based)documert metrics [13].

4.3 Measuring Editing E®ort by a Syntactic Document Metric

Our WCMS represetts a realistic testing environment asit is usedby studerts
to write their nal thesesand term papers and, therefore, cortains many
di®eremn documerts. In order to examineour approad, we have tested our
syntactic metric on se\eral studerts’ works aswell ason generatedtest cases.
Indeed,this wasour original idea. The examinedstuderts works wereall from
the area of businessadministration. Henceforvard, they were characterized
by a relatively similar structure especially concerningthe relation of text to
non-text parts, e.g.,tables, links, and pictures.

To be able to draw generalconclusionsbasedon the empirical results of
the examinedstuderts works, the main focus lay on se\eral test casesthat
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have been generated. The purposeof thesetests was to determine whether
the e®ortsin writing correspndedto the e®ectie changeestimated by our
metric. The test caseshave beengeneratedbasedupon the variety of di®eren
functions availablein the built-in text editor RichTextEdit. To coverthe whole
processof documert writing with all its componerts, the work on objects (e.g.,
tables, links, or pictures) and the documert style was taken into accourt.
XMLDI® distinguishesfour kinds of changes(additions, changes,removals,
and moving of nodes) within its comparisonbetweenthe two XML Tes, so
thesedi®eren typesof changeswere tested.

Ead test caserepresented a di®erent action, which was derived from the
conbination of a function with one of the four possiblechanges(e.g., \add
table" or \delete picture”). The averagetime to perform eat action (e.g.,
deletea picture) was measuredusing a stopwatch in seweral independen runs
to receiwe the temporary e®ort. In the next step the metric was applied on a
documert wherethis speci ¢ action had beenrealizedand the resulting value
(XML node) wasrelated to the averagetemporary e®ortmeasured.

Our metric calculateswith nodes, eath word represeting an individual
node. If newwords have beenaddedto a documert, our metric presens these
changesthroughout its result, which is a gure of nodes. For text writing (add
text), eat node measuredby our metric corresppndsto 1.92 secondsof real
editing e®ort. Sinceremoving a singleword or an assaiated group of words
represets little real time e®ortonly (by average2 secondsper removal), this
action is treated by the systemas a single node, which leadsto the average
“gure of 2 secondsper node for text removal. The real editing e®ort of all
di®eren actions, using objects like tables, pictures etc. were analyzed, too,
and expresseduy the averagevalue of real time e®ortper node. Thesevalues
rangedfrom 2 to 6 secondger node. In the studerts works, objectslike tables
or pictures were relatively rare in relation to the text parts. Therefore, the
small deviation of thesevaluesfrom the valuesof text creation (1.92 seconds)
and text removal (2 secondshave almostno impact on the overall real editing
e®ortof a whole documert.

By usingthis easilyadjustable XML-centric systemincluding the pre-and
post-processingthe in°uence of ead action and object could be treated and,
therefore,lead to a discretional adjustmert of the real editing e®ortvalue. In
dependenceon the application areaof the text (e.g., businessadministration
or computer science)or the individual author, by using the real editing e®ort
statistics, the real time e®ortcould be personalizedor altered w.r.t. the type
of text.

5 Determining Up-to-dateness of Multiple Documents

Web pagesdo not exist on their own. Instead, they are semanically relatedto
eadt other. Due to thesesematrtic relations, changesin the up-to-datenessof
oneWeb page\somehon" in°uencesthe up-to-datenessof related Web pages.
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Breaking News

Background Background
Information Information

A 4

Essential - .
@ Part of Ukrainian History

Essential
Part of v v

, Essential

Today's News Part of

Essential
Part of

News Chronical

Fig. 6. Semartic structure of our example Web site

Consider our running example again: Our breaking news pageis hosted
at YahooNews.comwhich also contains interviews and badkground informa-
tion. For the purposesof this paper, supposethat there are an interview and
an historical article about the Ukraine at YahooNews.comrevealing further
badground information. In addition, the breaking newspageand the inter-
view are part of a \T oday's News" summary, which itself is part of a news
chronical. Of course,the historical article is part of the chronical, too.

5.1 SemanticRelations

Clearly, we would expect that up-to-datenessof the chronical is in°uenced by
the up-to-datenessof the breaking newspage. This is becausethe chronical
Is (indirectly) semanically related to the breaking newspage.

We usethe hypertext model as basisfor represeting semairic relations,
similarly to [8]. Semartic relations are represeted via semantic links, which
aretreated as rst-class ertities connectingsourcedocumerts with target doc-
umers. A semartic link can connectmultiple sourcedocumerts to multiple
target documerts.” The semarnic structure of a Web site (see Fig. 6) is
represeted through a bipartite graph, where ellipsesrepresetn documerts
and rectanglesrepresemn sematic links. Sourceand target documerts, re-

7 Notice that this is di®erert from embeddedlinks in HTML pages. Treating links as Tst-
classentities givesus much more °exibilit y, becauseit supports multiple link structures on
the samedocumerts without altering the documerts themseles.
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spectively, of a semartic link are denoted by directed edges. Our idea is to
propagatechangesn the up-to-datenesf the sourcedocumerts to the target
documerts. The example cortains bidirectional links only; our approad is,
howewer, independert of link arity.

Currently, sematic links are added by hand. Often, they are in reverse
direction to the usual link structuresin Web pages;e.g.,the \T oday's News"
pagelinks to the breakingnewspageand the interview. In the future, we plan
to derive semartic links, e.g., basedon embeddedHTML links or semaric
similarity via latent semarnic linking techniques[14].

Semaric links are typed by the number of sourceand target documerts,
respectively. A semairtic link of type ¢,m has n sourcedocumerts and m
target documerts.® This type is asseiated to an up-to-datenesspropagation
function J¢n.m K: R I R™, which given up-to-datenesschangesin the source
documerts calculatesup-to-datenesschangesof the target documerts. On an
update of a sourcedocumert d, we can propagateits up-to-datenesschanges
along the edgesof the semartic graph. Notice that we can read a target
documen dat di®eren paths origining from d, ead of which may requireto
changethe up-to-datenessof d°di®erertly. Also, circlesin the semartic graph
are quite usual for Web sitesand are, therefore, permitted in our setting.

5.2 Propagating Up-to-datenessChanges

Consider that a documert d has been updated to sud an extert that its

freshnesshanges. Then we immediately update d's up-to-datenessaccording
to the changeof its freshnesswhich naturally determinesd's up-to-dateness
change ¢( d). Up-to-datenesschangesof other documeris are set to zero.
Our propagation algorithm traversesthe semarnic graph, whereit regardsd

asroot. Each edgethat hasbeentraversedis marked as \pro cessed." Each

documert node is marked as \pro cessed"if all incoming edgeshave been
marked as\pro cessed."That way we avoid running into circles. We traverse
the semartic graph as follows:

2 Processinga documert node d:
If all incoming edgesare marked as \pro cessed,"then update d's up-to-
datenessaccordingto its up-to-datenesshange¢( d), and processall seman-
tic links emanatingfrom d and mark their edgesas\pro cessed."Otherwise,
processany sematic link targeting d whoseedgehas not been processed
already. Processinga semartic link will update d's up-to-datenesschange
¢( d) and return to d to further processincoming links or emanatinglinks.

2 Processinga semartic link node | of type ¢nm:
First, processall sourcedocumerts of | that have not been processedal-
ready and mark their edgesas \pro cessed." Processingthese documerts

8 Due to the simplicity of our example documert metric D, we do not needto further type
sourceand target documerts. Of course,this may changeif we employ a more sophisticated
documert metric.
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Fig. 7. Up-to-datenesspropagation of our example breaking news page

will determinetheir up-to-datenesschanges.Second.apply I's update func-
tion J¢nm Kto the up-to-datenesschanges¢( d;) of the sourcedocumerts
d (i 2 f1;:::;ng). This resultsin m up-to-datenesschanges¢ .(djo) for
the target documerts dj0 (j 2 f1;:::;mg). Update the (already calculated)
up-to-datenesschanges¢( djo) of the target documerts dj0 to the maximum
of ¢(d’) and ¢( d°). Third, processall target documerts d? of | and mark
their edgesas\pro cessed."

Our algorithm is non-deterministic becausewe do not make any assump-
tions about the order in which nodes are processed. Since up-to-dateness
changesare updated to the maximum, howeer, our algorithm always yields
the sameresult, no matter in which order nodesare processed? Notice that
up-to-datenessresenbles freshnessof \lonely" documerts, which are not se-
marntically relatedto other documerts, and aslong asno semartically related
documert has beenchanged. Otherwise, the up-to-datenessof a documernt
may di®erfrom its freshness.

5.3 Propagating Up-to-datenessof our ExampleWeb Site

For example,consideran update of our example breaking newspage. Fig. 7
shows a possibletraversalof our algorithm through our exampleWeb site. El-
lipses,rectangles,and edgesrepresemn the semairtic graph asshowvn in Fig. 6.
\Background Information” links are marked grey; in orderto distinguish them
from \Essertial Part of" links. Dotted arrows shov how our algorithm tra-
verseghe graph; they are numberedaccordingto the orderin which nodesare
processed Documert nodesare numberedaccordingto the orderin which they
are marked as\pro cessed;"i.e., the order in which their new up-to-dateness
is determined.

9 Instead of the maximum, any commutativ e and assaiative function can be usedhere.
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From versioneight to nine the e®ectie freshnesof the breakingnewspage
jumps up by ve hours (seeFig 3). Given the up-to-datenesspropagation
functions

JBackground Information K(src) = src ¢0:5  JEssertial Part ofl(src) = src ¢0:2

our algorithm yields the following up-to-datenesschanges:

¢(Breaking News 5:0 hrs ¢(In terview) 2:5 hrs

2:5 hrs

¢(T oday's News) 1.0 hrs ¢(Ukrainian History)

0:5 hrs

¢(News Chronical)

That is the up-to-datenessof the chronical increasesoy half an hour.

6 Conclusions and Outlo ok

This paper describes our approad towards automatic managemen of up-
to-datenessof documerts that are managedby an XML-centric WCMS. We
introduce two measuresithe freshnesof a documert is basedon its own his-
tory only; the up-to-datenessof a documern alsoemploys semattic relationsto
other documerts. Freshnessof a multiv ersionedWeb documert is calculated
w.r.t. a documert metric, which detectschangesbetweendocumert versions.
Currently we usea syntactic metric basedon the modi cations of XML-nodes,
which roughly re°ects editing e®ort. Due to our open architecture, this metric
can be easily replacedby an application-speci ¢ semartic metric. Sincepre-
and post-processingusing XSLT are included, the documert metric can be
easily adapted to di®eren human-madine-interfaces(HMI) or user groups.
Up-to-datenessis basedon sematic relations betweendocumerts. Changes
in up-to-datenessare propagatedalong theserelations.

In the future, we plan to extend our WCMS by recording the documen
processtime automatically. Not only in this way more data on the real ef-
fort for documen processingoy di®eren usersshould be collectedfor further
validations of the documert metrics. We beliewve that sutd metrics are a key
succesdactor for managingdocumert processess one of the crucial parts of
businessprocessmanagemen (BPM). We alsowant to learn more documert
authoring patterns for which corntent managemen systemsand collaborative
authoring systemscan be optimized. Monitoring the deviation betweenfresh-
nessand up-to-datenessof a documernt might also cortribute to authoring
patterns. For comparing XML documerts we considerto useother tools like
[4] and metrics that are basedon the semartics of documerts like [1314].
Also, we will implemert a plug-in medanisminto our WCMS that supports
easyintegration of user-de neddocumen metrics. For easiermaintenancewe
currertly stick to a certral WCMS. It would be interestingto seehow our ap-
proach scalesto distributed Web sites, which usepersistert URLs to address
Web documerts.
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In addition, we plan to integrate our up-to-datenessapproad with au-
tomated consistencymanagemen as o®eredby CDET [20] or xlinkit [16].
Clearly, up-to-datenesschangesgive rise to consistencyconstrains basedon
sematic links. For example,considera German translation of our breaking
newspage,which should be asup to date asthe English original.

In summary, we think that our approad providesa good basisto manage
real up-to-datenessof Web documerts beyond the simple \last-modifying”
time stamp, which has proven insuzcient for many purposes.
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Abstract

The validation of XML documernts against a DTD is well understood and tools ex-
ist to acconplish this task. But the problem considered here is the validati on of
a generator of XML documents. The desired outcome is to egablish for a partic-
ular generator that it is incapable of producing invalid output. Many (X)HTML

web pages are generated from a document containing embedded scripts written in
languagessuch as PHP. Existing tools can validate any particular instance of the
XHTML generated from the document. Howeverethereis no tool for validating the
documert itself, guaranteeing that all instancesthat might be generated are valid.

A prototypevalidating tool for scripted-documerts hasbeen developed which uses
a notation developed to capture the generalised output from the document and a
sydematically augmented DTD.

Key words: VALID ATION, XHTML, WML, PHP, DTD.

1 Intro ducti on

The validation of a static web-page aganst a DTD can be achieved by cer-
tain browsers(e.g Internet Explorer[l]), by web-based services(such asthat
o ered by W3C[2], WDGJ3]) and by commercid products (such asthe CSE
HTML Validator[4]).

The problem of validating genentors of web pageshasbeen tackled by var-
lousresarchersby constructing cortrolled ervironmerts whereinvalid output
Is not posgble[5,6,7]. This hasbeendoneby controlled macro subgitution or
by the designand useof a special purposelanguage. This solvesthe problem
neatly for thoseable and willing to adopt a newstrategy but has nothing to of-
fer for the legacy problem which is addressedhere. Millio ns of web documents
exist, scripted using languages like PHP[8], which are capable of geneating

1 Email: R.G.Stone@Ilboro.ac.uk

This is a preliminary version The n al version will be published in
Electronic Notesin Theoretical Computer Science
URL: wwv.el sevi er.n l/lo cat e/entcs
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di erent XML pagesead time they are browsedbut there is no method by
which the source documert itself can be validated.

For presentation the examplesusedwill be of PHP generaing WML but
the techniques usedapply equdly well to other scripting languagesand other
XML compliant languages,notably XHTML.

2 Embedded Scripti ng

A web-page containing sener-side scripting must have the script executedbe-
fore being passedto the browser. There are several sever-sidescripting lan-
guages(PHP[8], ASP[9], Perl[10], etc.). At itssimplest,a sener-sidesaipting
language generats its output by edo or print commands. T he scripted ele-
merts are often embeddedamong the marked-uptext sothe code to generae
a minimal WML page using PHP could look like this

<vwml>
<7php
echo "<card>";
echo "</c ard>";
2>
</wrty
In this and subsequen examplesthe required <?xnt ... >headerand the
<ID@TYEwrh .. .> headerlines are omitted for brevity. Also note that
PHP code is written inside "brackets' which can be writt en

<?php ... ?>
and which can, in certain circumstances bpe abbreviaed to
<? ... 7>

3 Validati on against a DTD

The context of this paper is where a script is usedto deliver a page that is
valid XML accordingto a Documert Type De nition (DTD)[11]. A DTD
descibesthe tagsthat can be used, their attributes and the content that the
tags enclose. As an example, a simpli e d extract of the WML DTD[1Z] can
be showvn as

<IELEMBET wml ( card+ )>
<!ELEMBTcard ( p* )>
<IELEMBET p ( #PCDAA )* >
This DTD notation can be read as follows. For a documert to be a valid
WML documert there must be a single wml elenent which must cortain at

least one (+) card element. Each card elemen may contain zero or more
(*) paragraph elemerts (p). Finally each paragraph element may cortain an
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arbitrary amount of "Parsed Character Data' (meaning anything that is not
a taggedelement). The part of the DTD which de nes attribute structure is
not showvn. The output of the script in the previoussection would be

<wml><car d></c ar d><wml>

and this would thereforebe acceptable and be takento be exercisingthe right
to have no paragraph elemerts (p).
4 Informal Validat ion of Script ed Web-Pages

Hereis an example of a PHP saipt which cortains a structured statemert (a
loop)

<\wml>
<card>
<?
whil e($i< $li mit){
echo "<p>";
echo "</p>";
$i++
}
>
</card>
</ wrtp

We might argue informally that, whatever the value of $l imit , the result
of this script is valid WML becausehe while-loop, whenexeated, will always
generde paragraph tags(<p>, </p>) in pairs and that the <car d>tag accepts
any number of sud pairs (including none).

A more formal way of approading this is to capture the output of the
script using the star notation borrowed from regular expressions

<wnl> <card> ( <p> ... </p>)* </card> </wr»

This may be read as descibing the output as a wml tag cortaining a card
tag which in turn cortains zero or more paragraph tags. It is this output
expressionwhich is “checked' against the WML DTD. The wml elemen con-
tains exactly one card elemeant (1 or more is allowed) and the card element
cortains zero or more paragraph elemets (zero or more allowed). The idea
of using regular expressionnotation to capture the generdised output from a
script is deweloped furt her in what follows. However the notation is converted
into XML style sothat the result can still be validated by a DTD obtained
by augmerting the original with extra rules. Hence

<wnl> <card> ( <p>...</p>)* </card> </wni>
will become
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<wnl> <card> <p.li st0> <p>...< /p> </p_li st0> </card> </wni>

Other invented tags like <p_list 0> will evertually be neededand they will
be referredto as meta-tags.

5 Generalised Out put and Augmenting the DTD

A systemis ervisaged in which the scripted web-page is passed through a
processorto obtain the genegalisedoutput expressiorand the generalisecout-
put expressionis then validated against a DTD which has been obtained by
augmerting the original DT D with rulesinvolving the meta-tags. The various
repetition and selectioncortrol structures in the scripting language will re-
quire appropriate meta-tags to descibe their contribut ion to the generdised
output expression. These are summaiised in Table 1. The correspondence
with the regula expresson operators usal in the DTD which is shown in the
sametable will provide the insight into how the DTD shauld be augmeried
to accept the meta-tags.

Continuing the example in the previous section, if a scripted while loop
has produced

<pli st0> <p>.. .</p> </p_li st0>
the DTD will needto be augmented to accept this asa replacemen for
<p>..<[p><p>. </p>... <p..<[p>

For this example it would be su ¢ ient to replaceall occurrencesof p* in the
DTD with (p*| p_lis t0) andto add the de nition

<IELEMBETp_li stO ( p )>

Concept Regexp Program Control Example Code Meta-tag

0,12,.. * while loop whl e() .. . <t li stO>

1,23,... + repeat loop do.. .whil e() <t li st1>

option  ? short conditional if () ... <t_opti on>

choice | long conditional if () ... else... <t _choices>
Table 1

A table of correspondencesbetween regular expresson operators, program contr ol
structures and meta-tags

However only the simplestcasehas beenconsideredsofar wherea sequene
of literal paragraph elemerts has been created ertirely by a simplewhile loop.
In the more generd casea script may be written to generde a sequence of
paragraph elemerts using any mixture of literal tags, loops and conditionals.
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The following exampleis more realistic as it createsa sequenceof paragraph
elements via a sequencenvolving literals, a loop and a conditional:

<vml>
<card>
<?
echo "<p>... </p>";
whl e(. ..
echo "<p>... </p>"
}
if (...) echo "<p>.. </p>";
>
</card>
</wrtp
In this casethe generdised output expression will look like
<wmnl>
<card>
<p>..</p>
<p_list 0>
<p>..</p>
</p_lis t0>
<p_opti on>
<p>..</p>
</p_optio n>
</card>
</wrtp

To expressthis generdity the ertity p0 is introduced so that p in the
DTD is replaced by (%p0;) with the de nitio n

<IENITY %p0 (p|p_li stO|p_li st1l|p_option|p_choices) >

Under this de nition (%p0;) meansa sequencef zeroor more elemerts each
of which contributes zero or more paragraph elemerts.

This rule must be repeated for all tags (t), sothat wherewert occursin
the DTD it is to be replaced by %t:star; under the de nition s

<IENITY %t.star (%0;)* >

<IENITY %tO0 (t|t_listO| t listl| t_option|t_choices) >
Notethatin (. .. | t|]. .. )*, wherethe * appliesto various alternativesinclud-
ing t, the t should alsobe replaced by the ertity 9%0.

6 The Aug mented DTD

All of the changesto the DTD so far have beenmotivated by the occurrence
of “zeao or more' tagged elemerts, including meta-tagged elemants, in the
output expression which are validated by substituting occurrencesof t in
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the DTD. Obviously it now remains to look at what other parts of the DTD
might need augmerting. Repeat loops with their signature output of “oneor
more' canbe captured by the meta-tag t_list 1 and would be expected to cause
substitutions for t+ within the DTD. Short conditionals (no elsepart) with
their signature “optional' output can be captured by the meta-tag t_option
and would be expected to causesubgitutio ns for t? within the DTD. Long
conditionals (with an else part) have a signature "alternative' output and can
be captured by the meta-tagst_choicesand t_choicelike this
<t_choices><t_choic e>... this. .. </t _choice >
<t _choice>...o r thi s...< /t _choice></t_choic es>

A long conditional would be expeded to causesubgitutio nsfor any unadomed
instancesof t (that is an occurrenceof t in the absenceof any of the operators
* 7+ 7)) becausealternativ e choicesfor a singletag t are being o ered.

The substitution for t+ in the DTD is more complicated than for t be-
causeit is necesay to ensurethat at leastone elemen with tagt is presert.
Before consideringthe subditutio n in detail, comparethe following four entit y
de nition s:

(i) Zero or more occurrencesof elements t, t0 (preseried earlier)
<IENITY %t0 ( tjt _list O]t | istl| t_optio n|t_choices )>

(i) One or more occurrencesof elemerts t, t1
<IENITY %tl ( t|t _choices|t _list 1 )>

(i) Zero or oneoccurrencesof elemert t, t01
<IENITY %t01 ( t| t_option|t choices) >

(iv) Exactly oneelement, t11
<IENITY %t11 ( t| t_choic es )>

It is now possibleto replacet+ by the entity t. pl us under the de nitio n
<IENITY %t.plus ( (t_option]|t _li stO)* %ftl; , %t.star, ) >

This canbereadasde ning t. pl usto bezeroor moreelemertsthat cannd be
relied upon to cortain at tag, followed by an element which de nitely cortains
at least onet tag, followed by zeroor more elemerts which will contribute zero
or more t tags.

The substitution for t? in the DTD is the entity t0 1 with the de nitio n
already given. The subgitution for t is the entity t11 with the den ition
already given.

The substitutions to be madeto the DTD are summaiised in Table 2. To
support thesesubstitutions there arethe newentities t_star, t_plus, t0, t1,
t01 and t1 1 to be addedas de ned above and nally the new elemen rules
descibing the derived tagst_listO, t_listl, t_option, t_choicesand t_choice for
ead tag t.
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DTD phrase replacemert

t %t:star;
CGjtgn) (3] %t0;j::)
t+ %t:plus;
Gojtj+ (%t 1;j:0)+
t? %t01;
t %t11;
Table 2

An table of replacements to be madein the DTD

<IELEMBETt |i stO %. star; >
<IELEMBTt li st1 %. plus; >
<IELEMBTt opti on %001; >
<IELEMBTt_choices (t_choice,t choice) >
<IELEMBETt choice %tll; >

Note that the augmeration rules do not alter the meaning of the DTD
when no meta-tags are presen. For exampleif t is replacedby tO0 andtOis
de ned to be (tjt_list Ojt_list 1jt_optionjt_choice9 then, in the situation where
no meta-tags(t_listO, t_list1, t_option, t_choice9g are presen, the substitution
degeneragsbadk to t .

In the prototype the processof augmerting the DTD is handled by a
prolog program which readsthe original DTD, genegatesthe extra ELEMENT
de nition sand ENTIT Y de nitions and outputs the augmerted DTD. This is
made easier in SWI-prolog[15 by using a pre-written module[16] to read the
DTD.

7 The Script Processor

Earlier it was stated that the script validation system was constructed of
two parts. The r st part hasto processthe saipt, introduce the meta-tags
and generatethe genegalisedoutput expression. The secondpart validatesthe
output expressionagainst an augmerted DTD. In the prototypethe rst part,
the script processor,has itself beensplit into two stages. The script processor
rst generdes an output expression using general meta-tags like listO, list1,
option and choices A secondstage inspectsthe output of the rst andinserts
the correct tags to changethes to speci ¢ meta-tags like p_list0, card_option.

In the current implemertation the rst stage of the script processr is
written in C using LEX[13] and YACC[14] to parsethe saipt and this stage
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producesan output expressioncontaining generalmeta-tags. For example
<wnl> <card> <li st0> <p>...< /p> </l ist0> </card> </wnm>

The secand stageis written in prolog and producesspeci ¢ meta-tags, for
example

<wnl> <card> <p.li st0> <p>...</p> </p_li st0> </card> </wni>

8 Current impl ementati on

The current implemertation for PHP scripts producing WML and XHTM L
works perfectly well on a large classof scripts. Howeer, if it fails to validate a
script, it is not necesarily the casethat the script is capable of emitting invalid
output. The weak point is the rst stagewhere the meta-tags are inserted.
The problemlieswith assuming that a control structure in the saipt language
will genegate a complete tagged structure capable of being de<ribed by the
meta-tags. This doesnot always happen. An exampleto illustr ate this would
be
echo "<p>"
echo "0";
whl e(. .. §
echo "</p>";
echo "<p>";
echo "1";
}

echo "</p>";
For any particular executian this saipt will result in a sequencdike
<p> 0 <p><p>1 </p><p>1 <p><p>1 </p>
which is valid. Howewer it will be given the following meta-tags
<p> 0 <list 0> </p><p> 1 <l ist 0> </p>

This expression, in which the tags are not properly neded, fails the secord
stage of the process(replacing generalmeta-tags with speci ¢ meta-tags) be-
causethe input stage assumesthat the input is well-formed XML.
Work has begun to introduce an extra middle stage into the processor

which usesrulesalong the lines of

ab(cab)*c => abc(abc)* => (abc)+
sothat the exampleabove can be manipulated to

<p> 0 </p><li st0> <p>1 </p> </l ist0O>

The problem with this is that the starting expression is not valid XML
precisdy beause the tags are not properly nested, so that the expression
cannd beread and manipulated asan XML documert. T his means that the
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manipulation has to be done by treating the expression merely as a linear
mixtur e of starting tags, ending tags and non tag elements. This makes the
processingharder but not intr actable.

A more serious problem existswith the currernt code which replacesgeneral
meta-tagswith speci ¢ meta-tags. At present, if the processormeetsa opening
<lis t0> tag it cheds all the top-level tags up to the closing </li st0> tag
expeding them all to be of the same type (t sa) so that the genera tag
<lis t0> can be changed to <t_list 0> This will not always be the case as
in the following example

echo "<p>"

whl e(. .. §
echo "<ul >.. .</ul >";
echo "<br />";

}

echo "</p>";
The processoris presented with
<listO><ul>... </ul><br /><li st0>

and cannot nd atag namet to change<lis t0O> to <t_list 0> There are
potential solutions to this. One s that with referene to the DTD it may be
possibleto changethe scope of the <lis t0> tagsthus:

<listO><u>... </ul></lis t0> <«li stO><br /></lis t0>

Although this changesthe meaning of the expression,f the DTD cortains a
rule along the lines of

<IELEMETp (. .. ul |. ..] br|. ) * >

the change will not alter the validity of the expresson and so the validity
ched on the new expressionwill obtain the desiredreault. In practiceit has
been possiblein many caseslike this for the programmer to circumvert the
issueby adding an enclosing <span> or <div > tag wit hin the loop.

A further problemlieswith the simplicity of the rst stageofthe processor.
Because it is largely syntactic in nature it does not, and cannd, actually
executethe saipt language. This meansthat if the script genegatesany tags
by any other method than printing literals (for exampleby constructing them
by string concatnation or obtaining them as part of a databaselookup) then
thesetags will not be represated in the generalisedoutput and consequetly
thesetagswill not be validated.

9 Summary

The concept of validating a scriptedweb-pagerather than its output is thought
to be novel and potentially very useful,at leastfor the large number of legacy
sites which use this technology. A method has beenfound to validate such
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scripts which dependson procesingthe script to provide a generalisecoutput
expressionand then validating this against an augmerted DTD. The method
has been prototyped for PHP saipts gengating WML and XHTML. The
method is readily applicable to any other conmbination of procedurd scripting
language and XML-based output.

Altho ugh the method can validate a large classof scripts it hasits limita -
tions. The processr which producesthe generdised output expressiorhasto
be able to recoqiise where the script is generating tags. The current proto-
type requirestheseto be literal text within an edo/print commandand not
“hidden' by string manipulation operators or resulting from databaselookup.
The current prototype also requires control statements within the saipt to
generde well-formed XML, although there are plansto extend the processor
to accommalate non well-formed output in situations where special rules can
be applied which are derived from regular expressionequivalences
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ABSTRACT

Software testig process is gaining importance at same time that size and complexity of software are
growing. The specifics characteristics of web applications, like edierver architecture, heterogeneous
languages and technologies or massive concurrent access, haallesdapting classic software testing
practices and strategies to web applications. This work exposes an overview of testing processes and
techniques applied to web developmenihis work alsodescribes a practical example testing a simple
web applicatio usingonly opensource tools.

1. INTRODUCTION

Internet gives to developers a new and innovative way to build software. Internet alsoth#ows
accessof millions of user to aveb application [4]. Thus, problems in a web application can affect to
millions of users, cause many costs to business [2] and destroy a commercial image.

The Business Internet Group of San Francisco undertook a study to capture, assess and quantify the
integrity of web applications on 41 specifieeb sites. According to the req, of those 41 sites, 28 sites
contained web application failures [14]. Thusoftware testing acquires a vital importance in web
application development.

First web applications had a simple design based on static HTML pages. Nowadays, web
applicationsare much more complex and interactive with dynamic information and customized user
interfaces. Design, support and test modern web applications have many challenges to developers and
software engineers.

This work is organized as follow. Sectiordéfines some basic concepts used in this wathpwsthe
basic aspects of a clieaérver web application and introdgcsoftware testing processSection2
describs a simple web application used as example in this wBdction3 describe how to make unit
testing over a web applicationSection 4 describe how to make integration testing over a web
application.Section5 resums conclusions and future work.

1.1. Definitions

A web page is all kind of information that can thsplayedinto a browser window [2]. A @b page
uses to be composed by HTML code, generated statically or dynamically, or bys@lieeixecutable
components, like Macromedia Flash modules or Java Applets.

A web site is a group of web pages, where the information of every page is semardlatdig and
syntactically related by links among them. User access to a web site is made by HTTP requests. Client
side user interface uses to be a browser program running over a personal computer (PC, Mac, etc.).

A web application is built applying heteraggus technologies like cliestde scripting languages
included into HTML, clientside components like Java applets, seside scripting languages like PHP
or PERL, serveside components like Java Servlets, web services, databases servers, etcseAll the
heterogeneous technologies have to work together, obtaining ausertimultiplatform application.
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1.2. ClientServer Architecture in web applications

Functioning of a web application is similar to classic clssnver application with thin clienas
showed inFigure 1. When a user writes a web addresshrowser, this one acts like a client, requesting
a file to a server accessible by Internet. Server processes the request atdefdadSlient, at the time
to receive the file, processitontent and shosithem.

Client Server

Request —x

Figure 1. Static web application

First web applicationsvere composed only bystatic web pages They have nothe possibility to
modify their content depending by date, usarnumber ofrequests. The user always received the same
file with the same information into it. Actually, as showedrigure 2, it is possible to build web page
dynamically, changintheirinformation depending of many factors.

Client Server

Request —=

Answer \_

Server-side code

Database
server

Figure 2. Dynamic web application..

ClientServer architecture iffigure 2 is the same that ClieBerver architecture iffigure 1. Main
different is that the server in figure 2 has two elements, one dedicated toereegilests and answer to
them, and other dedicated to execute web application and generate HTML dynamically.

1.3 An overviewof software testing process

Nowadays, test procedsas became in a vital task in development process of all kind of software
systems [3]. It is needed to make a classification [1] of testing, the moment to apply them and their
objectives before expose how to apply test process to web applications. Table 1 shows this classification.
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Kinds of Moment to apply Description

tests

Unit teging. | During building of Unit testing verifies design and functionality of every component of
software system. the system.

Integration | During building of Integration testing verifies the union among system compopents

testing. software system. through thei interfaces and their functionality.

System After building of software | System testing verifies in depth the functionality of the system,|as a

testing. system. black box, checking that all requirements have been implemented in

the correctly.

Implantation | During production Implantation testing verifies the correct function of the system in the

testing. environment implantation] real production environment. T

Acceptance | After software system Acceptance testing verifies that system hisequirements expectgd

testing. implantation. and satisfies the needs of the user.

Regression | During modify Software | Regression testing verifies that changes in code do not geperate

testing. system. unexpected errors.

Table 1. Testing classification.

Unit and integration testing vifies components of the systemysgm, implantation and acceptance
testing verifies the entire system as a black box, from different points of Vias/word is focused in
unit and integration test only.

1.4.Related work

There are several works describing how to test a web applic&borexampleLiu [16] considers
each web application component as an object and generates test cases based on data flow between those
objects. Ricca [15] propose model based on the Urfl Modeling Language (UML), to enable web
application evolution analysis and test case generation.1Wuéfines a generic analysis model that
characterizes both static and dynamic aspects of web based applications. This technique is based on
identifying atomic elements of dynamic web pages that have static structure and dynamic contents.
Elbaum 18 explores the notion that user session data gathered as users operate web applications can be
successfully employed in the testing of those applications

This paper does not proposal a new web test model but a set of techniques to test web component.
These techniques caeused in any web test model proposal to implemented test ddmse techniques
can be applied to test both cliegsitle and serveside componentsand they are useful to put test model in
practice

2. PRACTICAL CASE

This sectiondescribes a simple web application to insert customers in a database. lsidBent
application is composed of three web pagegorm to insert custongra webpage with a message if
insertion was possible and another web page with a message if insertion was not possible-dideerver
application is composed of a MySQL [8] database server and a PHP [9] insertion script. Figure 3 shows
these components
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Client Server

Validation ]
Customers Insert

form customer MySQL

@<—

*
Customer
successfully stored

@
¥
Error - Customer
does not stored

Figure 3. Insert customer web application components.
Figure 4 showcaptures of HTMIlwebpages of the application.

Figure 4. Insert customer form.

Validation code, written in JavaScript and included into HTML form, will verify that notigaibry
field will be empty.

This application stores customers in a MySQL table. SQL code to create customers table are showed
in Figure 5

CREATE TABLE Customers(ld BIGINT(20)
UNSIGNED NOT NULL AUTO_INCREMENT
PRIMARY KEY,

Entity VARCHAR(50) NOT NUL L,

Activity VARCHAR(250) NOT NULL,

Address VARCHAR(50) NOT NULL,

City VARCHAR(50) NOT NULL,

ZIP_Code VARCHAR(10) NOT NULL,

Telephone VARCHAR(50) NOT NULL,

Contact_person VARCHAR(50),

Contact_phone VARCHAR(10),

Observations VARCHAR(250) );

Figure 5. Customer SQL code.
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To test this application, weill write, at first time, a set of unit tests to verify clismle components
and serveside components. At second time, wall write an integration test to verify the correct
working of customer form and insertion script together.

3. UNIT TESTING

Objective of unit testings to verify the functionality of every componentisolation To do this, we
are going to divide components in two sets: ch&ide components (web pagdavaScript code, etc.) and
serverside components (serveeripts, databases, etc.) [1]. Each component set will have its own testing
strategy and tools. Division in our example web application is showégLire6.

Client Server

s =

Validation  Error - Customer
does not stored

Insert
customer

l %
i
Customers Customer

form successfully stored MySQL

Figure 6. Client side and server side components.

Clientside components are downloadeddaexecuted in client web browser. Sersite
components are executed in server and their results are sent toS#ietiun3.1 describes thniques and
tools to test serveside componentsSection 3.2 describes techniques and tools to test chatd
components.

3.1. Serverside testing

The strategy to test server code is similar to strategy to develop unit testingwemapplications.
Main idea is to write a code fragment to execute the code under test with a set of test values and compares
it result with expected resultk our sample web applicatiave are going to write test script in PHP

There are manypensourcetools to mak easy and automatist this procebs.general.all tools
implements JUnitarchitecture[11]. A list of xUnit tools can be found in [7]. We have selected PEAR
PHPU it [13], among afPHPxUnit available

The example web application has a function to trse&ustomer with one expected parameter with a
table with all information about customer. This function returns a value that indicates if the client was or
was not inserted. The prototype of this function is showRiguire 7. Test case will invoke funatn in
figure 7 with a test customer and will check result returned.

/I $result is TRUE if customer was added into database
/I and FALSE if does not.
function insertCustomer($customer)

/...
return $result;

Figure 7. InsertCustomer function prototype.

The wnit test is dividé in two actions. These actions are describethile 4.
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are

Step| Action Verification

1 To call function “insertCustomer” with a tegtTo verify that function result is TRUE.
customer.

2 To search test customer inserted in step 1 jiTo verify that customer exists in database and its valueg
customer database. equals those values of test customer.

Table

The PHP scripts which implements this
libraries which offer functions similar to JUnit.

4. Test steps.

unit test is showdeigare 8. First line includes PHPUnit

<?
include_once('./PHPUnit/PHPUnit.php’);
include_once('./ InsertCustomerFunction

class InsertCustomerTest extends PHPUnit_TestCase {

var $ test_cust omer;
function testinsert Customer () {
$this - >PHPUnit_TestCase("testinsertarUnCliente");
}
function setUp() {
$this - >test_customer  [‘customer]=" test_customer ";
$this - >test_customer  [activity] =" test_activity "
$this - >test_customer  [address]=" test_address "
$this - >test_customer [ city =" testcity "
$this - >test_customer [ ZIP_Code T="00000";
$this - >test_customer [ telephone 7="000 - 00-00- 00"

function testinsert ACustomer () {

$ result =insert Customer ($this - >test customer );

$this - >assertTrue($result);

}

function test Customerinserted  ({

$conn = mysqgl_connect("localhost”, "™, ™)

mysql_select_db("C ustomer ")

$sql = "SELECT * FROM Customer WHEREcustome r' ="
$this - >test_customer [ ‘customer’ 1"
$result = mysql_query($sql)

$ Customer = mysql_fetch_array($resul) ;
$this - >assertEquals($this - >test_customer [ ‘customer’ ],
$ Customer [ 'customer' ]," Different customers .");

I/

mysql_free_result($result);

}
echo "<HTML> <BODY> <HR> <BR>

$result = PHPUnit::run($suite);
echo $result - > toStrin
echo "<HR>";

?>

a0s

Insert Customer Test
$suite = new PHPUnit_TestSuite("InsertCustomerTest ");

.php’);

. <BR>",

Figure 8. InsertCustomer function unit test.

If “insertCustomer”function has noerror, testscript will write an output like figured

indicates that test was success.

. That output
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Figure 9. Successfully test.
3.2. Clientside testing

Objectivesof dient-side components testing are to verify that HTML is correct and compliments
standards [10] and to verify dynamic components into web pafges.example, & will verify that
HTML satisfied HTML 401 Transtional standard anthe JavaScriptvalidationcodein our example web
application.lt is important to fulfil HTML standards to guarantee that a web page is corvesilglized
in different browsers.

Other unit test thiacan apply to clienside components are to verify that web pages are correctly
visualized in different browsers, verify user interface usability, etc.

3.2.1. HTML web pages testing

A HTML web page containthe information that will be displayed aralset oftags thatindicates
how that information ha to be displayed.Thus we have to test that every web page in our web
application example satisfied HTML standards proposed by W3C consortium. A HTML validation tools
is available at W3C consortium wehes[6]. We have used that tool to verify our pages. Results are
resumed irFigure 10

Validation form has an option to upload a web page to validate. In our example web application, when ¢customer
form is validated, some errors appeared:

Line 107, column 38 : document type does not allow element "BODY" here
<body bgcolor="#FFFFFF" text="#000000" >

Line 108, column 75 : there is no attribute "BORDERCOLOR"

... cellpadding="0" align="Ileft" bordercolor= " #0066FF">

First error is because of before <body> tag nbest/head> tag.

“Bordercolor” attrib is obsolete and does not complaint version 4.0 of HTML specification [10]. Style sheets must
be used to define color.

Once corrected two errors, validation tool shows next mes$Hagjs: Page Is Valid HTML 4.01 Trart®nal!”

The other two web pages have no errors.

Figure 10. Insert customers HTML form test.

To avoid testing of each web page in isolation and uphgguages one by one, we can use an option
to write and URL and let apphtion to verify all HTML pages in that URL. There are also, applications
that connect with W3C web site.

3.2.2. Testing JavaScript code

The brmto insert customers includes JavaScript code to avoid blank fields. It is necessary to test this
code to veify that its functionality is the expected one and it is able to detect all invalid combinations
possible
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Originally, JavaScript code was included into HTML web foithis onemakes hard to test it. So,
JavaScript code was refactorized and moved irgan script file called “validate.js"lllustration 11
shows a fragment of validation code.

function Validador( CustomerForm ) {
if ( CustomerForm . customer .value ==""){
alert("  Field \"Customer \" is obligatory M

CustomerForm . customer .focus();
return (false);

...

return (true);

llustracion 11.Validate.js fragment code.

Code showedin lllustration 11 notices if an obligatory field is emptfode displayss message
window, showed inFigure12 andFigure 13,and setformfocus in empty field.

Figure 12. An error in customers form.

Figure 13. Alert window detail.

The frst strategy to validate JavaScriptdeois to apply manual testingManual testing can be
performed bya worker who will write all combinatienpossible and whawill verifies that JavaScript
code results are thexpectedesults.This is thesimplestsolution, butwvorse too. Manual testingquires
dedication in exclusive of one programmer, allows many errors because it is a very repetitive and bored
task, and it is needed to make again all test every time customers form or JavaScript code changes.
Another strategy is to write a unit teste to test JavaScript codénit testcasehas to verify that
functionality of ‘validatejs” is the expected functionality when applying a set of values, in the same way
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that test written insection3.1. To testvalidatejs” in isolation, it is needed torite an object that
represents form. A fragment of that code is séabin Figure 14

function customer (value ) {
this.value= value
return(this);

function CustomerForm (e, a, d, |, c, t) {
this. customer =new customer (e);
this. activity = =new activity (a);
this. address =new address (d);
this. city =new city (l);
this.postal _code =new postal _code (c);
this. telephone =new telephone (t);
return (this);

Figure 14. JavaScript object representing customer form.

A test o verify validation code using the representation of the form is stiowrigure 15

<SCRIPT LANGUAGE="JavaScript" SRC="validar.js"></SCRIPT>
<SCRIPT LANGUAGE="JavaScript*' SRC="  customerForm .js"></SCRIPT>
<SCRIPT LANGUAGE="JavaScript">

var form= new CustomerForm (™,"a", "d", "I, "c", "t");
if (Validador(form) == false) {
alert(" Test failed K
}else {
alert(" Testvalid .");
<}SCRIPT>

Figure 15. Test of form customer JavaScript code.

It will be possibleto write similar tests based ofest described inFigure 15 changing the
position of blank field in customer form creatidrest inFigure 15verifies that function return expected
value However, this strategy is not good becauBestdoes not verifyhat alert message has expected
text orthe form focus will be inthe empty field. Even more, test stops after executing “alert” instruction,
so manual verification is still neede@inother problem is that test has to be loaded into the browser to be
execued. This strategy has no advantages from manual test stratdggtill need a programmer who
changes the code, execute the test and verifies that alert message is expected message.

Other strate@sto improve JavaScript testimgeto use a JavaScriptterpreter instead executing test
in a web browseorto use a mousecord toollmprovement of JavaScript testability is a future work.
This same process calsobe done to verifpther clientside scriptslike VBScript.

4. INTEGRATION TESTI NG

Once verified each components of the system with unit gesit is time to verify thatthose
components are able to work right among th&ms one is the goal afitegration tests.

In a web application, components in clisde communicate with componentssarverside using
HTTP protocol, instead of classic messages to methods or functions. This allows a very low coupling but
makes udessclassic xUnit tools to develop integration tests.

There are two main techniques to develop integration testing inbaapglication to develop tests
that operates application through it HTML web interface. One technique is using stored macros, and
replaying them to make a test. Macros have to be record again when interface or application changes, so
they are not the begiption. Another technique is using an API to analyze HTTP communication. This
API allows to write a program that sends HTTP requests and receives and analyzes their answers. This
second technique is more flexible, and allow to test in depth web pagéseyspend more development
time. We are going to write test based on API to test our web example application.
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There are many opesource tools that offer APIs to write integration tools. We have chosen
HttpUnit [6] to write an example. HttpUnit it is wt@n in Java, but we will show that it is possible to use
it to test a PHP web application with a HTML user interface.

4.1.Writing an integration test

HttpUnit can request a web pagethe same way thaa web clientHttpUnit offers an interface to
askif received page includes certain elements and to interact withlémeents of thepage, by example
navigatingthrough a link. Thigool offers almost all functionality of a web browser, like cookies control,
heademnalysis, GET and POSTS, etc.

In this point, we are going to write a test with HttpUnit. This test will be a Java class that request
customer form and, later, verifies that the web page received has expected elements.

Test goes to verify:

1. Connection with server and customer form requgstin

2. Verify title ofreceivedpage to tesf it is the expected web page.

3. Verifyif webreceivedpage contains customer form.

4. Verifyif form includes alexpectedields and assign them test values.

5. Verifyif, when pressing add button, wedreer answesrwith expectegage.

Figure 16shows java code of this test.

import net.sourceforge.jwebunit. WebTestCase;
import com.meterware.httpunit.*;

import com.meterware.servletunit.*;

import java.util.*;

import junit.framework.*;

public class Test CustomerForm extends TestCase {

public Test CustomerForm () {
super(" Test CustomerForm ");
public void testinsert Customer ()

throws Exception

{

WebConversation wc = new WebConversation();

WebResponse resp = wc.getR
Assert.assertEquals(resp.getTitle().compareTo("
WebForm form = resp.getFormWithName("

Assert.assertNotNull(form);

esponse("http://localhost/CustomForm.htm");
Customer Form
CustomerForm ");

form.setParameter(" customer "," test_cus tomer ");
form.setParameter(" activity  "," test_activity ")
form.setParameter(" address "," test address ");
form.setParameter(" city "," testcity ")
form.setParameter("postal _code ", "00000");
form.setParameter("tele phone ", "00 - 00- 00");

"), 0);

WebRequest req = form.getRequest("Submit");
resp = wc.getResponse(req);
String output = resp.getText();

Assert.assertEquals( output.indexOf("Error"), -1);

Figure 16. Customer form integration test.

It will be possible to add an additional validation to verify that testing customer insenteallys
stored intodatabase. This validation can check that insertion script works right wherétled from
HTML form, not only when it is directly called.
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5. CONCLUSIONS

This work shows how it is possible to build a web application and apply it different testing process
with opensource tools only. All techniques exposed in this work can be eapplied to other web
development platforms like ASP.NET or JSP and Servilets. Some of tests showed in this work are
development with Java over a PHP web application, which demonstrates the interoperability among
technologies and languages that web enginge@ffers.

All tools used in this work are free for use and download through Internet and, also, their source code
is accessible, even in commercials tools like MySQL (although free for use depends of license of
application).

We have seen with our exahepweb application, that it is very important to separate different
components of a web application, presentation components like HTML and code components like PHP
scripts, to facility testing process. A good separation ancongponentsmproves developmemprocess,
testing process and maintainability.

Future lines of investigation from this work are to investigate new tools and strategies to test web
user interfaces built with HTML and JavaScript, study with examples the application of this techniques
andpractices in other development platforms like .NET and other comporikatEldsh user interfaces,
and study strategies to test HTML dynamically generated.
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Abstract

In Web classi cation, web pagesare assignedto pre-de ned categoriesmainly ac-
cording to their content (content mining). Howewer, the structure of the web site
might provide extra information about their category (structure mining). Tradi-
tionally, both approacheshave beenapplied separately or are dealt with techniques
that do not generatea model, such as Bayesiantechniques. Unfortunately, in some
classi cation corntexts, a comprehensiblemodel becomescrucial. Thus, it would
be interesting to apply rule-basedtechniques (rule learning, decisiontree learning)
for the web categorisationtask. In this paper we outline how our general-purpose
learning algorithm, the so called distance based decision tree learning algorithm
(DBDT), could be used in web categorisation scenarios. This algorithm di®ers
from traditional onesin the sensethat the splitting criterion is de ned by means
of metric conditions (\is nearerthan"). This changeallows decisiontreesto handle
structured attributes (lists, graphs, sets, etc.) along with the well-known nominal
and numerical attributes. Generally speaking, these structured attributes will be
employed to represen the content and the structure of the web-site.

1 Intro duction

Etzioni [4] de ned Web mining as the use of data mining techniquesfor ex-
tract information from Web documernts and services.Given the large amourt
of documernts available in the Web, one of the most commontask performed
on the Web s the classi cation of documerts into one or more categories.For
instance, this is essetial in applications that have to catalog news articles,
sortand Tter electronicmail, recommendIms or musicor seart information

1 This work hasbeenpartially supported by ICT for EU-India CrossCultural Dissemination
Project ALA/95/23/2003/077-054 and Generalitat Valencianaunder grant GV04B/477 and
CICYT under grant TIN 2004-7943-C04-02.

This is a preliminary version. The "nal versionwill be published in

Electronic Notes in Theoretical Computer Science
URL: www.elsevier.nl/locate/entcs
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about a topic (seart engines). Although someauthors distinguish classi ca-
tion from categorisatior?, for the sake of simplicity, in this paper we useboth
of them as synoryms sincea categorisationproblem can be solved by se\eral
classi ers. The simplestapproad to the categorisationof Web documerts is
to take only the textual part of them into accourt (Text categorisation). The
basicideais to classifya documert as of classc if certain words relevant to
the ¢ de nition are presen in the documert.

Howewer, Web documerts are more than just plain text and the informa-
tion cortained in other parts like the hyper-links can also be relevant to the
categorisationprocess.For instance, if we are classifyingsports news,a more
accurate classi cation can be obtained if our classi er considersthat a piece
of sports newscortains words like team, play or stadium, or cortains links to
other sports news. Therefore,recert researt solvesthis problem by merging
ideasfrom Web cortent mining and Web structure mining. For instance, [7]
appendsthe text of the links to the text of the target page. [1] considersthe
text of a Web pagealong with the text and the category of its neighbouring
pages. Someother approadesare able to handle both the text componerts
in the pagesand the links amongthem, suc as|[2], [5], or [6].

In this paper, we study how the DBDT approad ts to the web classi-
“cation problem. This method allows us to integrate both the Web cortent
and the Web structure mining in a unique framework by using structured
data types for represeting eat componert or cortext feature (title, key-
words, text, links, ...) found in the pages. This evidenceis then used by
the DBDT in that the splitting criterion is de ned by meansof metric condi-
tions (\is nearerthan") and handle structured attributes. We illustrate that
the method is suitable for this kind of application by applying it to a simple
example of Web classi cation and we brie°y discussabout how the metric
conditions can be expressedn an equivalent but more comprehensibleorm.

The paper is organisedas follows. In Section 2 the DBDT algorithm is
outlined. An illustrative example of our approad is shovn in Section 3.
Finally, Section4 preserts someconclusions.

2 Distance Based Decision Trees

In [3] we de ned a learning method named Distance Based Decision Trees.
This proposal is basedon the use of prototypes and distancesto de ne the
partitions for the decisiontree. Our decisiontree inferencestrategy is a mod-
i cation of the certre splitting method [8] consistingin to compute a set of
attribute prototypesunlike the other one which takesall the attributes into
accourt. Basically, for ead attribute and for eat class,a prototype (that
value which minimisesthe sum of all the distancesfrom it to the others) is
calculated, consideringonly the valuesbelongingto that attribute and that

2 The classi cation is the processof inducing a model in that only one classis assignedto
ead documert, whereascategorisation concernswith the situation in that a documert can
belongto more than oneclass.
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class. Once this processis nished, an attribute is chosenin order to split
the data set. The split proceedsby assaiating every instanceto its closest
attribute prototype. The splitting attribute is selectedaccordingto someof
the well-known heuristic functions (gain ratio, GINI index, etc). For this pur-
pose,a metric spaceis assaiated to ewery attribute. Note that the fact of
handling all the attributes aswhole ertity, just ascertre splitting does,turns
the comprehensiblenodel extraction into a harder task, even if the involved
attributes are nominal or numerical.

The result of this adaptation of certre splitting is not very di®eren from
classicaldecisiontrees (seethe algorithm below), when attributes are either
nominal and numeric, but in our case we are ableto dealwith data cortaining
structured attributes sud as sets, lists, or trees.

PR OCEDURE DBDT§, m); // Single Attribute Centre Splitting. Learns a decision tree based on attribute  distances
INPUT : Atraining set S as a set of examples of the form: (x1;:::;Xpn);n , 1 where every attribute is nominal,

numerical or structured. A metric space is associated to every attribute. m is the maximum# of children per node.
BEGIN

CA fClass (e) :e2 Sg /I C is the set of existing classes

If jCj < 2 Then RETURN End If

For each attribute  x; :

/I Computestwo (or more) centres for each class using attribute X

If Values (xj;S) < 2 Then CONTINUE End If //next iteration
ProtList A ComputePrototypes (xj;S;m; C).
If Size(ProtList ) - 1 Then RETURN End |If
Split | A ; /I Set of possible splits for attribute Xj

For i A 1to leng th (ProtList ) / for all the prototypes

éi A fe2 S:i= Attracts (e; ProtList; Xj)g /l S‘ contains the examples attracted by prototype i
Split j = Split j [ S /I Weadd a newchild to this split
i AP+ 1
End For
End For

BestS plit = Ar gmax gpj i (Optimality ~ (Split j)) / GainRatio, MDL, ...
For each set Sy in B estS plit

DBDTSy; n) // go on with each child
End For

END

The auxiliary functions Attracts and ComputePrototypes are inherert
to the method. In a nutshell, the function Attracts just determineswhich
prototypeis assignedvith a newexampleand, the function ComputePrototypes
obtains a set of prototypesfor ead attribute.

3 An illustrativ e example

The previous step, beforerunning the DBDT algorithm, consistsof deciding
what sort of data typesare goingto be used,aswell astheir ass@iated metric
functions. Let us considerthe following example. A useris interestedin seek-
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ing sports newsfrom the Internet using a seard engine. This seart engine
must \decide" automatically which available documerts t the seart param-
eters. Thus, this task can be addressedas a two classclassi cation problem.
The information, extracted from an HTML documert for this purpose,canbe
grouped in thesethree categories:

2 Structure : it refershow the pagesfrom a web site are connectedone eah
othersby meansof hyper-links. Formally, it is represeted asa graph.Howvewer,
we will usea simpler approad but it is in its turn a very commonproposal
in the graph mining literature: werepresem a graphasa setof orderedpairs
whereead pair encalestwo linked pages.Concretely ead item in the or-
deredpair will store a setof key words. Also, for the sake of brevity, we use
the well-known symmetric di®erencebetweensetsas a metric function.

2 Content: It dealswith the information cortainedin awebpage.Traditionally,
this information is represeted as a bag or a vector of words. In our ex-
ample, we only considerone attribute, a set, re°ecting the whole cortent
(Content), and we use an adaptation of the symmetric di®erencebetween
setsas a metric function.

2 Web use: we meanby web useinformation the information derived from
the HTTP connectionto a web sener All thesedata can be encaled by
meansof nominal or numerical attributes. For thesetypeswe can usethe
discretemetric or the absolutevaluedi®erencerespectively. In our example,
this attribute is referredby Connections and it cortains the number of daily
connections.

The next step is to infer a classi er by training a model from a processed
dataset that cortains collected information from some web pages, sud as
that included in Table 1.

|| Id. | Structure | Content | Conn. | Class ‘

1 f ([Olympics,games],[swim]),([swim],[win]), f (Olympics,30),(held,10) 10 No
([Olympics,games],[b oxing]) , ([win],[medal]) g (summer,40) ¢

2 f ([Olympics,games],[swim]),([swim],[win]), f (Olympics,15),(summer,20) 20 Yes
([win],[medal]) ¢ (A thens,40) g

3 f ([fo otball],[Europ  e€]),([Europ e],[ nal]), f (fo otball,20),(c hampion,10) ¢ 40 No
([nall,[b estpla yer]) g

4 f ([fo otball],[matc  h]),([matc h],[team,pla yers]), f (fo otball,20),(Europ e,10), 40 Yes
([fo otball],[referees]),([matc h],[results]) g (champion,12) g

5 f ([fo otball],[matc  h]),([matc h],[team,pla yers]), f (fo otball,20),(Europ e,10) g 40 Yes

([matc h],[scores]) g

Table 1
Information from a web serer samplerepository.

The setf ([Olympics,games],[swim]),([swim],[win]),([win],[medal])g in the Structure
attribute is interpreted in the following way. The rst componert of the list
standsfor words \Olympics" and \games" appear askeywords in a web page.
This page links another one which has \swim" as its only key word. The
reasoningis the samefor the secondand third componerts of the set.
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If we apply the DBDT algorithm (using an accuracy-basedeuristic), we
‘nd that the rst attribute to be selected,as the rst split, is Connection,
being the values40 (Conn value for the 4th instance) and 10 (Conn value
for the 1st instance)the prototypesfor the class\y es” and \no" respectively.
Iterating the process,attributes Structure and Content are usedto split the
left and the right rst level nodes, respectively. Finally, the new obtained
nodesare pure and the processstops, getting the distancebaseddecisiontree
(see gure below?).

DATA DATA
SET SET

Conn. is nearer |h Conn. is nearer than

1

L} u 3
Structure is nglgptthg
nearer thaj 4 . .

Pure node Pure node Pure node Pure node
Class: Yes Class:No Class:No Class: Yes

Fig. 1. a) Decision tree after the rst split. b) Decision tree after nishing the
process.

|| Id. | Structure | Content | Conn. | Class ‘

f ([fo otball],[matc  h]),([matc h],[pla yers]), f (fo otball,30),(held,10) 36 No
([matc h],[results]) g (Europ €,7)g

Table 2
Information from a web serer samplerepository.

Imagine now that a web site descrilked asin Table 2 is stored in the list
along with other web siteswhich are candidatesto be shown to the customer.
Beforelisting them directly we shouldclassifythe we site repository in orderto
‘Tter not suitable information. First, we look inside the connectionattribute.
As the number of daily connectionsis closerto 40 than 10, the instanceis
hooked up to the left rst-level node. Then, we repeat the sameprocessfor
the structure attribute, in this case,the structure of this new web site is more
similar to the structure of the fourth instancein the table than the third one.
Then, this instancewould be classi ed as sport newssite, and, consequetly,
listed to the user.

Currently, we are thincking over how the metric conditions could be ex-
pressednto terms of patterns assaiated to the metric function (for instance,
belongto could be a pattern for sets)[9], and obtain a transformed (and more
comprehensiblemodel cortaining rules asthis one: IF the word \fo otball" ap-
peas in Contentandthe connectiond ([football],[match]),
([match],[team,plgers]y are found in Structure THEN this web-siteis a sport
mediaweb-site.

3 The numbers correspond to instanceid, and the bold numbers stand for the prototype of
ead classfor a particular partition.
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4 Conclusions

In this paper, we have studied the feseability of DBDT proposalto tackle web

categorisationproblems. DBDT hasbeendewelopedin Java (www.dsic.upv.es/
users/elp/soft/ ) and tested for both, structured and non structured, well-

known classi cation problems, shawving a really interesting performance. For

this reason,we considerthat this algorithm could be applied for more concrete
scenariossud as categorisationweb.

References

[1] S. Chakrabarti, B. Dom, and P. Indyk. Enhancedhypertext categorization using
hyperlinks. In SIGMOD Conference, pages307{318, 1998.

[2] M. Craven and S. Slattery. Relational learning with statistical predicate
invertion: Better modelsfor hypertext. Machine Learning, 43(1/2):97{119, 2001.

[3] V. Estruch, C. Ferri, J. Hern§indez,and M. J. Ranmffrez. Distance-baseddecision
tree learning for structured data types. Tecdnical report, DSIC,UPV, 2004.

[4] O. Etzioni. The world-wide web: Quagmire or gold mine? Communications of
the ACM, 39(11):65{68, 1996.

[5] Wen-ChenHu. Webclass: Web documert classi cation using modi ed decision
trees.

[6] S. Slattery and T. M. Mitchell. Discovering test set regularities in relational
domains. In Proceedings of the Sevententh International Conference on Machine
Learning (ICML 2000), pages895{902, 2000.

[71A. Sun, E.-P. Lim, and W.-K. Ng. Web classi cation using support vector
machine. In Proceedings of the 4th Int. Workshop on Web Information and
Data Management pages96{99, November 2002.

[8] Chris Thornton. Truth from Trash: How Learning MakesSense The MIT Press,
Cambridge, Massadwusetts, 2000.

[9]J. Hern§indez V. Estruch, C.Ferri and M.J. Ranffrez. Identifying generalisation
patterns for distance-basedmethods. In 19th Internatinal Joint Conference on
ALIJCAIO5, submitted.

82



WWYV 2005 Prelim inar y Versi on

Web Accessibiity Evaluation Tools: a suney
and someimprovemerts

Vicente Lugue Centeno Carlos Delgado Kloos
Jeaus Arias Fisteus Luis Alvarez Alvarez

Department of Telematic Engineering
Carlos Il University of Madrid
vic@t.uc3m.es

Abstract

Web Content Accessbility Guidelines (WCAG) from W3C consist of a sd of
65 chedpoints or speci cation s that Web pagesshould acoomplish in order to be
acessible to people with disabilities or using alternati ve browsers. Many of these
65 chedpoints can only be chedked by a human operator, thus implying a very high
cog for full evaluation. However, some chedpoints can be automatically evaluated,
thus spotting accessbility barriers in a very e ective manner. Well known tools
like Bobby, Tawdis or WebXACT evaluate Web accessbility by using a mixtur e
of automated, manual and seniautomated evaluations. However, the automation
degree of these Web evaluations is not the same for each of thes tools. Since
WCAG are not written in a formalized manner, theseevaluators may have di e rent
"interpretations" of what theserules mean. As aresult, di erert evaluation results
might be obtained for a single page depending on which ewaluation tool is being
used.

Taking into account that a fully automated Web accessbility evaluation is not
feasiblebecause of the nature of WCAG, this paper evaluatesthe WCAG coverage
degreeof some well known Web accessbility evaluation tools spottin g their weak-
nes®s and providing a formalized speci cation for those checkpoints which have
had fewer automation coverage in nowadays' tools.

Key words: Automated evaluation, WAI, WCAG, Web
Accessibility, Web site evaluators

1. Introduction

Web Content Accessibility Guidelines(WCAG) 1.0 [1] were de ned by W3C
asa setof 14 guidelinesand 65 chedkpoints that Web pages should accomplish
in order to be accesible to pemle with disabilities, peopleusing alternative
browsers, or even Web agerns, as shavn at [15]. Howewer, they were de ned
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Electronic Notesin Theoretical Computer Science
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using high level termsnot beingfocusal on the underlying HTML format. As
a result many of those chedkpoints require human judgemen and they don't
provide an objective criteria to be followed. This impliesthat it is not possible
to build a fully automated accesibility evaluator basedonly on cheap-to-be-
evaluated automatically conditions.

In order to fully determine Web accessibility, some semiautanated and
manual chekpoints shauld also be evaluated. Thus, we can classfy chedk-
points into the four following groups.

(i) Objectiv ely automated rules are clealy dened and clearly specify
a condition that nobody might reject. Chedking whether a set of well
de ned mandatory elemerts and attribut esare present within the HTML
markup is a typical chedkpoint within this category.

(i) Subjectively auto mated rules specify fuzzy conditions that can be
automated, but whoseparticular non-fuzzyinterpretation might be ac-
ceptedor rejectedby di e rent groups of people. Chedking whether a text
Is too longis a subjective condition sinceit mentions a condition which is
fuzzy to evaluate. Eventhough somepeoplemight agreethat an alterna-
tive text longerthan 150 characters might be rejectedas too long, some
other peoplemight not think so. For thesekind of subjective automat-
able conditions, W3C has de ned a set of heuristics[2] that provide some
help.

(i) Semi-auto mat ed rules, which can not be evaluated automatically, but
tool's assistance can focus user'sinterest on relevant markup.

(iv) Man ual rules, which require human judgemern. Both semiautomated
and manual rules are very expensve to evaluate and should be kept to a
minimum.

2. Comparison of Web Accessibility Evaluati on Tools

One main problem of Web Accessibility evaluation tools is that they provide
a poor coverage of WCAG. Their behaviour consists on addressng only a few
accestilit y barriers on Web pages leaving other barriers as unprocesable.
Thusthey can not guarantee that accessibility is achieved, but they can guar-
antee that accessibility is faulty whene\er a barrier is found. This weakness
of nowadays' Web accessibility evaluation tools is mostly based on the nature
of how WCAG were speci ed.

A major problem, howewer, is that we caneasily nd dierent evaluation
results for a page depending on which tool is being used. The problem is
that, while a chedkpoint can be automated in onetool, it probably may be
semiautomated or ignored in other tools. Even though consideredin both
tooals, since eat tool hasits own interpretation a condition trig geredin a tool
may easily not be triggeredin other tools.

Sewerd Web Accessibility tools have been evaluated in this article in order
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to determine their automation coverage of WCAG 1.0, and someformalized
rules are given as a speci cation (and implemerntation) for these toals.

2.1. Tools keing evaluatel

Web accessibility evaluation tools sdectedfor this compaison are Bobby [12],
Tawdis (Taw) [13] and WebXACT [14] (from the samecompany of Bobby).
We have chosenthese becausehey are well-known and can be usedonline for
free. We know of no other similar evaluation tools (except Torquemada[18],
which, sadly, is no longer available) that provide sudh nal reailts without
human intervertion.

2.2. Checkpints Vs Checkpmints' conditions

WCAG are very heterogeneous. Many of them imply a condition that only hu-
man judgemert may evaluate. Someof them imply a set of sewerd lower level
conditions. In order to properly evaluate, we de ned the WCAG chedpoints'
conditions, a setof 103 conditionsthat perform somemore detailed evaluation
that the original 65 WCAG conditions. A WCAG condition may imply 1 or
seweral WCAG chedpoint's conditions. For example, chekpoint WCAG 4.1
(Clearly idertify changesin the natural language) might imply chedkpoint's
conditions WCAG 4.1a (Use xm: lan g attribute for pieces of text in a dif-
ferert language within the same documert) and WCAG 4.1b (Use hreflan g
attribute on links pointing to documertsin a di e rent language).

2.3. Automated coverage of checkpints evaluation

Table 1 indicates how the 65 WCAG chedpoints can be class ed into the
categoriespreviously mertioned accordingto eat tool. Both semi-automated
and manual rules imply human evaluation cost, so our interest is focusel
on automated rules only. From a total of 14 possibleobjectively automated
chedkpoints, WebXACT detects5 of them, Bobby only detects4, and only a
singleoneis detected by Taw. This meansthat, at least 14- 5= 9 objectively
automatable chedkpoints, someof them provided in the following secions, are
not implemented by any analizedtool. Subjectively automated rules are usel
in thesetools as semi-automated, becausethe user has no ability to spedfy
preferencsfor thosesubjective conditions, thus requiring human intervertion.

Table 2 indicatesthe sameastable 1, but looking at our 103 WCAG chedk-
points conditions. The number of objectively automated is now signi ¢ antly
increasedfor WebXACT and Bobby, having 25 and 24 objectively automated
conditions regpectively, but this number is still far from the 43 possiblecon-
ditions that can be evaluated in this category. This implies that at least 43
- 25 = 18 objectively automatable conditions are not fully evaluated by any
of our tools. The rest is only usablefor partial evaluation. Taw has a poor
result of 10 rules from a set of 43.
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Theoretical | Bobby | Taw | WebX ACT
Objectively automated 14 4 1 5
Subjectively automated 2 0 0 0
Semi-auto mat ed 31 33 20 33
Purely manual 18 28 44 27
Total 65 65 65 65
Table 1
Comparison of automation of WCAG chedpoints
Theoretical | Bobby | Taw | WebX ACT
Objectively automated 43 24 10 25
Subjectively automated 11 0 0 0
Semi-auto mat ed 21 30 18 30
Purely manual 28 49 75 48
Total 103 103 103 103
Table 2

Comparison of automation of WCAG chedpoints' conditions

3. Checkpoints having similar behaviours

From tables 1 and 2 , we determine that, even though our tools might have
similar behaviours for somecheckpoints, someother chedkpoints clearly have
di erent behaviours. Prior to seedi erencestable 3 shavs somechedpoint
conditions having the sameautomated behaviour on all evaluated tools. As
expeded, the most well known rule 1.1a (provide alt attribute for images),
Is within this set. The secondcolumn of table 2 provides a formalized XPath
1.0[3] and XPath 2.0[4] expressiorthat canbe usedto addressall the HTM L
elemants breaking the rule within that page. For example,rule for 1.1a ad-
dresss all imagesthat haveno alt attribute, rule for 1.1b addresse all image
buttons without an alternativ e text, rule for 1.1e addresss all framesets not
providing a nofr ame sedion, ...

Rule 3.2: Validate document againsta public grammar

Accordingto [16], Web acces#ility evaluators are not XHTML [7] validators.
None of our selectedtools provide support for validation against a well known
DTD or XML Sdema,becausehere are speci c toals (like [11]) for this task
and becauseaccesibility is more than only XHTM L validation (and because
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WCAG # Formal ized rule Bobby,WebXA CT, T aw
l.1a /I img/ [not(@al)] Auto Ob.
1.1b | // input[@type="image"][not(@al)] Auto Ob.
l.1e /I frameset[no{noframes)] Auto Obj.
1.5 /I arednot(@ali)] Auto Obj.
7.2a I blink Auto Obj.
7.3a /[ marquee Auto Ob.
13.2b /I head[nd(title)] Auto Obj.
Table 3

Somerules with same behaviour in automated evaluators

their authors wanted to make accessibility still applyable for non validated
documerts). Howewer, we must say that rule 3.2 from WCAG probably guar-
antees more accessibility than any other rule by it self, becauseseverd WCAG
rules are partially basedon statemertsthat are automatically achieved when-
ever a documen is validated aganst a DTD or XML Sdema. In fact, we
have found that, dependingon the avour of XHT ML being used, accestil-
ity might be easier(or more dicult) to be achieved. We have found that
XHTML 2.0[1Q] provides more accessibility features than XHTM L Basic 1.0
[8], which itself provides more accessibility features than XHT ML 1.1[9].

Examples of WCAG checkpoints achieved when a proper DTD or XML
Sdemais chosen and validated against, are:

Rule 3.3 Usestyle sheetsto cortrol layout and presenation
Rule 3.6: Mark up lists and list items properly
Rule 11.2: Avoid deprecatd features of W3C technologies

4. Checkpoints having dier ent results

Tables 4 and 5 provide a summary of the most important di erences on
WCAG's coverage in our evaluated tools. Each row comresponds to an (ob-
jectively or subjectively) fully automatable rule. However, WebXACT and
Bobby only provide a fully automated evaluation onrules 4.3, 9.2a-c, 10.4ad,
105, 124b and 13.1a, leaving the others as semi-automated or manual, de-
spite they could be fully automated, as depided in the secondcolumn. Rules
marked up as "Pseudd' refe to rules that detected a problem only under
particular conditions, but could not evaluate with the sameaccuracy asthe
formalized rule.

Table 4 includes W3C-standards-basedrules for spedfying when to use
the lo ngdesc attribute (rule 1.1c), when headingelemens are usedproperly
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WCAG # Formal ized rule Bobb y,W ebXA CT Taw
1.1c | /I img[toolongalt(@alt) ][not(@ongdesc)] Semi Manual
3.5a Il h2[na(preceding::h])] Pseudo Manual
3.5b Seeg 1 Psaudo Manual
3.5¢ Seeg 2 Psaudo Manual
3.5d Seeg 3 Pseaudo Manual
3.5e Seeg 4 Pseaudo Manual
4.3 /I html[not(@xml:lang)] Auto Obj. Manual
6.4a /I *[@onmaouseover 1= @mfocug Semi Manual
6.4b /I *[@onmaouseaut '= @onblur] Semi Manual

7.4, 7.5 /I meta[@http-equiv="refresh"] Semi Manual
9.2a Il *[@onmausedonn = @onkeydown] Auto Obj. Manual
9.2b Il *[@onmauseup '= @akeyup] Auto Ob;j. Manual
9.2¢c Il *[@onclick '= @mkeypress] Auto Ob;j. Manual
10.4a Seeg 9 Auto ODbj. Manual
10.4b | // textarea[namalizespace(text()) =" ] Auto Ob;j. Manual
10.4c Seeg 10 Auto Ob;j. Manual
10.4d Seeg 11 Auto ODbj. Manual
10.5 Seeg 12 Auto Obj. Manual
12.4b Seeg 16 Auto Obj. Manual
13.1a Seeg 17 Auto Ob;j. Manual

Table 4

Rules with di e rent behaviour in automated evaluators: WebXACT and Bobby

Vs Taw

(rules 3.5), whether documert's idiom is sped ed (rule 4.3), when keyboard
and mousedependant handlersare not paired (rules 9.2), and the detection
of form elds having no labd (rule 124b) or ambiguous links (rule 13.1a),
among others.

Table 5 indicatesthat framesshould have a de<ription (ti tl e attribute).
However, neither Bobby nor Taw require so. This is the only improvemert we
have found on WebXACT if comparedto Bobby.

On the other hand, table 6 shavs a sadly conmon poor behaviour of
all analized tools with regect to fully automatable rules, that, howeer, are
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Formal ized rule

/Il frame[nd(@title)]

WCAG #

12.1

WebXA CT

Auto Ob.

Bobb y, T aw

Manual

Table 5

Rules with di e rent behaviour in automated evaluators:

and Taw

improperly treated as manual or semi-autanated.

WebXACT Vs Bobby

WCAG # Formal ized rule Theory Tools
3.5f Seeg 5 Auto Subj. | Manual
4.2a Seeg 6 Auto Subj. | Manual
6.3b Il a[starts-with( @href,"javasaipt:") | Auto Obj. | Manual
6.3b Il aredstarts-with(@href," javascript:")] | Auto Obj. | Manual
9.4 Seeg 7 Auto Obj. | Manual
9.5 Seeg 8 Auto Obj. | Manual
10.1a /I *[@target=" _blank"] Auto Obj. Semi
10.1a Il *[@target=" _new"] Auto Obj. Semi
12.2 | /I frameltoolong @title)][not(@longdesc)]| Auto Subj. | Semi
12.3a Seeg 13 Auto Subj. | Semi

12.3b Seeg 14 Auto Subj. | Semi

12.3c /I p[toolong p(text ()] Auto Subj. | Manual

12.4a Seeg 15 Auto Obj. | Manual
Table 6

Rules with common poor behaviour in automated evaluators

Table 6 includesrules for the detection of Javascript being found on im-
proper attributes (rule 6.3b), improper ta bi ndex (rule 9.4), and improper
accesskey shortcuts (rule 9.5. Table 6 also depicts how to restrict some
popups and other windows appearances (rule 10.1) labels pointing to more
than one form eld (rule 12.4a), and many others that are detailed in the
following g ures(referredfrom tables4,5and 6). It is quite surprising that
noneof thesevery simple chekings weredetectedby any analizedtool, though
they easily could. Only manual or semiautomated support was provided for
thesefully automatable rules
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Rule 3.5: Use headings properly

Figure 1 speci es an XQuery 1.0 [5] addressing expressionfor all non properly
usedh3 elemernts. It is necessay that a hl and h2 properly precale any h3
element. So,this rule will be broken for those h3 having no prior h1 or h2 or
having the nearest h2 prior the nearest hl.

/I h3[let $h3:=self::h3 return

let $h2:=$h3preceding::hlast()] return
let $h1:=$h3preceding::h]flast()] return
$hi=() or $h2=() or $h1>> $h2

Fig. 1. XQuery 1.0 expresson for h3 elements breaking WCAG 3.5b

Figures 2, 3 and 4 provide addressingexpressionsfor improper h4, h5 and
h6 elemants respectively, in a similar way asrule from gure 1.

/I h4[let $h4:=self::h4 return

let $h3:=$h4/preceding::hJlast()] return
let $h2:=$h4/preceding::hlast()] return
let $h1:=$h4/preceding::h]last()] return
$hl=() or $h2=() or $h3=() or

$h1>> $h2 or $h2>> $h3 or $h3>> $h4

Fig. 2. XQuery 1.0 expresson for h4 elements breaking WCAG 3.5¢

/I h5[let $h5:=self::h5 return

let $h4:=$h5preceding::h4last()] return
let $h3:=$h5preceding::hJlast()] return
let $h2:=$h5preceding::hlast()] return
let $h1:=$h5preceding::h]last()] return
$hi=() or $h2=() or $h3=() or

$h4=() or $h1>> $h2 or $h2>> $h3 or
$h3>> $h4 or $h4>> $hy|

Fig. 3. XQuery 1.0 expresson for h6 elements breaking WCAG 3.5d

Headerelemerts shauld not betoolong, asde ned in gure5. If aheader
appears to be too long, it should be consideredas a paragraph or its size
should be reduced.

Rule 4.2: Use proper abbeviations and acronyms

Abbreviations and acronyms shauld not be used inconsisterly. They should
have unique de nit ions. Figure 6 detectsall abbreviaions and acronyms that
provide more than a single de nition for a given text. Rule 4.2a, howe\er,
IS not enoughto guarantee rule 4.2, since it detects improper marked up
acronyms and cannot detectwhetherall possibleabbreviations and acronyms
are currently marked up.
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/I h6[let $h6.=self::h6 return

let $h5:=$h6&/preceding::hglast()] return
let $h4:=$h6&/preceding::h4last()] return
let $h3:=$h&/preceding::hJlast()] return
let $h2:=$h6&/preceding::hJlast()] return
let $h1:=$h&/preceding::h]last()] return
$hl=() or $h2=() or $h3=() or

$h4=() or $h5=() or $h1>> $h2 or
$h2>> $h3 or $h3>> $h4 or

$h4>> $h5 or $h5>> $he|

Fig. 4. XQuery 1.0 expresgon for h6 elements breaking WCAG 3.5e

(/ /01| /1 h2 /I h3| /I h4]| /I h5| /I h6)[toolongh(text())]
Fig. 5. XQuery 1.0 expresson for header elements breaking WCAG 3.5f

(/ /abbr | /I acronym)[let $a=self::node() return
court((// abbr | /I acronym)[text() = $altext ()]) != 1]

Fig. 6. XQuery expresson for abbr and acronym elements breaking WCAG 4.2a

Rule 9.4: Specify a proper tab order

Wheneer a tab order being di erert from the default is being speci ed,
ta bi ndex attributes shauld be usedconsigently. Figure 7 spots all elemerts
that have a tabindex attribute which is not a proper number or which is
sharedby several elements (it should be useduniquely).

/I *[@tabindex][let $n:=sdf::node()/@tabindex return
not(isnumber($n)) or court(// *[@tabindex=$n]) != 1 or
number($n)<1 or number($n)> court(// *[@tabindex])]

Fig. 7. XQuery expresson for elements breaking WCAG 9.4

Rule 9.5: Provide proper keylward shortcuts

Whene\er keyboard shortcuts arebeing speci ed, accesskey attributes shauld
be used consistetly. Figure 8 spots all elemens that have an accesskey
attribute which is not a proper character or which is shared by se\erd elemens
(it should be useduniquely).

Il *[@acceskey]let $c:=sdf::node()/@accessley return
not(ischar($c)) or court(// *[@accesskey=%c]) = 1]

Fig. 8. XQuery expresson for elements breaking WCAG 9.5
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Rule 10.4: Include default, place-holdingcharactersin form elds

Editable (not hidden) form elds di erert from text areas (i.e, text elds,
radio or chedkbox buttons) that have null or no default values are deteded
by the XQuery addressng expressionfrom gure 9. Empty text areas are
detectedby the expressionof 10.4b from table 6 .

I input[@type!="hidden"][not(@\alue) or @value=""]
Fig. 9. XQuery expresson for input elements breaking WCAG 10.4a

Selet boxeshaving no selectedoption by default are detected by expression
from gure 10. Figure 11 addressessets of radio buttons where no option
hasbeenchedked by default. Though not explicitly dedared on WCAG, these
last two rules might also be consideredas an extensionof rule 10.4

/I sdect[nat(@multiple)][not (.// option[@seleted])]
Fig. 10. XQuery expresdon for sdect elements breaking WCAG 10.4c

Il input[@type="radio"][let $n:=self::input/ @name return
not(ancestor:form// input{@name=$][@ dedked])]

Fig. 11. XQuery expresson for radio buttons breaking WCAG 10.4d

Rule 10.5: Include non-link, printable characters between adjacent links

Figure 12 addressesall consecutive links that have nothing more that white
spacesbetweenthem. If so,sewerd consecutive links might be interpreted as
a single big link. For this rule we use a combination of both XQuery and
XPointer [6].

/I a[position() < last()][let $a:=sdf::a return
normalizespace((end-point ($a)/r ange-to@alfollo wing::a))/t ext())= ™' ]

Fig. 12. XPointer + XQuery based rule for WCAG 10.5

Rule 12.3: Divide large blacks of information into more manageable groups

The fi el dset elements is highly recommendel for forms that have seweral
form elds. It can be usedto group sewerd of them which are semantically
related within a same group, thus providing more managedle groups of form
elds. Though it could be a subjectively automaed rule (toomany.inputs
shouldbe de ned with somesubjective criteria), both Bobby, WebXACT and
Taw treat this rule as sani-automated, asking a human evaluator wheneer a
form addressble by expresson from gure 13is found. The sameappliesfor
rule 12.3 from gure 14 (for non grouped options within a sdect).
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/I form[toomany.inputs(./ /input) ][not(./ / eldset)]
Fig. 13. XQuery expresson for forms breaking WCAG 12.3a
/I sdect[toomany optionsoption)][not(optgroup)]
Fig. 14. XQuery expresson for sdect elements breaking WCAG 12.3b
Rule 12.4: Assciate labels explicitly with their controls

This rule implies two di erent conditions. Figure 15addressesall labelswhich
arenot properly used,i.e., that point to morethan a single control (rule 12.43).
Vice-versa, all form elds shouldhave no more than a singlelabel (rule 12.4b).
Otherwise, they can be detectedby expressionfrom gure 16. If both rules
124aand 12.4b are followed, there exists a bijective mapping betweenlabels
and form elds, asdesirable,so no confusion can be obtained when mapping
labelsto controls or askingfor cortrol's labels.

/I label[let $l:=self::label return
court((// sdect|// input|// textarea)[@d=$I/@for]) = 1]

Fig. 15. XQuery expresdon for labels breaking WCAG 12.4a

(/ Iselect| /I textared| // input[@type="text" or @ype="passvord" or
@type="r adio" or @type="chedkbox"]) [let $:=self ::node() return
court(// label[@for$/ @id])!= 1]

Fig. 16. XQuery expresgon for form elds breaking WCAG 12.4b

Rule 13.1: Clearly identify the target of each link

It is not possble to automatically determinewhether the text of a link can be
understood by itself whenread out of context (which is treated in manual rule
13.1b). Howewer, we still can determineif two links are usedin a confusing
manner. Figure 17 cortains a XQuery expressionfor nding all links that,
having sametext and descriptions, point to di e rert targets.

(//a | Il areg]let $a:=sdf::node() return
(/1a | Il areg[@fttle = $a/@title and
text() = $a/text() and @href != $a/@href] != ()]

Fig. 17. XQuery expressionfor links breaking WCAG 13.1a

5. Conclusions and fut ure work

As a result of this evaluation, we can determine that it is easier to deted
acceswilit y barriers using Bobby or WebXACT than using Taw. Howeer,
none of thesetools provide as much coverage aswe coud desire. In fact, they
are far away from having a good automated coverage of WCAG. Thus, we are
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now working on a Web evaluator tool that will have a better coverage and,
sinceit will be implemerted with the XQuery and XPath expressions shoved
in this article (among someother similar expressionsnot appearing in this
article), we hope it will not be very expensiwe to build.

Normalization is also an important focus, so that we don't have multiple
rulesetsfor accesibility depending on which country we are. We hope that
a formalization attempt like ours may help in that direction. Comparisan of
WCAG 1.0 and Bobby's implementation of U.S. Section 508 Guidelines[17]
haslead usto concludethat both rules have a lot of comman rules and minor
changesshould be added to WCAG 1.0to include this normative.

There are few tools freely available for accessibility evaluation. Torque-
madais no longer operative and WebXACT is 0 eredby Bobby's dewveopers,
somethingwhich explains why WebXACT only oers a minor enhancemen
from Bobby, the most well known tool in this area. Anyway, di e rent mis-
interpretations of W3C's WCAG will still occur on future implemertations
as long as there is no common formalized interpretation of these rules. Our
proposal is to give somelight in this process That's why we have rede ned
the set of 65 WCAG into a set of 103 rules which are more focusedon low
level details than those of WCAG.
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Abstract

The Evaluation and Report Language(EARL) is an RDF Schema which allows eval-
uation toolsto expresstest resultsin a machine+eadable, platform-ind ependen, and
vendor-neutral format. Describing test results (such asresults from automated Web
aceessibility cheds) using technologies provided by the Semariic Web framework
facilitatesthe aggregationof test results wit h readily available parses, libraries, and
resources. Furthermore, Semanti c Web technologiesallow authoring tools (such as
editors, content management system, or save-as utilities), Web browses, search
engines, or other types of applications to elegaitly processthesetest results and
provide more advancedfeatures to the end uses.

Key words: Accessibility, Automated Evaluation, Conformance
Teding, Quality Assurance Validation

1 Intro ducti on

The Web hasrapidly ewlvedto becomea key resourcefor news,information,
commerce,and entertainment. It is cortinuing to displacetraditional sources
of information and other aspects of society suc as leisure, educatian, at the
workspace,civic participation, and governmen sevices. Howewer, for same
people with visual, hearing physical, cognitive, or neurologcal disabilities,
there are se\ere barriers on the Web derying them acces to fundamental
information and services.

The W3C/W Al Web Content Accessibility Guidelines (WCAG) addresses
accesmilit y requiremerts of people with disabilities. It is accompanied by a
set of Techniquesdocumerts which explain to Web dewelopers how to imple-
ment acceswility featuresin di erert Web technologiessuc as HTML, CSS,
SVG, or SMIL. In order to determine conformance of Web siteswith WCAG,
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Electronic Notesin Theoretical Computer Science
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numeraus accessibility cheds neal to be made on each site. For large or sophis-
ticated Web sites, sudh confamancetesting can be very time cosumingand
costly. This is one of the main motivations for developing EARL; to leverage
the ability and quality of Web acces#ilit y evaluation tools which signi ¢ antly
reducethe time and eo rt requiredto evalute Web sitesfor accesibility.

This paper will explain how Semartic Web technologies (such as RDF
and OWL) can be usedby evaluation tools to descrike teg results and allow
a whole range of applications to processthis data. While the primary aim
of EARL is to enable the exchange of test results between Web accessibility
evaluation and repair tools, it is has beendesgned to be genericand sene
seeral other purposes.

2 Anatomy of the Evaluation and Report Language

EARL is a cdlection of objects (called Classe$ and attribut es (called Prop-
erties), as well as the relationships between them, all expresgd using the
Resouce De<ription Framework (RDF). RDF doesnot actually den e any
domain speci ¢ vocabulary but rather a basic set of expressiondo allow the
de nition of vocabulaies. It is similar to XML which does not de ne ap-
plication speci ¢ vocabulary but rather a formal grammar for the syntax of
these;only that RDF also dealswith the represemation of semaric knowledge
bound to the vocabulary.

2.1 Core Classes

There are four core classs in EARL which de ne the basic data model of the
language, theseare expressedbelow:

Assertor

The context information about the test contains information sud as who
or what carried out the test, whenthe test was carried out, or information
about the platform and con guration in which the test was exeated.

Subject

The subject which is being evaluated is usudly a Web page but could also
be anything elsesud asa piece of software code, a documert, or an object
which is not available on the Web (e.g. a fax macdhine).

Testcase

The test criteria against which a subject is being evaluated could be any
(referenceable)speci cation, a sd of guidelines,a single test from a test
suite, or some other test case.

Result

The outcomes of a test conducted on a subject can contain information
about the successor fail of the test, the con dence in the obtained results,
the reasonfor failing, or other attributes.
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2.2 Extensions

RDF allows Classsand Propertiesto be subclassedinto furt her classs, while
still retaining backward compatibilit y. T his happensthrough simpleinference
of the classtype through inheritance. For example,a fax madine manufac-
turer may want to subclass the Subjet to a new classcaled SAZ-1 in order
to identify a speci c model of fax madines which is currently being tested.
Outside this company, other systemscan still deducethat SAZ-1 is a subject
(becausdts parent in the hierarchy is a subject) without realy knowing much
more about what SAZ-1 actually is. So,while EARL de nes a minimum set
of ertit ies requiredto de<ribe test results, it doesnot con ne dewelopersfrom
extending the core classeswith doman speci ¢ terminology. In fact, EARL
ensuresthe compatibilit y of the test results despite such extensions.

3 Current State of Web Accessibility Evaluati on Tools

Currently, thereis a very broad spedrum of Web accessibility evaluation tools
available but only very little consigency in their feaures and performance.
Even though there has beensubstantial dewelgoment in the quality of these
tools, much more work needsto be done:

higher degee of predse and reliable automated testing capabilities need to
be achieved in order to reducetime and eo rt required for large scae or
comprehensie Web site evaluations;

integration of Web accessibility evaluation tools into existing developmen
environmerts (such aseditors or cortent managemernt systemsneed3 to be
better facilitat ed,;

more mature user interfaceswhich can adapt to the requiremens of the
visual designers,cortent authors, programmers, or project managersneed
to becomestandard features

4 Use casesfor the Evaluation and Report Language

In the context of evaluation of Web sites for accessibility, the following use
casesillustrate someof the ways in which the madine readableEvaluation
and Report Language(EARL) can be utilized.

4.1 CombineReports

Web accessibility evaluation tools vary grealy in their capability to ted
WCAG Chedkpoints. For example, while someewaluation tools have more
advanced color contrast analysis algaithms, others perform better in text
andysis. EARL providesa standardizeddata format which allows test results
from automated or semiautomated evaluation tools to be collected into a sin-
glerepository. This enablesreviewersto make useof di e rent evaluation tools
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during a review processand maximize the number of covered Checkpaints.

4.2 Verify Test Results

EARL allows the test results of di e rent Web accesmilit y evaluation tools to
be compared against eat other. For di erent WCAG Chedpoints, reviewers
can preferto trust the results from certain evaluation tools more than others.
Test reallts claimed by evaluation tools can then be weighted according to
these preferencesand then veri ed by comparison aganst other tools. This
minimizesthe rate of falsepositives(not identifying existing errors) and false
negaiv es(incorrectly reporting non-existing errors) in evaluation reports.

4.3 Prioritize Results

Data analysis tools can processEARL reports and prioritize test reaults ac-
cording to di erent policies. For instance,it may sometimesbe desirableto
sort the test reaults accoding to their corresponding sewverity (for example by
matching them to the Priority of the WCAG Chedpoint). In other cases,the
relative cost of repair for an accessibility barrier may be the key by which an
ertity may choose to sort the test results. Data analysistools canoutput their
reports in EARL format to allow the chaining of EARL enabledtools.

4.4 Provide Data Views

Test results can contain comprehensie information for di erent end-users.
For example line numbers and detailed error messags for Web dewelopers,
or lessverbosetechnical detail for project manageis and executives Repair
suggestions and educatianal resaurces may sometimesbe helpful to educae
dewelopersnewto Web accessibility, but may alsobe tedious for more experi-
encal ones. The well de ned structure of EARL allows customized data views
to be made from the sameset of test resultsin order to suite the preferences
of the end-users.

4.5 Integrate Authoring Tools

EARL alsoprovidesa standardized interface between Web accessibility evalu-
ation tools and authoring tools. Instead of producing reports of thetest results
directly for end-users,authoring tools could proces these machine readable
reports and assist Web dewelopersin nding and xing errors. Evaluation
tools could then more easily become vendor neutral plug-ins which can be
integrated into any EARL aware editors or content management systems and
be utilized like spell- or grammar cheding tools.
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4.6 Annotate Web Content

While the ultimate aim is to adiieve a universal Web which is accessibleto
ewveryone, EARL reports canalso be usedto annaat e the current state of Web
sites. Search enginesor Usa Agerts (such as browse's or media players) can
make use of these reports accoding to use prefeences. For example, some
usersmay wish not to receive any links to Web pages with ashing cortent in
their seach resultsor they may prefer the browsersto suppresdrom displaying
sudh cortent. Evaluation tools could ether save as third-party annotation
servicesor plug-ins for EARL enabledsearch engnes or User Agerts.

5 Summary

On the one hand, the Evaluation and Report Language (EARL) is a mere
syntax to structure test resultsin a standardized way. This enablesWeb ac-
cesibility evaluation toolsto exchangedata in a vendor-neutrd and platform-
independent ervironmernt amongst themsdves and among authoring toals,
browsers, or seach engines. A common syrntax also allows tool results to
be collected, combined, and compaed in order to achieve the best possible
performance

On the other hand, EARL makes use of the well-founded Semaric Web
technologiesto add meaning to the formal syntax. The vocabulary dened by
EARL to descrike test resultsis part of a rich framework which allows infer-
ences, queries and mappingsto be made to the reports. Ontologiesand rules
can andyze and prioritize test results as well as infer additional evaluation
results indirectly by running querieson the reports.

Which ever aspect we consider, EARL enhancesthe automated Web site
accesmilit y evaluation by enablingtools to exdhange data in an openform. It
syndicatesresultsbetweendi erent typesof toolsto facilitate their integration
into a powerful orchedration. Howewer, EARL is intertionally designed to
address the more geneic requiremen of Quality Assurance in order to be
applicable and reusablein many other elds as well.
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Abstract

Context and seguencevariables allow matching to explore term-tr eesboth in depth
and in breadth. It makes context sequence matching a suitable computati onal
mechanism for a rule-based language to query and transform XML, or to spedfy
and verify web sites. Such a languagewould have advantagesof both path-basedand
pattern-baseal languages. We develop a context sequence matching algorithm and its
extension for regular expression matching, and prove their soundness termination
and completenes properties.

Key words: Context variables, Sequencevariables Matching,
Regular expressons, XM L querying, Web site veri cation.

1 Intro ducti on

Context variables allow matching to descendin a term represned as a tree
to arbitr ary depth. Sequencevariables give terms a exible arity and allow
matching to move to arbitrary breadth. The ability to explore these two
orthogond directions makes corntext sequencematching a useful medanism
for querying data available as a large term, like XML documerts [26)].

Context variablesmay be instantiated with a context|a term with a hole.
Sequencevariables may be instantiated with a nite (maybe empty) sequence
of terms. Sequene variables are normally usel with exible arity function
symbols. Besidescortext and sequencevariables we have function and indi-
vidual variables. Function variables may be instantiated with a single func-
tion symbol or with anaher function variable. Individual variables may be
bound with a single term. Like cortext and sequence variables, functional
and individual variables can be usedto traverseterms in depth and breadth,
respectively, but only in onelevel.
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In this paper we dewelopa matching algorithm for termsbuilt using exible
arity function symbols and involving context, sequencefunction, and individ-
ual variables. We call it the context sequencenatching algorithm underlying
the importanceof the cortext and sequencevariables We prove soundness,
termination, and completenes of the algorithm. It generdaes a minimal com-
plete sd of solutions for the input matching problem. For sohable problems
this set is nit e, that indicates that cortext sequencematching is nita ry.

Context matching and uni catio n have beenintensively invedigated in the
recen past years, seee.g,[9,10,19,22,2324]. Context matching is deadable.
Decidability of cortext unic ation is still an open question [25. Sdmidt-
Sdau and Stuber in [24] gave a cortext matching algarithm and noted that
it can be usedsimilar to XPath [7] matching for XML documerts. Sequence
matching and uni cat ion was addressed,for instance, in [2,121316,17,1§].
Both matching and uni cation with sequenc variables are decidable. Se-
guenceuni c ation procedure describedin [17,18 wasimplemerted in the con-
straint logic proggamming language CLP(Flex) [8] and was used for XML
processing. Howewer, to the best of our knowledge, so far there was no at-
tempt to combine thesetwo kinds of variablesin a singleframework. The main
cortribution of this paper is exactly to dewelgp suth a framework and showv
its usetilnessin XML querying, transformation, and web site veri catio n. In-
corporating regular expressions into context sequencematching problemsis
one of suth useful feaures. We give regular expression matching rules that
extendthosefor corntext sequence matching and shav soundnesstermination,
and completeness of sudh an extension. Regular expressions constrain both
context and sequencevariables, i.e., these expressionscan be usel both on
depth and on breadth in terms, which provides a high degreeof exibilit y and
expressienes. Also, we can easily expressncomplete and unordered queries.

Simulation uni cation [4] implemerted in the Xcerpt language has a de-
sendant construct that is similar to context variables in the sensethat it
allows to desendin terms to arbitrary depth, but it does not allow regular
expressionsalong it. Also, sequencevariablesare not preen there. Howe\er,
it can process unorderedand incomplete queries,and it is a full scae uni -
cation, not a matching. Having sequencevariables in a full scae unic ation
would make it in nita ry (seee.g.,[18)).

In our opinion, cortext sequene matching can serve as a computational
medanism for a declarative, rule-based language to query and transform
XML, or to specify and verify web sites. Sud a query language can have
advantagesfrom both path-based and pattern-basedlanguagesthat form two
important classesof XML query languages.Path-based languagesusually al-
low to accessa single set of nodesof the graph or tree represeting an XML
data. The accesss based on relations with other nodesin the graph or tree
speci ed in the path expression.Pattern-based languagesallow accessto sev-
eral parts of the graph or tree at once specifying the relations among the
accessd nodesby tree or graph patterns. (For arecen survey over query and
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transformation languagesseeg[11].) Moreover, with context sequence matching
we can achieve improved control on rewriting that can be usetil for rewriting-
basedweb site speci cation and veri catio n techniques [1].

Another application areafor cortext seguene matching is mathematical
knowledge managemen. For instance,it can retrieve algorithms or problems
from the schema library [5] of the Theoremasystem[6].

We made a prototype implementation of the context sequencematching
algorithm in the rule-based programming system Log [21].

The paper is organized as follows: In Section 2 we introduce preliminary
notionsand x the terminology. In Section 3 we designthe cortext sequence
matching algorithm and prove its properties. In Section4 we introduce rules
for regular expressionmatching for cortext and sequene variables. In Sec-
tion 5 we discussuselllnessof cortext sequencematching for languages to
guery and transform XML and to verify web sites. Section 6 concludes.

2 Preliminaries

We assume xed pairwise disjoint sds of symbols: individual variables Vg,
sequene variables Vsg, function variables Vg,,, cortext variables Vcon, and
function symbols F. The sets Ving, Vse, Veun, and Vo, are countable. The
set F is nit e or courtable. All the symbols in F except a distinguished
constant  (called a hole) have e xible arity. We will usex;y;z for individual
variables, X; y; Z for sequencevariables,F; G; H for function variables,C;D; E
for context variables,and a; b;c;f ; g; h for function symbols. We may usethese
meta-variableswith indicesaswell.
Terms are constructed using the following grammar:

to=xjXj jf(ty:tn) ] Fty:iita)j Ct)

In C(t) the term t can not be a sequencevariable. We will write a for the
term a() where a 2 F. The metavariables s;t; r, maybe with indices will
be used for terms. A ground term is a term without variables. A context is
a term with a single occurrence of the hole constant . To emphasize that
aterm t is a context we will write t[ ]: A context t[ ] may be applied to a
term s that is not a sequene variable, written t[s], and the result is the term
consistingof t with  replacedby s. We will useC and D, with or without
indices for cortexts.

A substitution is a mapping fromindividual variablesto thoseterms which
are not sequencevariables and cortain no holes from sequencevariablesto -
nite, possiblyempty sequenesof terms wit hout holes,from function variables
to function variables and symbols, and from corntext variablesto cortexts,
sud that all but nit ely many individual and function variables are mapped
to themseles, all but nitely many sequencevariables are mapped to them-
selhes congdered as singletan sequences, and all but nitely many context
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variables are mapped to themselves applied to the hole. For example, the
mapping fx 7! f(a;y);X 7! pgy 7! pa;C(f (b);xq;F 7! g;C 7! g( )gis a
substitution. Note that we idertify a singleton sequencavit h its sole member.
We will uselower case Greekletters ;#;' ; and " for substitutions, where™"
will denote the empty subgitution. As usud, indicesmay be usedwith the
meta-variables

Substitutions are extended to terms asfollows:

x = (x)
X = (%)
ftyointn) = f(t 5t )
F(tyintn) = (F)(t ity )
ct = (Ot [
A substitution is more generl than #, denoted #, if there exists a '
sudh that ' = #. A context sgquen@ matching problemis a nite multiset
of term pairs (matching equations), written fs; ty;:::;Sn tng, where

the s's and the t's contain no holes,the s's are not sequencevariables and
the t's are ground. We will also cdl the s's the query and the t's the data.
Substitutions are extendedto matching equations and matching problemsin
the usualway. A substitution is called a matcher of the matching problem
fsy t1:::008, thgif s =tjforal 1 i n. We will use and
to denote matching problems A complete set of matchers of a matching
problem is a set of substitutions S sud that (i) eah elemet of S is a
matcher of , and (ii) for eady matcher # of there exist a substitution 2 S
such that #. The set S is a minimal completeset of matchers of if it is
a complete set and two distinct elemens of S are incomparable with regect
to . For sohable problems this s is nite, i.e. cortext sequence matching
IS nit ary.

Exampl e 2.1 The minimal completesetof matchersfor the context sequene
matching problemf C(f (X)) o(f (a;b); h(f (a))) g consists of two elements:
fC 7! g( ;h(f(a))); x 7! pa;bgg and fC 7! g(f (a;b);h( )); X 7! ag.

3 Mat ching Algorit hm

We now preser inferencerules for deriving sdutions for matching problems.
A systemis either the synmbol ? (represerning failure) or apair ; , where is
a matching problem and is a subgitutio n. The inferencesystem | consists
of the transformation rules on systemslisted belon. We assumethat the
indicesn and m are non-negdiv e unless otherwise stated.

T: Trivial
ft tg[ & =) &
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IVE: Indi vidual Variabl e Eli mination
fx tg[ % =) % #  where#=fx7! tg.

FVE: Functi on Variabl e Eliminat ion
fE(s;;:i8n)  f(tyiintm)gl @

=) ff(sihiinise#)  f(tnintm)gl % #
where# = fF 7! fg.

TD: Total Decomposition

ff(syiiiisn)  ftiintm)al &
=) fsg  tyiinscr e nf(seiinisn) flteiintm)al %

ands; 2 Vgeqforall 1 i < k:

SVD: Sequence Variable Deletion
ff(xsiiinisn)  tgl & =) fi(sithiinise#)  tgl % #
where# = fX 7! pqg:

W: Wideni ng

=) fE( st ins#) f(nntm)gl % #
where# = fxX 7! pt; Xqg.

CVD: Context Variable Deletion
fC(s) tg[ & =) fs# tg[ % #  where#=fC7! g.

D: Deepening

fC(s) f(tuintmgl & =) fC(s#H) gl % #

where# = fC 7! f(ty;::1;t 1;C( )itjsa;::1;tm)g for somel |  m,
and m > 0.

SC: Symbol Clash

ff(siiiiise)  oltuintm)al & =) 2

if f 2Veon[ VFun andf 6 g.

AD: Arit y Disagreement

ff(siiiisse)  fltyointa)al & =) 25

fménands 2Vsgq foralll i n.
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We may usethe rule name abbreviations as subscripts,e.g, 1; 1 =) T

5. o for the Trivial rule. SVD, W, CVD, and D are non-deterministic rules.

A derivation is asequence 1; 1 =) 2, 25) of systemtransforma-
tions.

De ni tion 3.1 A context sgguen@ matching algorithm M is any program
that takesa system ; " as an input and uses the rulesin | to generatea
completetree of derivations, called the matchingtree for , in the following
way:

(i) The root of the treeis labeled with ; ".
(i) Ead branch of the treeis a derivation. The nodesin the tree are systems.

(i) If sewral transformation rules, or di erent instancesof the sametrans-
formation rule are applicable to a node in the tree, they are applied
concurrently.

The leaves of a matching tree are labeled either with the systemsof the
form;; orwith ?. The branchesthat endwith ;; are sucessfulbranches
and thosethat end with ? are failed branches We denote by Soly () the
solution set of generated by M, i.e.,thesetofall 'ssuchthat;; isaleaf
of the matching tree for .

Theorem 3.2 (Soundness of M) Let beamatchingproblem. Thenevery
substitution 2 Soly () is a matcher of

Pro of. (Sketch) Inspecting the rulesin | onecan concludethat for a deriva-
tion ; " =) *;; the problems and; have the sameset of matchers. It
impliesthat is a matcher of . 2

Theorem 3.3 (T ermi nati on of M) The algonithm M terminates on any
input.

Pro of. With each matching problem we assaiate a complexity measure
as a triple of non-negaive integers ny; ny; n3i, where ny is the number of
distinct variables in , n, is the number of symbols in the ground sidesof
matching equationsin , and nj is the number of subtermsin  of the form

lexicogaphically. Every non-failing rule in | strictly decreasesthe measure.
Failing rules immediately lead to termination. Hence,M terminates on any

input. 2

Theorem 3.4 (Completeness of M) Let beamatchingproblemandlet#

be a matcher of . Then there existsa derivation ; " =) * ;; suchthat
#.

Pro of. Wecorstr uct the derivation recursiely. For the basecase ;; ;= ; "
we have " #. Now asume that the system ,; ,, wheren 1 and
n 6 ;, belongs to the derivation and nd a system ,.1; n+1 Sud that
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Ny on =) n+l . ne1 and i #. We have , #. Therefore, there
exists' sudhthat ,' = #and' isamatcherof ,. Without lossof generality,
we pick an arbitrary matching equaion st from , and represert |, as
fs tg[ ¢. Depending onthe form of s t, we have three cases:

Casel. The terms s andt are the same. We extend the derivation with
thestep n; n=) 1 2 . Therefore, .1 = o #.

Case2. The term s is an individual variable x. Then x' = t. Therefore,
for = fx 7' tgwehave ' ="' and, hence, , ' = #. We extend the
derivation with the step ; n =) we O n+1, Where i = #.

Case3. The terms s and t are not the same and s is a compound term.
The only non-trivial casesare thosewhenthe r st argumert of s is a sequene
variable, or when the head of s is a cortext variable. If the rst argument

for X, wherek 0 and t;'s are ground terms. If k = 0 then we take =
fx 7! pag and extend the derivation with the step n; n =) swo O n+1,
where .1 = , . If k> 0thenwetake = fx 7! pt;;Xqg and extend the
derivation with the step ; n =) w ¢ n+1, Where 42 = , . In both
casesve have ,+1 = | . = #. If theheadof s is a context variable C
then' must cortain a binding C 7! C for C, where C is a ground context. If
C = thenwetake = fC 7! g andwe extendthe derivation with the step

ni n=) cwo O n+1,Where .4 = , . If C6 then C should have a

Then wetake = fC 7! f(ty;:::5t; 1;C( )itj+1:::1:tm)g and extend the
derivation with the step ,; n =) w 9 n+1, Where . = , . In both
CasSes n+1 = n n = #. 2

Theorem 3.5 (Mi nimality) Let be a matching problem. Then Soly ()
Is a minimal set of matchersof

Pro of. For any matching problem the set

S() =f"j),; "= ;' forsome ¢
is minimal. Moreover, every subgitution # in S() presrvesminimality: If
f 1;::7; ngisaminimal set of subditutions then soisthe setf# 4;:::;# 0.
It implies that Soly () is minimal. 2

These results are summaized in the main theorem.

Theorem 3.6 (Mai n Theorem) The matchingalgorithm M terminates for
any input problem and geneatesa minimal completeset of matchers of

Moreover, note that M never computesthe samematcher twice.

If we are not intereded in bindings for certain variables, we can replace
them with the anonymous variables: \ _ " for any individual or function vari-
able,and \ ___ " for any sequence or context variable. It is straightforward to
adapt therulesin I to anonymous variables: If an anonymous variable occurs
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in the rule IVE, FVE, SVD, W, CVD, or D then the substitution # in the same
rule is the empty substitution ". It is interesting to note that a context se-
guencematching equation st whoseall variables are anonymousvariables
can be consideredasa problem of computing simulations of s in t that canbe
e cie ntly solved by the algorithm de<ribedin [14].

4 Regular Expressions

Regqular expressiongprovide a powerful medanism for restricting data values
in XML. Many languageshave support for them. In [15] regula expression
pattern matching is proposedas a core feature of programming languages for
manipulating XML. The classicalapproach uses nite automata for regular
expressiommatching. In this section we show that regular expresgon matching
can be easily incorporated into the rule-based framework of context sequence
matching.
Regular expressionson terms are de ned by the following grammar:

R:=tjpgjpR;RIjRjR]|R;

wheret is aterm without holes pgistheempty sequene,\," is concatenation,
\j" is choice,and is repetition (Kleenestar). The synbols\p" and \q" are
therejust for the readability purposes. T he operatorsare right-assaiative;\ *"
hasthe higheg precedencefollowed by \," and\j".
Substitutions are extendedto regula expresgons on terms in the usual
way: pq = pg pR;Ra =pR ;R g (RjR) =R jR ,andR =(R).
Regular expressionson functions are de ned as follows:

Qu=fjFjCjpQ;Q4jQjQjQ:

Note that by this de nition the hole is a regular expressionon functions,
becuseit is a (constant) function symbol.

We introduce a new operation as a spedal way of applying substitu-
tions on cortext variables: For any C and , C = path(C ), where
path(C) is the sequence of symbols from the head of the context C to the hole
in C. For instance, path(f (a;f (g(a); H (b;D(h(c); );0);c))) = pf;f;H;Dq
and path( ) = pg We can extend to regular expres#ons on functions.
f =f,F =F ,pQ;Qqg =pQ Q@ ¢(QQ =Q jQ ,
andQ =(Q ).

We writ e L (E) for aregular languagedescribed by the regular expresson E
The only elemert of L(pq) and L( ) is the empty sequene pg.

Patterns are atoms of the form Ts in Ror Fs in Q where Ts is a ni te,
possiblyempty, sequencef terms and Fs is a nit e, possibly empty, sequence
of function symbals, function variables, and context variables. Pattern-pairs
are pairs (p;f) wherep is a pattern and f isa ag that is an integer 0 or 1.
The intuitio n behind the pattern-pair (X in Rf) (resp.(C in Qf)) is that if
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f = 0then X (resp. C) is allowed to be replacedwith pq (resp.with ) if R
(resp. Q permits. If f = 1 then the replacemen is impossible,even if the
corresponding regular expression permits. It will be neede later to guarantee
that the regular pattern matching algorithm terminates. Substitutions are
extendedto pattern-pairs as follows. (Ts in Rf) = (Ts in R;f ), and
(Fs in Qf) = (Fs inQ ;f ).

A context sequene regular pattern matchingproblemis a multiset of match-
ing equations and pattern-pairs of the form:

fs;  tyiiisy thg (Ke in RGTD); i (Xm in Rysfh);

whereall X's and all C's are distinct and do not occur in Rs and Qs. We will
assumethat all X's and C's occur in the matching equations. A subgitution

is called a regular pattern matcher for sut a problemif s = t;, X; 2
L(R )fjl,anda 2L(Q )flzfor all i n,1 j myandl | Kk,
whereL(P)o = L(P) and L(P); = L(P) nfpag.

Wede ne the inferene systeml  to solve context sequencereguar pattern
matching problems. It operateson systems ; where is a regular pattern
matching problem and is a substitution. The system | r includesall the
rules from the system |, but SVD, W, CVD, and D needan extra condition
on applicability: For the variablesx and C in those rules there should be no
pattern-pair (X in Rf') and (C in Qf?) in the matching problem. There
are additional rulesin | r for the variablesconstrained by pattern-pairs listed
belon. The meta-functions NomEmpty and  usedin theserulesare dened as

somel i n;0 0=1 1=0andl 0=0 1=1.

ESRET: Empt y Sequence in a Regular Expr esson for Terms
ff(X;s;::i80) 6 (X inpgf)gl &

=) fE(Xsyiins)#  tgl % #
where# = fxX 7! pagg if f = 0. If f = 1 the rule fails.

TRET: Term in a Regular Expression for Terms
ff(X;s;::8)  t (Xins;f)g[ ©

=) ff(Xsyiinsa)#  tg % #
where# = fX 7! sgand s 2 Vsg.

SVRH: Sequence Variable in a Regular Expression for Terms
ff(X;siiisn) 6 (Xiny;f)g[ &
=) ff(Xsyiins)# tg % #
where# = fx 7' ygif f = 0. If f = 1then# = fX 7! py;yqg wherey is a
freshvariable.
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ChRET: Choice in a Regular Expression for Terms
ff(X;s;;::08) (X in RjR;f)g[ ¢

=) ff(X;syiinsn)# 6 (Y inR;f)gl % #
fori = 1;2, wherey; is a freshvariable and # = fX 7! y;g.

CRET: Concatenation in a Regul ar Expression for Terms
ff(Xsyiiiisn) 6 (X inpRyRgf)gl 6

=) fE(Xsyiins)# 6 (Vyin Rif1)i (Y, in Rifa)gl % #
wherey; and y, are fresh variables, # = fX 7! py;;¥,q9, and f; and f,

are computed as follows. If f = Othenf, = f, = Oelsef, = 0Oand f, =
NaEmpty(y,) 1.

RRET1: Repetition in a Regul ar Expr esson for Terms 1
ff(X;sy;:ii8n) 6 (XinR;f)gl ©

=) ff(Xsyiis)# tg % #
where# = fx 7! pggandf = 0. If f = 1 the rule fails.

RRET2: Repetition in a Regul ar Expr esson for Terms 2
ff(Xsiiisn) 6 (XinR;f)g[ ©

=) ff(Xsyiins)# 6 (YinR1); (Xin R;0)g[ % #
wherey is a freshvariable and # = fX 7! py; Xqg.

HREF: Hole in a Regular Expression for Functions
fC(s) t (Cin ;f)g[ & =) fC(s)# tg[ % #
where#=fC 7! g andf = 0. If f = 1 the rule fails.

FRE-: Functi on in a Regular Expression for Functi ons
fC(s) t (CinM;f)g[] & =) fC(s)# tg] % #

whereM 2 (F nfg)[ Ve, and # = fC 7! M(X; ;y)g with fresh
variables X andy.

CVREF:Context Variable in a Regul ar Expre ssion for Functi ons
fC(s) t (CinD;f)gl & =) fC(s)# tg[ % #

where# = fC 7! D( )giff = 0. If f = 1then# = fC 7! F(X;D( );V)g
whereF;X; and y are freshvariables.

ChREF Choice in a Regular Expression for Functions
fC(s) t (CinQjQ:f)gl ©
=) fC(s)# t (Di in Q;f)g[ % #
for i = 1;2, whereD; is a freshvariable and # = fC 7! D;( )g.
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CREF: Concatenation in a Regul ar Expression for Functi ons
fC(s) t (CinpQ;Qqf)gl &

=) fC(s)# t (D1 in Q;f1);(D2 in Q;f)gl % #
whereD; and D, are freshvariablesand # = fC 7! D1(D»( ))g, and f,

and f, are comRutedasfoIIows: If f = Othenf, = f, = 0¢€sef; = 0and
fz = Nanmpty(Dl) 1.

RRE-1. Repetition in a Regul ar Expr esson for Functions 1
fC(s) t (CinQ;f)g[ & =) fC(s#* tgl % #
where#=fC 7! g andf = 0. If f = 1 the rule fails.

RRE-2 Repetition in a Regul ar Expr esson for Functions 2
fC(s) & (CinQ;fgl ¢

=) fC(s# t (D inQ1l); (CinQ;0g[ % #
whereD is a freshvariable and # = fC 7! D(C( ))g.

A context sequenceregular pattern matching algorithm Mg is de ned in
the similar way as the algorithm M (De nit ion 3.1) with the only di erence
that the rules of | g are usedinstead of the rules of | . >From the begnning,
all the agsin the input problem are setto 0. Note that the rulesin | g work
either on a sdected matching equéion, or on a sdected pair of a matching
equaton and a pattern-pair. No rule selects a patter-pair alone. We denote
by Solu,() the solution setof genegated by M g:

Theorem 4.1 (Soundness of Mr) Let bearegularpattern matchingpro-
blem. Then everysubstitution 2 Soly,() is aregular pattern matcher of

Pro of. (Sketch) Inspectingthe rulesin | g onecan concludethat for a deriva-
tion ; " =) *;; eweryregular pattern matcher of ; is also a regular pattern
matcher of . It impliesthat is a regular pattern matcher of . 2

Theorem 4.2 (T ermi nati on of Mg) The algorithm M g terminateson any
input.

Pro of. The tricky part of the proofis relatedwith patterns containing the star
\* " A derivation that cortains an application of the RRET2 rule on a system
with a selectedmatching equation and pattern-pair ss  to; (X in Ry; ) either
fails or eventually produces a systemthat contains a matching equaion s;

t; and a pattern-pair (X in R;0) whereR, is an instance of R, and X is the
rst argumert of s;:

fso to;(X in Ry;f)gl ;
=) rreme fSo# 1o (Y In Ry 1);(X in Ry;f)g[ # #
=) "fs; t;;(X in R;0)g[ ; "
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Hence the rule RRET2 can apply again on fs; t;; (X in R;0)g[ ; .
The important point is that the total size of the ground sidesof the match-
ing equaions strictly decreasedetweenthesetwo applications of RRET2: In
fs; tig[ it isstrictly smallerthanin fsy, teg[ . This is guaranteed
by the fact that (y in Ry;1) doesnot allow the variable y to be bound with
the empty sequence The sameargument applies to derivations that contain
an application of the RRE-2 rule. Applications of the other rules also lead to
a strict decreasef the sizeof the ground sidesafter nitely many steps. Since
no rule increasesthe size of the ground sides the algarithm M g terminates.2

Theorem 4.3 (Completeness of Mr) Let bearegular pattern matching
problem and let # be a regular pattern matche of . Then there exists a
substitution 2 Soly, suchthat #.

Pro of. Similar to the proof of Theorem 3.4. 2

Note that we can extend the systeml| g with somemore rules that facili-
tate an early detection of failure, e.g, ff (X;s1;:::58,) f(;(X in R1)g]|
% =) ? would be one of sud rules

5 Context Sequence Matc hing and XML

We assumethe existenceof a declarative, rule-basel query and transformaion
language for XML that usesthe context sequencenatching to answer queries.
Queriesare expresged as (conditional) rules pattern ! result if condition.
We do not go into the details, but just mention that regular expression pat-
terns X in Rand C in Qcan be used as conditions. In sud casescontext
sequene regular pattern matching can be used to match pattern to the data.
Arithmetic formulae and matchability tests are other instances of conditions.
Note that conditions can also be omitted (assimed to be true). The pattern
matches the data in the root position. One can choosebetween getting all the
results or only one of them.

To put more syntactic suga on queries we borrow somenotation from [4].

The following (rather ine cien t) rule relates a matching problemin which the
curly bracket construct occurs,to the standard matching problems:

Ord: Orde rless
fffs;:iiisng tgl & =) ff(sqiiiiism) tal &

Moreover, we can use double curly bracket notation fffs;;:::;s,a for
ff__;si;_ii0 . sn;——-0. Similarly, we may usethe notation with double
brackets and write f (s1;:::;s,) for f (___;S1;___;:::;___;Sn; ——-). The match-

ing algorithm can be easily modi e d to work directly (and more e cien tly)
on sud representations.
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Now we shav how in this languagethe query operations givenin [20] can be
expressd. (This benchmark was used to compare v e XML query languages
in [3].) The casestudy is that of a car dealer o ce, with documerts from
di erent auto dealersand brokers. The maufac turer documerts list the
manufacturers name, year, and models with their names, front rating, side
rating, and rank; the vehi cle documerts list the vendor, make, year, color
and price. We considerXML data of the form:

<maufacturer>

<mnname Mec ury </mn- nane>

<year>1999%</y ear >

<malel >
<mename Sabl e LT</mo- nane>
<fr ont-r ating>3.84</f ront- ratin g>
<siderati ng>2.14</sid e-r atin g>
<rank>9</r ank>

</model >

<malel >.. . </model >

</manufact urer>
while the dealersand brokers publish information in the form

<vehicle >
<vendor>Soott Thomaon</v endor>
<m&e> Mec ury </make>
<malel >Sabl e LT</model >
<year>1999</y ear >
<color>mealli c blue</color>
<opti on opt="sunroof"/ >
<opti on opt="A/C"/>
<opti on opt="1t hr seats"/ >
<pric e>26800</pri ce>

</v ehicl e>.

Translating the data into our syntax is pretty straightforward. For in-
stance,the manufacturer elemen can be written as:

manufacturer(mn-name(Mercury); year (1999);
model(mo-name(Sablel ); front-rating(3:84); side-rating(2:14); rank(9))) :

The quely operations and their encading in our syntax are given below.
Seletion and Extraction: Wewant to selectand extract < maufac tu rer >
elemants where some <malel > has<rank> lessor equd to 10:

_((manufacturer (X1 ; model(y; ; rank(x); ¥,); X2)))
I manufacturer (X, ; madel(y, ; rank(x);y,);X2) if x  10:
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Reduction: From the <manufacturer > elemeits, we want to drop those
<malel > sub-elemerns whose<rank> is greaer than 10. We also want to
elidethe <fr ont-r atin g> and<si de-ra ti ng> elemants from the remaining
models.

_((manufacturer (X1 ;
model(y, ; front-rating(_ ); side-rating(_ ); rank(x);y,); X2)))
' manufacturer (X, ; model(y,; rank(x);y,); Xz2) if x  10:

Joins: We want to generak pairs of <manufacturer> and <vehicle > el-
emens where <maname =<m&e>, <moename =<malel >, and <year>=
<year>.

_ff manufacturer (X, ; mn-name(x,); X»; year (X»); X3; C (mo-name(y )) ; Xz);
vehiclg(Zy; make(x,); Zz; model(y: ); Zs; year (X2); Z4) @

I pair (
manufacturer (X1 ; mn-name(X; ); X, ; year (X2 ); X3 ; C (mo-name(y )); X4):
vehicle(Zy; make(x, ); Zz; model(xz); Zs; year (y1); Zs)):

Restructuring: We want our query to collect <car> elements listing their
make, model, venda, rank, and price, in this order:

_ff vehiclg(vendor(y; ); make(y,); madel(ys); year (ys4); price(ys)));
manufacturer (C (rank(x1)))) @
I car(makegy,); model(ys); vendor(y; ); rank(xy ); price(ys)):

Hence all theseoperations can be easily expressd in our framework.

At the endof this section we give an examplehow to extract elements from
an XML documert that do not meet certain requiremerts (e.g., miss certain
information). Sud problems arise in web site veri cation tasks discussed
in [1].

We usethe data from [1]. Assumethat a web site is given in the form of
the following term:

website(memérs(memler(name(mario),surname(rossi),status(piofesso)),
memler(name(franca),surname(bianchi),status(tehnician)),
memier(name(anna),sumame(giali),status(professor)),
memier(name(giulio),surname(vedi),status(student))),
hpage(name(mario),suname(rossi),phone(3333),status(pfesso),
hobbies(hobbygading),hobby(gadening))),
hpage(name(fana),surname(bianchi),status(tehnician),phone(5555)),
hpage(name(anna),surname(gidil),status(professor),phone(4444),
teaching(murse(algeba))),
pubs(pub(name(mario),suname(rossi),title(blahblahl),yar(2003)),
pub(name(anna),surname(gidl),title(blahblahl),year(2002)))).

116



Kutsia

The taskisto nd those home pagesof profesas which miss the teaching
information. We formulate the questionasthe following query:

_(hpage(x; status(professon;y))) ! hpage(X; status(professorn;y)
if ___(teaching(___)) 6 hpaggX; status(professon;y):

The condition in the query requiresthe term ___ (teaching(___)) not to
match hpagg(X; status(professon;y). In ___ (teaching(___)), the rst anony-
mous variable is the anonymous context variable, and the secondone is the
anonymous sequencevariable. Sincecontext sequencematching is decidable,
the condition can be e ectiv ely chedked. The result of the query is

hpage(name(mario),suname(rossi),phone(3333),status(pfessoy,
hobbies(hobbyg@ading),hobby(gadening))).

6 Conclusions

Context sequenceanatching is a matching for exible arity termsthat contain
context and sequencevariables These two kinds of variables allow match-
ing to explore terms (represetied as trees) in two orthogond directions: in
depth (context) and in breadth (sequence)@and, thus, to get more freedomin
selecting subterms. Besidescontext and sequencevariables, terms may con-
tain function and individual variables that allow matching to make a singe
stepin depth or in breadth. We deweloped a rule-basedalgorithm for context
sequene matching and proved its saundnes, termination and completeness.
Moreover, we shoved that regular restrictions can be easlly incorporated in
the rule-basedmatching framework extending the algorithm with the rules
for matching regular expressions both for cortext and sequencevariables. We
shoved soundnesstermination and completenes®f sud an extenson.

In our opinion, context seguence matching can serve as a computational
medanism for a declarative, rule-based language to query and transform
XML, or to spedfy and verify web sites. The ability of traversingtreesboth
in depth and in breadth would give sud a languagethe advantagesfrom both
path-based and pattern-based languages. It would easily support, for instance,
a wide rangeof queries(sele¢ion and extraction, reduction, negation, restruc-
turing, combination), parent-child and sibling relations and their closures,
accesdby position, unordered matching, order-preserving result, partial and
total queries,optionally, construction, multiple results, and other properties.
We expect sud a language to have a cleandeclamative semantics (rule-based
paradigm) and to be visualizable.
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Abstract

Program slicing is a well-known technique to extract the program statemerts that
(potentially) a®ectthe valuescomputed at somepoint of interest. In this work, we
introduce a novel slicing method for XML documerts. Essertially, given an XML
document (which is valid w.r.t. someDTD), we produce a new XML documert
(a slice) that cortains the relevant information in the original XML documert ac-
cording to somecriterion. Furthermore, we also output a new DTD sud that the
computed slice is valid w.r.t. this DTD. A prototype implementation of the XML
slicer has beenundertaken.

Key words: XML, DTD, Program Slicing.

1 Intro duction

The increasingcomplexity of websitesdemandsfor tools which are able to
aid Web designersn their construction and maintenance. Systematic,formal
approades can bring many bene ts to quality website developmer, giving
support for automated website transformations.

One of the most widely usedprogram transformations is program slicing.
It consistsof a decompsition technique for the extraction of those program
statemerts that (potertially) a®ectthe valuescomputedat somepoint of in-
terest. Program slicing was originally introduced by Weiser[6] and has now
many applications sud as debugging,code understanding, program special-
ization, etc. See[4] for a survey.

In this work, we present a slicing technique which is applicable to XML
documerts [1]. The result of slicing an XML documert is a new XML doc-
umert (a slice) composedby those parts of the original documert satisfying
somecriterion (the slicing criterion ). We alsoproducea newDTD sud that
the computedsliceis well-formed and valid with respect to this DTD.

1 Email: jsilva@dsic.upv.es

This is a preliminary version. The "nal versionwill be published in
Electronic Notes in Theoretical Computer Science
URL: www.elsevier.nl/locate/entcs
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<Personallnfo>

<I[ELEMENTPersonalinfo  (

Teaching
)>
<Teaching>
<Subject>
<Course> 4-Mathematics </Course>
</Subject> <IELEMENTTeaching (Subject+)>

<Subject> <IELEMENTSubject (

Course)>
<Course> 3-Mathematics </Course>
</Subject> <IELEMENTCourse ANY>

</Teaching>

</Personallnfo>

(@) XMLdocument with the contents of a webpage (b) DTDdefining personal info

Fig. 1. XML documert (a) and its assaiated DTD (b)
2 XML

XML [1] wasdeweloped by an XML Working Group formedunder the auspices
of the World Wide Web Consortium (W3C) in 1996. XML documerts are
made up of basic units called \elemens" accordingto a set of restrictions
speci ed on an independert speci cation called Document Type De nition
(DTD). Figure 1 shavs an exampleof XML (a) and DTD (b) documerts with
somesta®information from a university (for the time being, the readercan
ignore the di®erencedetweenblack and grey text). An XML documert is
\w ell-formed" if it conformsto the standard XML syntax rules described in
[1]. A \valid" XML documert is a well-formed XML documert, which also
conformsto the rulesof a DTD.

XML documerts can easily be transformed to a webpageby means of
the Extensible Styleshet LanguageTransformations (XSLT) [2]. It speci es
the presertation of XML documerts by describing how their instancesare
transformedto an XML documert that usesa formatting vocabulary, sud as
(X)HTML or XSL-FO, that can be interpreted by any standard browser. For
instance,the XML documert in Figure 1 canbe automatically translated to a
standard webpageshowing the information structured with tablesand colored
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text. Di®eren slicesof an XML documert could be usedto produce (keeping
the sameXSLT transformation) distinct versionsof the generatedwebpage.

3 The Slicing Technique

Program slicing techniques have been typically basedon a data structure
called Program Dependene Graph (PDG). In the caseof XML, we take ad-
vantage of the tree-like structure of XML documerts and DTDs. Despitethe
fact that DTDs can be graphs,we only considertreeswithout lost of general-
ity, sincethey can easily be converted to treesby duplicating those elemerts
producing cycles. Every vertex in the tree represems a single elemen of the
XML documern of type'ELEMENT" (we referthe readerto [1] for a morede-
tailed explanation about XML elemens) cortaining all its attributes. Edges
represemh aggregationrelations betweenelemers.

In our setting, the slicing criterion consistof a set of elemerts from one of
the trees(the XML or its assaiated DTD). As a consequencewe distinguish
betweentwo typesof slicing:

DTD slicing: Given a set of elemens from a DTD, we extract from this DTD
those elemerts which are strictly necessaryto maintain the tree structure,
i.e., all the DTD elemerts that are in the path from the root to any of the
elemerts in the slicing criterion.

Oncethe DTD sliceis produced,the setof elemerts in the sliceis usedasa
slicing criterion in order to producethe assaiated XML slice (seebelow).

Example 3.1 Considerthe XML and DTD documerts in Figure 1. Let
the set cortaining the singleelemen \Course" be the slicing criterion. The
slicescomputed for the two documerts are highlighted in Figure 1 with
black color.

XML slicing: Analogouslyto DTD slicing, given a set of XML elemerts, we

extract from the XML documert thoseelemens which arein the path from
the root to any of the elemernts in the slicing criterion.
Note that this criterion could be more ne-grained than the previous one.
While a slicing criterion in a DTD selectsa type of elemerts, a slicing
criterion in an XML documert can selectonly someparticular instancesof
this type.

Example 3.2 Considerthe XML and DTD documerts in Figure 1. Let
the elemen \3-Mathematics" of type \Course" be the slicing criterion. The
slice computed for the DTD is exactly the samethan the onein Example
3.1 Howewer, the XML slice only cortains the information related to the
\Algebra" subject, being the information related to the \Logic" subject
removed.
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The slicer proceedsas follows:

1) Compute the set of relevant elemerts with respect to the slicing criterion

2) The computedsetis modi ed in order to satisfy all the restrictions of the
DTD (for instance,the * and + relations). Attributes are alsoincluded

3) The result is usedasa slicing criterion for the ass@iated DTD/XML

Let D be a well-formed DTD, X an XML documert valid with respect to
D, D%nd X °two slicesof D and X respectively, computedwith a DTD-slicing
criterion C, and D%and X %two slicesof D and X respectively, computedwith
a XML-slicing criterion C°, we have proven the following properties:

a) DYis well-formedand X Yis valid with respect to D°

b) D%is well-formed and X %is valid with respectto D
If all the elemerts in C° are of one of the typesin C, then

c) D= D%®
d) X %is a subtreeof X°

4 Implemen tation

We have implemerted our prototype in Haskell [3]. Haskell provides us a
formal basiswith many advantagesfor the manipulation of XML documerts
sudh asthe HaXml library [5]. It allows us to automatically translate XML
or HTML documerts into a Haslkell represemation. In particular, we usethe
following data structures that canrepresemn any XML/HTML documert:

data Element = Elem Name[Attribute] [Content]
data Attribute = (Name, Value)
data Content = CElemElement

| CText String

One of the main possible applications of XML slicing is webpagesslicing,
becauseXML sliceshave a direct represemation in webpagesproducing slices
of the original webpages.For instance, Figure 2 (a) shavs the webpagethat
is automatically generatedwith an XSLT le from the XML documert of
Figure 1. Figure 2 (b) shows the webpagethat is automatically generated
with the sameXSLT Te from the XML slice of Figure 1. Figure 2 (c) showvs
the webpagethat is automatically generatedwith the sameXSLT Te from
the slice of Figure 1 computed with a DTD slicing criterion formed by the
\Pro ject" elemen.

Preliminary results are very encouraging,shaving that the slicing tech-
nique can bring many bene ts when applied in conjunction with XSLT being
ableto slicecomplexwebpages.The implemertation and someother materials
are publicly available at: http://www.dsic.upv.es/~jsilva/xml
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(a) WebPage (b) \Courses" Slice (c) \Pro jects" Slice

Fig. 2. Web Pagesautomatically generatedfrom the XML in Figure 1
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Abstract

In this paper we develop the languagetheory underpinning the logical framework
PLF. This languagefeatures lambda abstr action with patterns and application via
pattern-matching. Reductions are allowed in patterns. The framework is partic-
ularly suited as a metalanguage for encoding rewritin g logics and logical sygems
where rules require proof terms to have spedal syntactic constr aints, e.g. call-by-
value -calculus, or term rewritin g systans. PLF is a consenative extension of
the well-known Edinburgh Logical Framework LF. Becauseof sophisticated pat-
tern matching fadlities PLF is suitable for veri cation and manipulation of XML
documerts.

1 Intro ducti on

Sincethe introduction of Logical Frameworks [4,6]), blendingdependent typed
-calculi with rewriting systemshasbeena major challengein the last decades,
see[9,7,12 3,5, 8]). Blending lambda calculi and rewrite rules enhanceshe
usability of the system as a metalanguage for logics. Clearly the expressiveness
of the systemdoesnot increase sincealready the Logicd Framework of [6] is
a universallanguagefor encaling formal systems. Clearly rewrite systemscan
provide in many instancesmuch more natural and transparen encalings, thus
improving the overall pragmatic usability of the system,and the possibility of
automating dedsion procedures, sud as chedking and encaling equdity.

This is a preliminary version The n al version will be published in
Electronic Notesin Theoretical Computer Science
URL: wwv.el sevi er.n l/lo cat e/entcs
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In this paper, we presert an uniform framework basedon a depender
typed lambda calculus enriched with pattern matching in lambda abstrac-
tion, called PLF. In contrast to the simple -calculus, the pattern-matching
algorithm can either re a substitution, or stick the computation unless fur-
ther substitution are provided. The following simple exampleillustrates the
point:

M ((fy)y)x

is stuck, but
( Fx)M)F (F3)T 3

Furthermore, for a given pattern inside an abstraction, the usercan explicitly

discriminate betweenvariables that will be bound in the body, and variables
that can be bound in an external cortext cortaining the abstraction itself.
This freedan is particularly appreciatedin patternsthat ewlve (by reduction
or substitution) during execution, e.g.

(X:A:P [XEIN)M 7! P [M]:N:

PLF extendsthe subsystemof [1] correspnding to LF in allowing reductions
inside patterns. As is well know, sincethe seminalwork of [12], variables in
patterns can be bound only if they occur linearly and not actively (i.e. not
in functional position), henceextra carehasto be payed whenreductions are
allowedin patterns. We preserts few simple examplesof encaling, which capi-
talize on patterns, namely Plotkin's call-by-value -calculus, and the rewriting
calculus( -calculus) [11]. An appendix complete the paper with few classial
XML-oriented routines, writt en in the rewriting calculus, that can be either
runned and certi ed in our PLF. The full metatheory of PLF will appea in a
companion paper.

2 The Pattern Logical Framew ork

We present the syntax of PLF, a logicd framework with pattern oriented

features. Since patterns occurs as binders in abstractions the types of the

\matchable" variable in the pattern are decorded in suitable contexts i.e. a
pattern abstraction hasthe form M : :N. Therefore, the contexts de ning

the typesof the free variables of these patterns are given explicitly as part of

the abstraction. The cortext  candiscriminate on variablesthat are suitable
to be matched and variables that are not, the latter are de facto considered
as constants. This treatmert of constants simpli e s the presenation of the
systemsince constants are now consideredas variablesthat cannot be bound.

This medanism implies alsothat some patterns can ewolve during reduction

via substitution; this operation is rather delicate, but sound, sincea pattern,

consideredwith a suitable context recording the types of the free variables, is

enforcedto preseve suitable good properties, under restriction.
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2.1 PLFs Terms

The r st de nit ion introducesthe psaido-syntax for kinds, families, objects
and cortexts.

De ni tion 2.1 [PLFs Pseudo-sytax]

2C Pl axK XA

K 2K K

Typej M: KjM: KjKM
A;B;C2F A:=xj M: :AfjM: :AjAM

M;N;P;Q2 O M

XfM: MjMM

As usud, application asscciatesto theright. Let \ T" rangeover any term
in the calculus, and let the symbol \ X" range over the setf ; g. To ease
the notation, we write Xx:T1:T, for Xx:(x:T1):T, in caseof a variable-pattern.
Intuitiv ely the context in M : :N cortainsthe type dedarations of some
(but not all) of the free variables appeaing in the pattern M. Thesevariables
are bound in the (pattern and body of the) abstraction and the reduction of
an abstraction application strongly dependson them, all the other variables
being handledas constants. The freevariablesof M not declaredin  are not
boundin N but can be bound outside the scope of the abstraction itself. For
example,in the abstraction

(xy2z):(y:w; z2w):M

the y and z variables (of type w) are bound in M, while the x variable (not
declaredin the cortext) is consideredasfree(i.e. it is de facto handled as a
constant). As in ordinary systems deding with dependen types we suppose
that in the context ;x:T, the variable x doesnot appear freein , and T.
Someremarks to understand this syntax are in order.

Remark 2.2

() In caseof variable patterns, we recover the syntax of LF.

(i) The alove pseudo-syntaxdces not enforce any particular shage to pat-
terns in abstractions, but it is well knownthat allowing in patterns non-
linearity, i.e. multiple occurrences of the samevariable, e.g.

(xyy):(y:T1):T,), and active variables, i.e. variablesin functional posi-
tion, e.g. (xy):(x:Ty):T,, breaks con uence and subjest reduction. This
anomalywill be repaired by enforcing the syntaxwith suitablerestrictions.

(i) A context can be alwayssplit in three parts +; s; v, whee 1 con-
tains type de nitions, i.e. families variables, s contains the type decla-
rations of someconstantsobjects, i.e. variablesthat cannot be abstacted,
and  contains the type declarations of the object variableswhich can be
abstacted.
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The following predicates characterize the set of legal/good patterns w.r.t. a
given cortext.

De ni tion 2.3 [SafePatterns]

A safe pattern is characterized by having no free variables in functional posi-
tion, and by its linearity. This canbe carefully formalized, but for the purpose
of this paper we just write

SPC(M;V) £ : APC(M;V)~ LPC(M ;V):

This de nition can be extended poitwiseto substitutions, families and kinds.

Given the above restrictions on objects occurring in patterns, we canthus
de ne a safe/legal PLF syntax as follows:

De ni tion 2.4 [PLFs Sde Syntax]
A term in the PLF syntax is sde if any subterm XM : T occurring in it is
sud that

SPC(M ;Dom()) ~ SPC(T;Dom())

In the rest of the paper we shall consideronly safeterms. The de nition
of free variables needsto be custamized asfollows.

De ni tion 2.5 [FreeVariables]
The set Fv of free variablesis given by:

Fv(XTy: :To) (FU(T) [ FW(T2) [ Fv()) nDom()

1+

Fv( ;x:T) Fv() [ (F«(T) nDom())

The set Bv of bound variables of a term is the set of variables in the
term which are not free. Sincewe work modulo -conversion, we suppose
that all bound variables of a term have di e rent names and therefore, the
domains of all contexts are distinct. A suitable, intuitiv e, (re)de nitio n of
simultaneous subgitution application (denaed by ) to deal with the new
forms of abstraction is assumed.

2.2 Matching and Operational Semantics

PLF featurespattern abstractionswhoseapplication requires sdving matching
problems. The next two de nitio ns introduce the notion of matching systems
and matching algorithm. Both are an easymodi catio n of the ones presened
in [1]. The algorithm is rst-order, hencedecidable.

De ni tion 2.6 [Matching System]
(i) A matching system N

15

M; <%i N;
i=0::n
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is a conjunction of matching equations. The set V recordsthe name of
the free variablesthat are matchable, while the setsW,; record the name
of bound variables appearing in abstractions which cannot be matched.

(i) A matching systemT is solved by the substitution if for alli = 0:::n,
we have that M; N;.
(i) A matching systemT is in normal form when it hasthe form

T= xi <w. Ni
i=0::n
(iv) A matching system in normal form is solvedand producesthe substitution
[N1=x;  Np=X,], if the following conditions are satis ed (otherwisethe
matching fails)
(@ forall h;k=0:::n,if x, Xy then N;,  N.

(b) foralli= 0:::n,if x; 2 Wj, then N; X;.
(c) foralli=0:::n,if FY(N;)\ W; 6 ;,then N; X;.
(d) foralli=0:::n,if x; 62V, then N;  X;.

(e) forall x 2 V, there existsx <y, 2 T.
Let solvebe a function that returns a substitution if a matching system
in normal form is sohable, and fails otherwise.

De ni tion 2.7 [Matching Algorithm Alg]

(i) The reduction ; isthe compatible relation inducedby the following two
rules:

W2 U[ Dom()

(Lbd=Prod)
XM1: Ny <y XMz :Nz; Mp<y M2” Np<y N2

W2 U[ Dom()

(Appl)
M1N1<)yM2N2; Mi<y M2~ Ni<y N2

(i) The reduction ; is de ned as the re exive and transitive closureof ;
Let normalizebe the function that reducesa matching systemin normal
form, or fails.

(i) Alg(M N V) is de ned asfollows:
1 T := namalizgM <Y N);
2 if T 6 fail thenreturn solvegT)

The matching algorithm is clearly terminating (sinceall rules decreasehe
sizeof terms), deterministic (no criti cal pairs), and works modulo -conversion
and Barendred's hygieneconvention. We write  for the succesful output of
Alg(M N V). The next de nitio n introduces the classicalnotions of one-step,
many-steps,and congruence relation of !

De ni tion 2.8 [One/Many-Steps, Congruence]
Let = Alg(P N Dom()) .
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() The top-level rules are

(p Obj)) (P: M)N! M
(p Fam) (P: :A)N! A

(p Kinds) (P: :K)N! K

(i) Let C[ ]denote a pseudocorntext with a\singlehole" inside, it is dened

(iii)

asfollows
Cl 1x==11CIT)TC ] XM: [ 1] XM:C[ I:Tjx:C[ 1iC I;x:T

and let C[T] be the reailt of lling the hole with the term T. The
one-stepevaluation 7! is de ned by the following inferencerules

M! N SPC(N ; Dom())
T,! Ty Fv(M)\ Dom() = Fv(N)\ Dom()
—(Ct¥) (CtxX)
C[T1] 7! C[T9] XM: :T7! XN: T

The intended meaning of the (Ctx) rule is the usud one. Rule (CtxX)
forbids K -reductionsin patterns enforcesthe safe pattern condition in
both redexand the reducd term.

The many-stepevaluation 7! | andthe congmuencerelation = arerespec-
tively de ned asthe re exiv edransitiveand re exive-symmetric-tr ansitive
closureof 7! .

2.3 PLFs Type System

PLF involvestype judgmerts of the following shape:

K TA:Type T M A

The type system rules of PLF are preseried in Figure 1. Somerules are quite
similar to the onesof the clasgcal logical framework, but others desenre a brief
explandion:

The (F Abg; (O Abg rules deal with -abstractions in which we bind over
(non trivial) patterns; this rule requires that the pattern and the body of
the abstraction are typable in the extended cortext ; .

The (F Appl); (O Appl) rules, give a type to an application; this type con-
trastswith classicaltype systemswhich utilize meta-substitutions. Suitable
applications of (F Canv); (O Conv) rule can reducethis type.

The (K Pi); (F Pi) rules, give a type to a kind and family products. As for

-abstractions we require that the pattern and the body of the abstraction

are typablein the extendedcontext ; .
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M: K M A "N A
2= ixK XA (K Appl)
(M : K)N
K = Typej M: KjM: KjKM B
Familiesrules
A= xj M: tAjM: :AjAM x:K 2
(F var)
T x K
M:i=xjM: MjMM
Safe Syntax "M :B T A Type
(F Pi)
T M: A :Type
XM: T 2CK;F;0 =)
C VA . M:B ;0 T AK
SPCm; )~ SPC(T; ) (F Abs)
M A M
Contexts rules
TA: N: K . "N:B "M :B
— (C Empt (F Appl)
‘;( P) AM (N : KM
* K x 62Dom() TA:KO K K= KO
(C Kind) (F Conv)
(x:K TACK
A :Type x 62Dom() Object rules
C Type
A (C Type) A 2
' (O Var)
. XA
Kind rules
"M :B ;o ONG:A
(K Type) (O Abs)
* Type M N: M
TMA . K "M P A ; P:B "N :B
(K Pi) (O Appl)
M : "MN:(P: :A)N
TMA ;K TMA "B:Type A= B
(K Abs) (O Conv)
M "M :B

Figure 1. PLFs Type Rules

3 Exam ples

Readers familiar with the activity of encaling systems in LF will surely ap-
preciate the usability of this metalanguage and will play with it providing
interesting examples. For lack of spacewe will provide only few examples,
which illustrate how patterns can safely replace sub-categoies and coercions
in the encaling of syntax. Moreover, the sophisticated shapesof patterns and
the built-ins pattern matching facilities make PLF (and its extensons) suit-
able for modeling regular languages, theory of functions, and term rewriting
systemsthat are the engine of many XML-manipulations. More interesting
examplescan be devisedin enading the proof theory, sud as, in modal logic.
An appendix preseris some classical XML-orierted routines, written in the
rewriting caculus [11], that can be either runned and certi ed in our PLF.
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Syrtactic Categaies
o] :Type
Operaions (we short XC[x]:(x:0) for XC[x°] )

Val : o! o Lam : f:(( Val x°): 0):

o

App : o! o! o
Judgments
= ;0! o! Type
enmdingJ K: ) PLF
JxKE valx JIJxM KZ val (Lam ( (Val x°):JM K) JM N KZ App JM KIN K
Axiomsand Rules
Egqe : xiorx=X
Edhymm® X0 y:0:(x=y)! (y=X)
Ehans | X100 yi0i zi0i(x=y)! (y=2)! (x=2)
Ed © X0 Y0 zior wioi(x=y)! (z=w)! (Appxz= Appyw)
Betav : ( Val (Lam f)):(f: ( Val x°):0): ( Val a°:
App (Val (Lamf)) (val a) = f (Val a)
Etav : ( Val x%): (Val (Lam ( (Val y°):App (Val x) (Val y)))) = (Val x)
Xiv : ( Val (Lam f)):(f:(( Val x°):0): ( Val (Lam g)):(g:(( Val x°):0):
(( Vva x9:f (val x) = g(val x)) ! (Val (Lam f) = Val (Lam g))

Figure 2. Plotkin Call-by-value -calculus Encoding

3.1 Call-by-valueLamkda Calculus

Plotkin's call-by-value -calculus( ,-calculus) [10Q] di e rsfrom the traditional
-calculus in the formulation of the -redudion rule, namely

(xxM )N  M[N=x]
provided that N is a value, that is a variable or an abstraction. The encaling
in PLFis showvn in Figure 2. We omit adequay results. We could, e.g., prove

that
Th: Etav =) Xiv
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Syrtax and Operationd Semnantics

P :=xjJAjP_ M (P_M)N ' M with =Alg(P N Fv(P))
A =fjAP (M1;M2)M3z ! (M1 M3;M2M3)
M:=PjMM N:B: both (M1;M>) and ! are derivable

Syntactic Categoies
0] - Type
Operations (we short o forp! ! @ and XC[x]:(x:0") for XC[x°"])

n times
Alg: 0> Rew: o0’! o App: 0  Pair : o

Judgments

= :o! o! Type

Rewriting encodingJ K: Rho) PLF

XK £ x JP_ MKZ Rew( JPK :JMK  ZFv(P)o

1+

1+

Jf K Alg f IJM N K App IM KIN K

15

JAPK?Z App JAKIPK JM ;N K Rew ( x :0:Pair (App JM Kx) (App JN KXx))
Axiomsand Rules
Ede EGymm EGrans Edux seethelambda calculus
Rho : r:0®>: ao:App(Rewr)a=ra
Eta : x:0:Rew(y :0:App XYy) = X
Xi : rio* so*( ao:ra=sa)! Rewr = Rews
Deta : Rew( x :0:Pair (App y°x) (App z°%)): a:o:
App (Rew ( x :0:Pair (App y X) (App zXx))) a= ( x :o:Pair (App y X) (App zX)) a

Figure 3. Clasdcal -calculus Encoding

3.2 Untyped Rewriting Calculus

The rewriting calculus ( -calculus) [2, 3], is a simple higher-order calculus
where functions can be applied only upon reception of an argument whose
\pattern" matches with the one explicitly declared in the function itself. This
allowsto represets naturally classicallambda calculusand many term rewrit-
ing systems. What makesthe rewriting calculus appealing for reasoning on
the web is preciely its foundational features that allow us to represemn the
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atomic actions (i.e. ruleg and the chaining of theseactions(i.e. what we caled
above strategies) in order to achieve a global god like, for example, transform-
ing semi-gructured data, extracting informations or inferring new ones. As
the matching medanism of the calculus can be parameterized by a suitable
matching theory, this allows us for example to expressin a preciseway how
the semistructured data should be matched. The encaling in PLF is shavn
in Figure 3. We omit adequacy reaults. We could, e.g., prove that

Th: Rho =) Dedta
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A Genuine XML-examples in a la Rewrit ing Cal culus

dk kkkk  kkkk kkkk kkk kkkk kkkk kkkk kkkk kkk kkkk kkkk kkkk kkkk kkk ok

* Smal XML Gdle ria writ ten in the Rewitin g Cdcul us *
* Runit wth the int erpr eter iRho, its free! *

* htt p:// wwwsop.inr ia.f r/mi rho/ Luigi.L iquori/i Rho/ *
*k kkkk kkkk kkkk kkk kkkk  kkkk kkkk  kkkk kkk kkkk kkkk kkkk kkkk kkk ok

*** Somelist of numlers ***

ZERO = 0;; ONE = (succ 0);; TWO= (succ ONE);; THRE = (succ TVO);;
FQJR = (succ THFEE);; FIVE = (succ FQJR);; SIX = (succ FIVE);; SEVE = (succ SIX);;
EIGHT= (succ SE\EN);; NINE = (succ EIGHT); TEN= (succ NINE);;

*** Samelist of frie nds ***

ME (person (( firs luigi) ,(la st liquori) ,(se x m,(e mpl inri a) ,(nat ity ,(cat ON)));
YQ (person ((firs t jessica) ,(la st rabbit) ,(se x f),(e mpl disney) ,( nat usa),(cat TVD)));;
SHE = (person (( firs helene) ,(la st kirch ner) ,(se x f),(e mpl cnrs) ,(nat fr) ,(cat ZERO));;
HIM = (person (( firs cl aude) , (la st kirch ner) ,(se x m),(e mpl inri a) ,(nat fr) ,(cat FQJR));

HER = (person (( firs una) , (la st thurman) ,(se x f),(e mpl holl ywd) ,( nat usa),(cat FIVE));
BIG = (person (( firs bg) , (la st sidharth) ,(se x m,(e mpl birl a) ,(nat in) ,(cat SIX)));
HEAD = (person (( firs maeno) |, (la st falas chi) ,(se x m),(e mpl sien a) ,(nat it) ,(cat TVD)));
BGsS = (person (( firs fu rio) , (la st honsell) ,(se x m,(e mpl udine) ,(nat ity ,(cat ON)));
JEFE = (person (( firs maia) , (la st alpuente) ,(se x f),(e mpl vale ncia),( nat es) ,(cat ZERO));;

— o+ o+ o+ o+ o+ o+ o+ o+

GWRU= (person (( firs t salvador), (la st lucas) ,(se x n),(e mpl papaya) ,( nat es) ,(cat ONE)));
*% % Tlre DB***
DB = (group (ME,YOU,3HE,HM,HER,BG, HEABOSS,JEFE,GURLAIl ));;

** EINDN:Find in a DBthe nth Hement in a xml catalo gue ***
[FINDN = ((O,n il) -> fai I, ((succ N),(g roup nil )) -> fai |,

((succ 0), (gro up (X,Y)) -> X ((s ucc N), (gro up (X,Y))) -> (FINDN (N,(gr oup Y))))I;
(FINDN (THREEDPB));;

* % KILLIT: Kill in a DBall the ite msof "i t* natio nality ***

[KILLI T = (gro up X) -> (group (DROPIT X)) |

DROPIT = ((nil ) -> (ni ),
(( person (X)Y,Z,U,(nat it ) V)W) -> (DROPT W)
(( person (X,Y,ZU,(nat fr) V)W) -> ((person (X,)Y,ZU,(nat fr) ,V)),( DROIT W)),
(( person (X,Y,ZU,(nat es) V)W) -> ((person (X,)Y,ZU,(nat es) ,V)),( DROIT W)),
(( person (X,Y,ZU,(nat in) V)W) -> ((person (X,Y,ZU,(nat in) ,V)),( DROIT W)),
(( person (X,Y,Z,U,(nat usa),V))W) -> ((person (XY, ZU,(nat usa),V)),( DROIT W)))];

(KILLI T DB;;

*** KILLC: Kil | in a DBall the items of a given category ***

[KILLC = (C,(group X)) -> (group (DROPQC, X))) |
DROPC= (( C,(nil) ) > (nil),

(C.((p erson (X,Y,Z,U,V,(cat K)), W) ->
(COND((EQ (C, K)) ,DUMMY-> (DROPQC,W)),
DUMIY -> ((per son (X,Y,Z, U\V,(cat K))),(D ROE (CW)))) I;
(KILLC (ONE,DB); ;

** GHC: Select in a DBall the ite msof a give n category ***
[GETC = (C,(group X)) -> (group (SELC(C,X))) |
SHC = ((C.,(nil) ) -=> (nil),
(C((p erson (X,Y,Z,U,V,(c at K)), W)) ->
(COND((EQ (C, K)) ,DUNMY-> (( person (X,Y,Z,U,V,( cat K))),(S ELC(CW))),
DWMMY-> (SELC(C,W)))))]
(GETC (ONEDB));;

** Awili ary COB and EQ**

CD= (BOOL,THENELSE) -> (( true -> (THENdummyfa Ise -> (ELSE dummy) BOOL);
EQ = ((0,0)- >tr ue,( 0,(s ucc X))- >false, ((su cc X),0) ->f alse ,((s ucc X),( succ Y))->( EQ(X,Y))); ;
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Abstract

Modularity is a key feature at design, programming, proving, testing, and main-
tenancetime, aswell asa must for reusability. Most languagesand systemsprovide
built-in facilities for encapsulation, importation or parameterization. Nevertheless
there exists also languages,like HTML, with poor support for modularization. A
natural ideais therefore to provide genericmodularization primitiv es.

To extend an existing languagewith additional and possibly formal capabilities,
the notion of anchorage and Formal Island has been introduced recertly. TOM
for example, provides genericmatching, rewriting and strategy extensionsto JAVA
and C.

In this paper, we showv on the HTML example, how to add modular features by
anchoring modularization primitiv esin HTML. This allows one to write modular
HTML descriptions,thereforefacilitating their design,reusability, and maintenance,
aswell as providing an important step towards HTML validity cheding.

Key words: Modularization, parameterization, HTML, TOM,
MHTMLformal island, feature anchorage

1 Intro duction

Modularity is a key feature of programmingenvironments at all stagesof soft-
ware dewelopmert, from usersrequiremerts analysisto maintenance. It is of
coursethe key feature of reusability policiesand thereforea main conceptin

1 Supported by CAPES.

This is a preliminary version. The "nal versionwill be published in
Electronic Notes in Theoretical Computer Science
URL: www.elsevier.nl/locate/entcs



Kir chner, Kir chner and Sant ana

any software library. With the raising time of safeand securesoftware, modu-
larity appearsalsoasa fundamertal featureto make possiblethe construction
of large certi ed software.

Modularity is thus presen in many programming languagesand proof
environments and we have now a fairly good understanding of the semartics
of the main modularity constructs. In particular in functional and algebraic
programming,the notions of importation, parameterizationand visibility have
beengiven both categoricaland operational sematics (e.g. [2,6,12]).

If from the theoretical point of view, the situation is satisfactory this is
not the casefrom the practical one, in particular becauseeat languagehas
its own modularity featuresand semartics. Clustersin CLU, padkagesin Ada,
structuresin ML, classesn C++ and Java are di®eren constructsfacilitating
modular programming. Somelanguageshave quite sophisticatedmodularity
features,like CASL, OBJ and Maude, wherethe notion of view preciselyfor-
malizesthe way parametersare instantiated or modules imported. Others,
like ELAN have a more elemenary approad. Object-oriented languagedike
Java take into accoun classesand inheritance. Functional languagessud as
ML, have alsoewlved towards modularity. Faceto this variety of approades,
we are thus in a situation where standard modularity features, mainly inde-
penden of the language,would be greatly appreciated.

But modularity is not a universal feature of programming languagesand
seeral of them lack of usefulcapabilities. For example,parameterizationdoes
not existin ASF+SDF nor C. An extremeexamplein this caseis HTML that
hasno importation nor parameterization capability at all.

Soeither for standardization or for neededimprovemen, it is desirableto
have the capability of adding modularity featuresto an existing programming
language.

While we understandits usefulnessyve have now to addressthe feasibility
of adding modularity primitiv esin a programming ervironment. This ques-
tion hasbeenexploredin [12] wherean SML-like module systemis presened
that canaccommalate a variety of baselanguagesprovided they satisfy mild
assumptions.

Another approad, independertly deweloped, is the formal island paradigm
that comesinto play in a simple and pragmatic cortext: indeed,it would be
nonsenseo throw away the billions of codelinesthat arein usetoday in all do-
mains of human activities, newverthelessit is clearthat all thesesoftware have
to be considerablyimproved in their logic, algorithmic, security and main-
tenancequalities. As introducedin TOM?[13,8] in particular for matching,
normalization and strategic rewriting, formal islands allow for the addition
to existing programming languages,of formal featuresthat can be compiled
later on into the host languageitself, thereforeinducing no dependencyon the
formal island medanism.

2 tom.loria.fr
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At the price of arigorousandoring, that providesthe link betweenthe host
languagedata structure and the formal objects, the formal island approad
givesthe possibility (i) to extendthe expressiviy of the languagewith higher-
level constructs at designtime, (ii) to perform formal proof on the formal
island constructions, (iii ) to certify the implemertation of the formal island
compilation into the host language[11].

In addition to thesebene ts, what makesformal islandseven more attrac-
tiveis that they are sharedbetweense\eral implemertations madein di®erert
programming languages. For instance, TOM provides matching, normaliza-
tion and strategic rewriting in Java (this is JTOM), in C (this is cTOM) or in
CAML (mITOM).

To set-upthe generalde nition of Modular Formal Island is a dixcult goal
and a rst work towards making TOM modular for algebraicspeci cations in
the vein of CASL hasbeendonein [9].

The purposeof this paper is to presen a rst step for anchoring modular-
ity in an existing languageand to illustrate the approad with HTML. This
allows writing modular HTML descriptions,thereforefacilitating their design,
reusability, and maintenance,aswell as providing an important step towards
HTML validity cheking. While we only deal in this paper with the HTML
case,one important interest of the proposedapproad is to set-up the basis
for a genericmethod.

In order to make preciseour objectives, we usein Section 2 a running
example of a one block HTML page and shov how we would like it to be
decompsedin signi cantly smaller pieces. We then presen in Section 3 the
modularity featuresaddedto HTML and give in Section4 its operational se-
marntics, thus making clearthe compilation process.Relatedwork and further
extensionsare addressedespectively in Section5 and Section6.

2 Motiv ating example

Let us rst consideran illustrative example of how modularity can help for
the task of construction and maintenanceof web sites.

Commonly, web pagescomposing a web site share somecortents. This
is related either to standard information that must appear on ead page, or
to navigability issues,for example, sets of links repeatedly presened to site
visitors leadingto other pageson the site.

The current trend among web designersis to drop the use of frames®,
which allows shared content between pagesto be repeatedin ewery page of
the site. Especially for web sites built without the use of a script language,
the webmastershave literally to \copy and paste" the static information from
onepageto another. Consequetly, updatesbecomean annoying task.

3 http://www.w3c.org/TR/REC-h tml40/present/frames.html
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A typical web site layout is shavn in Figure 1. All pagesthat follow the
home (index) page would sharethe samecode for page header, meru, and
pagefooter. The interaction of a visitor with the links cortained on the list
of pointers on the left, brings a similar page where the \content" box, as
indicated in the gure, displays varying information, accordingto the subject
of that page.

Fig. 1. A typical web site layout

Having the capability to isolate ead piece of repeated code, web sites
writers could (semi-)automatically composea new web page from separate
sources.In the exampleabove, the pageshouldbe brokeninto reusablenamed
modulesfor the pageheading, navigation meru, and for the pagefooter.

Moreover, introducing parameterswould allow reusinga similar pagefor-
mat for another user, facilitating uniform presenation of web sites.

As a third concern,in this context, ead repeated pieceof code could be
cheded only onceto be well-formed from an HTML point of view.

Our goalis now to give a practical answer to theseconcerns,through the
proposal of a formal languageand its andhoring processin HTML.

3 The Mo dular HTML language

In this section we presert the implementation of Modular HTML (MHTML
Basically, we usethe algebraicspeci cation formalism to expresssyntax and
sematrtics of the language. Similar approadeshave beenusedin the de nition
of Full Maude [5] as well as a module algebrafor ASF+SDF [1]. Newerthe-
less, no sophisticatedknowledgeabout algebraic speci cations is required to
understandthe medanism on which this executionmodel is based.
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The MHTMUlanguageis a combination of the regular HTML markup with
structuring primitiv esthat allows the composition of documerts through the
reuseof existing code fragmerts. The principles that have guided its design
are simplicity and genericity.

Mo dules

A rst concernin modularization is how to de ne a self-cortained piece
of reusablecode that represems a module. Our approad leavesto the user
the task of de ning the desireddegreeof granularity, sincewe do not restrict
the modulesto be exactly valid HTML code. Actually, any well-formed set
of HTML markup can be consideredas a module. For example,by using the
%modulerimitiv e, we can de ne a reusable\menu" available for all pagesin
a web site in the following manner:

Example 3.1 The left meru of the web pagein Figure 1 is descriked in the
following module.

%modulemenu
<ul>
<li><a href="index.html">Home</a></li>
<li><a href="researchinterests.html">Research Interests</a></li>
<li><a href="work.html">Recent = Work</a></li>
<li><a href="projects.html|">Projects</a></li>
<li><a href="conferences.html">Conferences</a></li>
<li><a href="publications.html">Publications</a></li>
<li><a href="cv.htmI">Curriculum Vitae</a></li>
</ul>

By corvertion and in order to facilitate accesso modules, we restrict to
one module per le, and imposethat module and system le cortaining it
have the samenames. Thus a module called foo, will be found in a system
‘Te calledfoo.mhtml .

Imp orts

Secondly a commonneedin the cortext of reuseis to accesssymbols de-
claredby other modules. This canbe achieved through the %import primitiv e,
The e®ectof the import primitiv e at compile time is a textual expansionof
the documert. The imported module is inserted at the position the %import
mark is found, repeatedheaderswill be ignored,only the main module header
is kept. In the casewherethe imported module has itself importations, this
processis recursiwely performed.

Another important concernis to force the imported modulesto be well-
formed HTML. Alternatively it would be desirableto import valid HTML
code, what would meanthat the imported code should satisfy all the require-
merts from the W3C current HTML speci cation [14]. This is achieved by
another feature of the languagewhich provides a theory notion, closeto the
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notion of type. Setting in MHTMLthat a module modis well-formed (resp.
valid) is achieved by the declarationmod::  WellFormedHTM({resp. mod::
ValidHTML. At compiletime, in the HTML case,this property is chedked by
calling the appropriate HTML tools.

The example below illustrates these issuesconsideringthe web site pre-
serted in Section2:

Example 3.2 The web pageof Figure 1 is written asthe following module.

%modulepagel
<html|>
<head>
<link href="styles.css" rel="stylesheet" type="text/css" />
<titte>Home Page</title>
</head>
<body>
%import header :: WellFormedHTML
<div class="header">
<hl class="title">Research Interests</h1>
</div>
<div class="menu">
%import menu:: WellFormedHTML
</div>
<div class="content">
%import contents :: WellFormedHTML
</div>
<div class="footer">
%import footer : WellFormedHTML
</div>
</body>
</html>

Templates

The languagealso provides a template medanism, that extendsthe lan-
guagewith parameterizedmodules. In this case,actual parametersare ex-
pectedto be other modules, that in their turn, may be required to conform
to a certain theory. In the HTML case,we currently simply considertheseas
either valid or simply well-formed HTML. Again, the parametersare trans-
formedinto a textual expansionwhenthe preprocessorcomposesinstancesof
sud templates. The following exampleshonsthe de nition of a parameterized
MHTMImodule:

Example 3.3 For reusing the structure of the web page of Figure 1, the
following template is provided:

%moduletemplatel |
Title
Header :: WellFormedHTML
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Menu ;. WellFormedHTML
Contents :: WellFormedHTML
Footer . WellFormedHTML ]
<html>
<head>
<title>%use Title</title>
</head>
<body>
%use Header
<div class="header">
<hl class="title">Research Interests</h1>
</div>
<div class="menu">
%use Menu
</div>
<div class="content">
%use Contents
</div>
<div class="footer">
%use Footer
</div>
</body>
</html>

This template cangeneratea newinstancewith the following instantiation:

Example 3.4 Actual module namesare substituted to parametersto obtain
an appropriate instance of the previoustemplate:

%modulepublications

%import templatel [myHomePage
myPageHeeader
myBookmarks
myPublications
myPageFooter]

Figure 2 preserts the syntax usedin the examplesabove.

4 Semantics, anchoring and compilation

We are now readyto descrike how the modular featuresprovided in MHTMIcan
be compiledinto HTML. From an implemertation point of view, the compiler
acceptsas input an MHTMlprogram, consistingof native code combined with

the modularity primitiv es of the languagedescrited in Section 3 and gener-
ates pure native code as output. For describingthis compilation process,we
chooseto write an algebraicspeci cation with rewrite rules, implemerted in

ELAN 4 [10. In this way, we also provide the operational semartics of our
MHTMIanguage.Outlines of this speci cation is givenin Figure 3. This is sim-
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Mo dule  ::= %module moduleName ( \[* Param + \]") @ Body
Body = ([Imp ort][Use] [HTML ])=

Imp ort =  %import hmoduleName [Paraminst +] [\::" Theory ]
Param .= hparamName [\::" Theory ]

Paraminst ::= hmoduleName

Use = %usehparamName

Theory =  WellFormedHTML j ValidHTML

HTML == Any HTML code with the clear exception of the primi-

tiveslisted above

Fig. 2. Syntax for the genericstructuring constructs

ilar to (but indeedsimpler than) the rules givenin [5] to descrike the (more
elaborated) modularity featuresof the Maude language.

ELAN4 sharesthe syntax de nition of SDF [4]. HTML codeis represeted
by the sort HTMLThe next rules can be read asfollows:

2 The rst rule, establishesthat modules with no further structuring con-
structs than %moduleshould be transformedinto HTML code.

[ ] translate ( %modulem html ) => html

2 The couple of rules belown state that any importation without parameters
nor theories should start a recursiwe call to the translate function, and as
result would concatenatethe producedHTML in the position the %import
mark was found

[ ] translate ( %modulem %import m1html ) => translate(load(ml)) html
[ ] translate ( %modulem html %import m1) => html translate(load(m1))

2 The following ruleshave a similar e®eciasthe previousones,but they ensure
that the modules beingimported conformto a certain theory, through the
satisfies  function.

[ ] translate ( %modulem html %import m1:: th) =>
htm! translate(load(m1))
if satisfies( load(m1), th)
[ ] translate ( %modulem %import m1:: th html) =>
translate(load(m1)) html
if satisfies( load(m1), th)

2 The next two rules deal with the importation of parameterizedmodules,in
this casea secondversion of the translation function is activated to treat
the actual parameters.

[ ] translate ( %modulem %import m1[i] html) =>

translate(load(m1), i) html
[ ] translate ( %modulem %import m1[i] : th html) =>
translate(load(m1), i) html

if satisfies( load(m1), th)
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module \mhtmITranslate

imports basic/ElanLayout
basic/BuiltinBool
\mhtmISyntax

exports
context-free  syntax

translate(Module) -> HTML
translate  ( Module , ParamList ) -> HTML
HTMLHTML -> HTML
load( ModuleName -> Module
satisfies(Module, Theory) -> BuiltinBool

hiddens

variables

"m"[0-9]* -> ModuleName
"X"[0-9]* -> ParamName
"p"[0-9]* -> ParamDeclList
"i"[0-9]* -> ParamList
"html"[0-9]* -> HTML
"th"[0-9]* -> Theory

rules
0 ..(ct text)

Fig. 3. Rewrite rules for the MHTMlcompiler

2 The following rules run through lists of formal parametersto verify them
againstactual parameters,and performthe correspnding substitution wher-
ewver the parameter occurrencewas found

[ ] translate ( %modulem [x p] html %usex, m2i ) =>

translate  ( %modulem [p] html translate(load(m2)) , )
[ ] translate ( %modulem [x :: th p] html %usex, m2i ) =>
translate  ( %modulem [p] html translate(load(m2)) , )

if satisfies(load(m?2), th)

These rewrite rules provide an outline of the compilation of MHTMLto
HTML. When completed with the full description of the instantiation pro-
cess,this speci cation provides a normalization processthat compilesMHTML
into HTML. Comparedto the implemertation of formal islands provided for
matching and rewriting in TOM, this processis simpler from seeral points
of views. With the modularity primitiv esintroduced here, there is no need
for an andhoring dealingwith the structure of terms. This could changewhen
considering,for example,dependen types. Sorather than a \deep" anchoring
involving the structure of terms as usedin [11], we need here only a \shal-
low" onedealingwith the module cortent only. Another di®erencds that we
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do not have to certify the compilation processin the sameway: in [1]], the
matching compilation hasto be certi ed, taking into accour the properties of
the andhoring. In our casethe veri cation processwill concernthe validation
of the importations and of the parameterinstantiations, leadingin particular
the way to another useof type systemsfor HTML.

5 Related Work about HTML

Restricting our attention to the speci ¢ question of andchoring modularity in
HTML, the questionarisesto identify the improvemers provided by our ap-
proach with respect to the web site developmern process. First of all, MHTML
provides the following main advantages:

2 It is independert of the web sener hosting the web site.

2 ]t is not necessaryto processthe languagein a graphical environmen, like
in WYSIWYG HTML editors. This simpli es the maintenanceprocess. |t
could also be usedby the graphical environment to produce modular and
hopefully readablecode.

2 It hasa lightweight compilation process.
2 |t is easyto learn.
2 |t doesnot needto be executedewery time the site is accessed.

2 Finally, we should emphasizethat, asfor any andhorage,it doesnot induce
any dependenceon the languageextension, as all the andhored language
featuresare compiledinto the target language.

The lack of HTML modularity has of coursealready drawn attention and
we can mertion the following web related works.

The jigwig project[3] provides an implemertation of a languageaimed at
designinginteractive web services.It is basedon a sessiorcertered execution
model of requestsmade through the web. As a secondaryresult, it provides
a template languagefor dynamic web page construction. This languageal-
lows the de nition of gaps,that may be Tled with HTML code. Surely, the
approad provides reuseof HTML code, but it is dependert on the whole
ervironmernt to do simple structuring tasks.

In [7] a complete managemeh environment with a languageis deweloped
to attack the managemen problemsthat appear in the implemertation of
data intensive web sites. The system combines a query languageto specify
the site's structure and cortent with a template languagefor its HTML rep-
resenation. Although reusability is not the main concernof this work, the
template languageo®ers’exibilit y and extensibility to the creation of the site,
it preserts the samedisadwantage asthe previousone.

With respect to scripting languageslike PHP, ASP, PERL, etc, this ap-
proach has the advantage of being simple and straightforward for the user.
Another advantage of MHTMIlwhen comparedto scripting languagesor sener
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side includes, available in Apache for example, is that it does not needto
be re-executedewery time the root module is accessedsia the web. More-
over we beliewe, although this hasnot yet beenconsideredthat MHTMlIcan be
conmbined with other languagesn the dewelopmen of web sites.

Similar forms of template metanismsare provided by a number of WYSI-
WYG HTML editors. This restricts the re-useof HTML becausethe user
dependson a graphical environmernt to generatea newweb pagefrom existing
templates, whereasthe samefunctionality canbe obtainedin MTML through
asimpletext editor. It is alsoobviously possiblefor the userto designhis page
in his favorite WYSIWYG editor, and after, determinewhat are the parts he
would like to reusefrom that pagein MHTML

6 Conclusion

The approad descriked in this paper is part of a much larger enterprise to-
wardsthe non-invasive di®usionof formal methods and algebraicmethodology
through the conceptof Formal Islands. For example,on one hand matching
and strategic rewriting may help to model large piecesof code. On the other
hand, modularity is of fundamenal usein the structuration of large software.

We have deweloped the idea of modular anchoring on the example, sim-
ple but useful, of the HTML language. Introducing quite simple primitiv es
for importation and parameterization, we have shavn how this can de ne a
modular extensionof HTML. The compilation processhasbeenoutlined using
ELANA4.

This is of coursea preliminary work and we are actively working on deep-
ening seweral points. First an implemertation of MHTMLnN on its way and
we naturally choseasimplemertation framework TOM itself. This will allow
us to play with the conceptand to validate our initial ideas. Secondand
quite importantly, veri cation tools speci ¢ to HTML should be usedor de-
veloped. One can think of course,aswe mertioned before,to the (X)HTML
code validation as provided by the W3C tools. Speci ¢ type systemswill also
be deweloped to ensuredesirableproperties. For exampleand asfor algebraic
languages structured data typescould be statically typed using prescriptive
type systems. Also, the introduction of views for parameter validation will
require for their veri cation to perform non-trivial proofs and the experience
gained again from the algebraic speci cation comnunity will be of great in-
terest here. We may also think to speci ¢ veri cation tools for HTML, like
cheding the readability of linked objects. Of courseHTML is a very speci ¢
and elemenary language. A natural extensionwill concernXML, in partic-
ular for the logic and semartic web, and modularity featureswill be of great
usein projects like Rewerse'.
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Abstract

In this paper, we de<ribe a system, written in Haskell, for the automated veri ca-
tion of Web siteswhich can be used to specify (partial ) corrednessand completeness
properties of a given Web site, and then automatically check whether these prop-
erties are actually fulll ed. It provides a rule-basel, formal sped cation language
which allows us to de ne syntactic/se mantic condition s for the Web site by means
of a use-friendly graphical interface aswell asa veri cation facility for recognizing
forbidden/in correct patterns and incomplete/missing Web pages.

Key words: Web site Veri cation, Rewritin g, Formal Methods.

1 Intro ducti on

The managemen of acomplexWeb steis a nontrivial task,in which the prob-
lematicsrelated to the veri cat ion and the carection of the (semistructured)
data play a fundamenal role. As a matter of fact, it is far simplerto discover
inconsistert information on the Webthan to nd a well-maintained Web site.
We believe that formal methods can bring a relevant cortributio n, giving sup-
port to Automated Web site veri cat ion. For instance the systemxl inkit [3]
allows oneto ched the consistencyof distribut ed, heterogeneaus documents
aswell asto x the (possbly) inconsigent information. Its speci cation lan-
guageis arestricted form of rst order logic combined with Xpath expressons.
[4] presents a framework for modeling Web interactions and a type system,
which can be employed to catch errors in interactive Web programs. In our
previous work [2], we descrilked the systemverdi which providesa rule-based

1 This work has been partially supported by MEC under grant TIN2004-07943-C04-
02, and by ICT for EU-India Cross Cultural Dissemination Project under grant
ALA/95/23/2003/077-054.

This is a preliminary version The n al version will be published in
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language for the speci cation and the veri cat ion of syntactic as well as se-
martic properties of collectionsof XML/ XHT ML documerts. Speci cally, the
systemis able to detect missingincomplete Web pagesw.r.t. a given formal
Speci cat ion.

This paper describes an evolution of the Verdi system which improves
seeral aspects of the previous tool. Firstly, the new speci cation language
doeso er the expressivenessand the computational power of functions (which
are modeled as term rewriting systems[5]) and is enriched by a new class of
rules (i.e., correctnessrules) in order to express properties for the detection
of erroneaud forbidden information. Moreover, the veri cation methodology
allowsoneto invedigate both the syntax andthe semarics of a Websit e, while
the typical validation against DTDs and XML Sdemata can only ched the
syntactic layer of the site. Secondly, a graphical interface has beendewoped
which provides a more friendly use of the tool.

The system is based on the theoretical framework we proposel in [1]. We
userewriting-basedtechnology both to specify the required properties and to
formalize a veri c ation technique, which is able to chedk them.

2 Web site denotation

In our framework, a Web pageis either an XHTML or an XML. documert.
SinceWeb pagesare provided wit h a tree-like structure, they can be straight-
forwardly translated into ordinary terms of a given term algebra. Note that
XML/XHTML tag attributes can be consideredas commam tagged elements,
and hencetranslatedin the sameway. Therefore, Websitescanberepresered
as nite setsof (ground) terms.

3 Web speci cat ion language

A Web speci cation is atriple (R;In;Im), whereR, Iy, and Iy are nite set
of rules. The set R cortains the de nitio n of someauxiliary functions which
the use would like to provide, sud as string processing,arithmetic, boolean
operators, etc. It is formalized as a term rewriting system, which is handled
by standard rewriting [5]. The rewriting medanism allows one to execute
function calls by simply reducing them to their irreducible form (that is, a
term that cannot be rewritt en any longer).

The set |y descibesconstraints for detecting erroneas Web pages (cor-
rectNessruleg. A coredness rule has the following form: | * error |
C where | is a term, error is a resrved constant, and Cis a (possibly
empty) nite sequencecontaining menbership tests w.r.t. a given regular
language? (e.g. X2 rexp), and/or equaions over terms. For the sake of ex-
pressienes, we also allow to writ e inequdities of theform s 6 t in C Sud

2 Regular languages are represerted by means of the usual Unix-li ke regular expression
syntax.
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inequalities are just syntactic sugarfor (s =t) = fals e. When Cis empty,
we simply write | * error. Informally, the meaning of a corednessrule
| * error jCis the following. Whenewer an instancel of | is recognizedin
someWeb pagep, and (i) ead structured text X; ,i = 1;:::;n, is conained
in the language of the corregponding regular expressionre xp; in the condition;
(i) eech instantiated equation (s = t) holds;then, Web pagep is marked as
an incorred page.

The third set of rules |, specifes some properties for discovering incom-
plete/missing Web pages(coMpletenesgules). A completenessule is de ned
asl * r hgi, wherel and r areterms and q 2 fE Ag. Completenessrules
of a Web speci cation formalize the requiremen that someinformation must
be included in all or somepagesof the Web site. We use attribut es hAl and
hE to distinguish \univ ersal" from \existential" rules. Right-hand sides of
completenesgules can cortain functions, which are de ned in R. Besides,
somesymbols in the right-hand sides of the rules may be marked by means
of the symbal ]. Marking information of a given rule r is usedto select the
subsé of the Web site in which we want to check the condition formalized by
r. Intuitiv ely, the interpretation of a universal rule | * r hA (respedively, an
existertial rule | * r hB) w.r.t. a Web site W is asfollows: if (an instance
of) | is recognizedin W, also (an instance of) the irreducible form of r must
be recoquized in all (respedively, somg of the Web pageswhich enbed (an
instance of) the marked part of r.

Exampl e 3.1 Let R be a TRS de ning function N&( X), which converts a
string X to a natural number, append(X Y) which concatenates two strings,
and add(X Y) which sumstwo natural numbers. Let (R;Iy;lv) be a Web
speci cat ion where Iy and |, are de ned as follows:

membgmaméX); surnamgY)) * ]hpage(fullname (append X Y));status ) hE
hpage(status (professor )) * ]hpage(]status (]professor );teaching )) hAi
hpage(X) * error jXin [:TextTag:]* sex[:.TextTag:]*

blink (X) * error

project (grantl (X);grant2 (Y);total (2)) * error jadd(Nat(X);Nat(Y)) 6 Nat(2)

The given Web sped ca tion modelssomerequired properties for a Web site of
areseart group. The rst two rulesare completenessrules, while the remain-
ing onesare correctnesgules. First rule formalizesthe following property: if
there is a Web page containing a menber list, then for eacr member, a home
page should exist which contains (at least) the full name and the status of this
menber. The full nameis computed by applying the function append to the
name and the surname of the menber. The marking information egablishes
that the property must be chedked only on home pages(i.e., pages cortain-
ing the tag \hpage'). Secondrule states that, whenewer a home page of a
professoris recoqiized, that page must also include same teacing informa-
tion. The rule is universal, sinceit must hold for ead professorhome page.
Sud home pages are seleted by explating the mark given on the tag \ sta-
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tus”. The third rule forbids sexualcontents from being publishedin the home
pagesof the group menbers. Predsely, we chek that the word sex doesnot
occur in any home pageby using the reqular expression[: TextT ag;] * sex
[ TextTag:]* , which iderti es the regular languageof all the strings, built
over the set of all the tagsand raw texts, containing that word. The fourth
rule is provided with the aim of improving accessibility for peoplewith disabil-
ities. It simply states that blinking text is forbidden in the whole Web site.
The f th rule statesthat, for each resach project, the total project budget
must be equal to the sum of the funds, which has beengranted for the r st
and the secand researt periods.

Diagnosesare carried out by running Web sped ca tions on Web sites. The
operational medanism is based on a novel rewriting-based technique called
partial rewrnting, which is able to extract partial structure from a term, and
then rewrite it. Roughly speaking, partial rewriting is a rewriting relation in
which pattern matching is replaced by a simulation algorithm (cf. [1]).

4 The vericat ion system

The veri ¢ ation systemhas been implemerted in Haskell (GHC v6.2.2). The
implemertation consigsof approximately 1100linesof sourcecode. It includes
a parser for semistructured expressions(i.e. XML/ XHTM L documerts) and
Web speci cations, and several modules implemerting the partial rewriting
medanism, the veri ¢ ation technique, and the graphical use interface The
systemallows the userto load a Web site together with a Web speci cation.
Additio nally, he/she can inspect the loaded data and nally chedk the Web
pagesw.r.t. the Web site speci cation. We have tested the systemon se\erd
Web sites. As we plan to show in our systemdemamstration, we are able to
detect both missingincomplete and incorrect Web pagese cie ntly.
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Abstract

In this paper we sketch the use of term rewritin g techniques for modeling the dy-
namic behavior of Web sites.

Key words: Hypertext browsing, Semantic modeling of Web
sites, Term rewrit ing.

1 Intro ducti on

The World Wide Web (WWW) provides easyand exible accessto infor-
mation and resaurcesdistributed all around the world. Although Web sites
are usualy conneded via Internet, many hypertext-based systemslike on-line
help in compilers, programming language referencemanuals, electronicbooks,
or software systemsare now organizedin a very similar way, also using the
samedesciption language (HTM L) of Web sites. Browsingsud sygemsis an
esertial aspect of their design and use. Having appropriate dynamic models
of Web sitesis essetial for guaranteeing the expected behavioral properties.

Rewriting techniques[BN98,0hl02,Ter03] have beenrecertly usedto rea
son about the static cortents of Web sites [ABF05]. In this paper we shov
that term rewriting techniquesare alsowell-suited for modeling the dynamic
behavior of Web sites. We use Maude [CDEL* 02] as a suitable speci cation
language for the rewriting models which also permits to explore interesting
properties like the reachability of Web pageswithin the site.

2 From ARSs to TR Ss

We usea ( nite) set of symbols (an alphabet) P to give name to the Web
pagesof a Web site. Regarding its dynamic modeling, the most relevant
information cortained in a Web page is, of course,that of the links which

1 Work partially supported by Spanish MEC grant SELF TIN 2004-07943-04-02,
Accion Integrada HU 2003-0003, and EU-India CrossCultural Dissemination project
ALA/95/23/2003/077-054.
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can originate that a new Web page is downloaded and then used to further
browsing the site. Theobviousway to expressthe di erent tr ansitionsbetween
Web pages is to give the ( nite) set of transitionsamongthem, i.e., for eath
Web page p, we can dene ! = f(p;py);:::;(p;pn,)9 P P which is

pair (P;! p), where! p = .o ! pis an Abstract Reduction System(AR S
[BN98, Chapter 2]) and we can use the assaiated computational relations
I p,! 5, etc., to describethe dynamic behavior of our Website. For instance,
readabilit y of a Web page p°from another page p canberephrased asp! » p°
This abstract modelis intuitiv ely clearand can, then, be usedas areferene
for building more elaborated ones. For many applications, howewer, this ARS-
basedframework becomesoo redrictive. For instance modding safe (user-
sengtive) accessto a Web page requiresto represet information about the
usersand modeling same kind of validation before granting any access.
Term Rewriting Systems(TRSs[BN98,Ter(3]) provide a more expressive
setting by allowing the use of signatures i.e., sés of symbols which can be
usedto build structured objects (terms) by joining terms belov a symbol of
the signature. For instance, a safe Web page p can take now an argument
represeting the user who is trying to get acces to this page. Web pages
p cortaining no link are just constant symbols p (without any transition).
Web pagesp without safely requirements are represerted by rewrite rules
p(U)! p(U)forl i np The de nitio n of a safepagep is as follows:

p(U) ! vp(U) vp(uy) ! be(uy) bp(U) ! pa(V)

vp(Um,) ! bA(Um,) bp(U) ! pn, (V)

wherevp and bpstand for validate and browsepage p, respedively, and u; for
1 i mpareterms(eg., constant symbols) represeting the userswho are
allowed to gain accesgo the Web page p. The resulting TRS is shalow and
linear 2 ; thus, readabilit y is decidable [Com(Q0]. Then, reachability of a Web
page from another oneis decidabletoo.

Now, after represeting the Web site as a Maude rewriting module, it is
possibleto ask Maude about readability issues For instance, the following

Maude module provides a partial represemation of the WWV'05 site (see
http:// wwv.dsi c. upv.e s/wor kshops/ww\05):

mod WebWWV @5
sort S.
ops wwv05submission speakers org valencia accomodation travelling
: S>> 8S.
ops sbmlink entcs entcswwv05: S -> S.

2 A TRS is shallow if variablesoccur (at most) at depth 1 both in the left- and right-hand
sidesof the rules [ComOQ, Section 4]. A TRS is linear if variables occur at most onceboth
in left- and right-hand sides of the rules [BN98, De nition 6.3.1].
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ops login vlogin blogin : S-> S.
ops forgotten register submit : S ->
ops krishnamurthi  finke Istein : S ->
ops alpuente ballis escobar : S ->

op cfp :

Lucas

> S.

ops slucas smith : -> S.
vars PPSXU: S.

rl
rl
rl
rl
rl
rl
rl
rl
rl
rl
rl

endm

wwv05(U) => submissi on(U) . rl
wwv05(U) => org(U) . rl
wwv05(U) => valencia (U) . rl
wwv05(U) => travelli ng(U) . rl
submission(U) => entcs(U) . rl
sbmlink(U) => login( U) . rl
sbmlink(U) => regqist er(U) . rl
speakers(U) => krish namurthi(U)
org(U) => ballis(U) . rl
login(U) => vlogin(U ) . rl
blogin(U) => submit( U) .

S.
S.

wwv05(U) => speakers(U)
wwv05(U) => cfp .
wwv05(U) => accomodation(U) .
submission(U) => sbmlink(U)
submission(U) => entcswwv05(U) .
sbmlink(U) => forgotten(U)
speakers(U) => finkelstein(U)

rl org(U) => alpuente(U)
org(U) => escobar(U) .
vliogin(slucas)  => blogin(sluca s) .

The only safepageis lo gi n, which grants acces to the submissionsystem.

For the sake of simplicity, we have omitted many links.

In fact, the only

‘terminal’ page is cf p, cortaining the textual versionof the WWV'05 call for
papers. We can chek whether sl ucas (who has beenpreviously regstered)
can get accesdo the submission system (page subnit ).

Maude>search wwv05(slucas) =>+ submit(slucas)
search in WebWWV05safe wwv05(slucas) =>+ submit(slucas)

Solution
states:

1 (state 21)
22 rewrites:

empty substitution

No more solutions.

states:

22 rewrites:

21 in Omscpu (Oms real)

21 in Omscpu (1ms real)

(=~ rewrites/second)

(= rewrites/second)

Maude tells us that there is only one way for sl ucas to reat the submission
page. The commandshow path 21 providesthe concretepath:

wwv05(slucas) !

' login(slucas) !
I submit(slucas)

submission(slucas)
vlogin(slucas) !

I sbmlink(slucas)
blogin(slucas)

The non-registered usersnit h cannd read this protected part of the site:

Maude>search wwv05(smith) =>+ submit(smith)
search in WebWWVO05safe wwv05(smith) =>+ submit(smith)

No solution.

states:

20 rewrites:
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3 Further improvements and appli cations

The basic model in Section 2 can be improved in a number of di erent ways
to obtain more expressie modelsand/or andyze other behavioral issues:

(i) Structured namesof usersand Web pagesallowing for more intuitiv e and
hierarchical naming systems.

(i) E cie ncy of browsing paths; e.g., shortest path (if any) leading from a
Web page to another one.

(i) Finitenessof the seard space.Of course,the number of pagesin a Web
site is always nite, but this could evertually be missel in more expres-
sive modds. The useof type information and/or syntactic replacemert
restrictions [Luc0Z] could be helpful to avoid this problem.

(iv) Frequencyof useof the dierent links (by applying the recerntly intro-
ducedprokabilistic approadies to term rewriting).

Finally, the rewriting theory could also benet from the new researt direc-
tions pointed by the andysis of the Web. Somechallenging aspects are:

(i) Structured de nition of Web sites: a given site can often be considered
ascomposedby many smallersites. This kind of issuescorrespond to the
analysis of modular propertiesin Term Rewriting [Ohl02], but the current
dewelopments are probably too weak for modeling Web site structures

(i) Evolving Web sites: adding new pagesto a Web site is quite usual. This
corresponds to dinamically adding new rules to the model of the site.
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1 Intro ducti on

Forma methods are increasingy being usedto validate the design of dis-
tribut ed systems and have already proved succesful in spedfying commerciad
and safety-critical sdtware and in verifying protocd standards and hardware
design[4,8]. It isincreasingly acceptedthat the adoption of formal methodsin
the life cycledewvelopment of systemswould guarantee higher levelsof depend-
ability and greatly increasethe understandingof a system by revealing right
from the earliest phasesof the software dewvelogpment, inconsistenges, ambigu-
ities and incompletenessg which could causesubsequenfaults. In particular
model cheding techniques [6,7] have emerged as suaesstlil formal veri c a-
tion techniques. They have been dened to automatically ched the truth of
system properties, expresed as temporal logic formulae, on the nite state
model represerting the behavior of a system. Model cheders can easily be
usedby non{expert userstoo. For this reason model chedking has often been
preferredin industries to other veri c ation tools, and many e cient veric a-
tion ervironmerts are currently available, basedon modd cheding algorithms
[5,11,15].

In the last few yeas distributed applications over the WEB have gained
wider popularity. Sewera systemshave led to an increasing demand of ewvolu-
tionary paradigmsto designand cortrol the devwelopmen of applications over
the WEB. The main advantagesof explating the WEB as underlying plat-
form can be summarizedas follows. The WEB provides uniform mechanisms
to handle computing problemswhich involve a large number of heterogeneous
componerts that are physically distributed and (inter) operate autonomausly.
Conceptudly, WEB savices are stand-alone componerts that reside over the
nodes of the network. Each WEB servicehas an interface which is network
accestle through standard network protocols and desribesthe interaction
capabilities of the savice. Applications over the WEB are dewelgped by com-
bining and integrating together WEB services. Web applications show the
same veri catio n problemsof classicaldistributed systems. We may hence
extend techniques and tool usedfor their veri cation also in the caseof Web
applications.

The formalization framework that we propose in this paper is basedon
somereaults presened in [14], where the formal validation of an interaction
policy between communicating objects was carried out. The policy is the
Multiple Levelsof Integrity policy, de ned in the cortext of the desgn of fault
tolerant systemsto enhancesystemsdependability. The original de nitio n of
the policy simply consistsof a se of declaraive rules it can be operationally
realizedde ning a communication protocol. The protocol which cariesout the
integrity policy is formally speci ed asa collection of interacting procesesin
a processalgebra. We consider sped ¢ interaction patterns, which subsume
the most complex interaction schemata and ched on them temporal logic
formulae expressing the non-violation of integrity rules.
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2 The Mult iple Levels of Integrity policy

Integrity policiesare de ned in the eld of fault tolerant systems.The design
of fault tolerart systems usually includesthe modeling of faults and failures
or the de nitio n of fault tolerant schemaa. At the software architedure level,
a fault tolerant sthemausually descrikes a set of componerts and ther in-
teractions. A componert that is part of a fault tolerant system is said to be
critical if its failure can seriouslya ect the reliability of the overal system.
Fault tolerant schemaa, and in particular integrity policies, are de ned to
prevert failure propagation from non critical to critical componens. An in-
tegrity policy assignsa level of integrity, ranging over a nit e set of natural
values, to ead system componert, and states the comnunication patterns.
Componerts that may be critical are assgned a high integrity level.

The Multiple Levelsof Integrity policy hasbeende ned within an object{
oriented framework, to provide exible fault tolerant schemata. Instead of
forbidding data ow from low level to high level objects, this policy pemits
someobjectsto recave low level data, by decreasing their integrity level. The
policy is based on the following concepts:

Integrity levels (il) rangefrom O, the lowest, to 3, the highest. Data are
assignedthe integrity level of the object which producedthem.

Single Level Objects (SLO) are objects whose integrity level does not
change during computations. Consequetly, an SLO of level n is only allowed
to receiwe data from objects of level n.

Mult ipl e Level Objects (MLO) arethe core of the policy: their integrity
level can be dynamically modi ed, sincethey are allowed to receive low level
data. To this purpose,an MLO is assignecdthree values:

maxil which represeits the maximum integrity level that the MLO can have.
It is also called the intrinsic level of the MLO, sinceit is assgned during
the design of the application. It is a static value.

minil which represats the minimum value theintegrity level of the MLO can
reach while interacting with other objects. It is sd at invocation time, on
the basesof the invocation level. No memory of it is kept after the answer
to the invocation is returned: minil is local to an invocation.

il which is the currert integrity level. It is setat invocation time to a value
ranging between maxil and minil and decreasesf lower level data are re-
ceived during the computation to sere the invocation. Also il is loca to
ead invocation.

The policy requires a new MLO instanceto be created ewery time the MLO
is invoked. As a consequencgean MLO cannot be usedto implemert a com-
ponert which has to store somedata. This means that an MLO, from a
functional point of view, is a stateless object: only SLOs can store data. In
Fig. 1, we provide an exampleof the ewolution of an MLO in responseto an
invocation: whenan MLO with maxil = 3 receivesareadreques of leve 1, it
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Fig. 1. Behaviour of an MLO: dotted arrows follow the MLO's evolution, thick
arrows bind requeds to the corregponding answers.

setsits minil: no answer with integrity level smaller than 1 can be returned.
The value of il equalsmaxil: a read requestdoes not corrupt the integrity
level of the MLO. Supposethe MLO needsto delegak part of the answer con-
struction, sending another read requestto a third object. The level assigned
to the reques equals minil: an answer to this reques is acceptedif greaer
or equd to minil. Sincethe integrity level of the answer is 2, the MLO can
acceptit but il is decreasedo level 2. Finally, an answer to the rst request
is provided, whaose level equalsthe current il, and the MLO restaresits initial
state.

Validat ion Objects (VO) are used to extract reliable data from low
level objects and to provide information at a x ed level of integrity. In red
systems,it is sometimesnecessay to get data from unreliable saurces, sud as
sen®rs, and usethem in critical tasks. Howewer, this use could either lower
the level of the ertir e systemor violate the integrity policy. Validation Objects
represemn a safe way to upgrade the integrity level of thesedata. An example
of Validation Object is the one that usesa redundant number of data sources,
and lters them with appropriate algorithms. For instance, a voting policy
can be used. Thesepoliciesare well known in the literature, in particular in
the distributed fault tolerant community. Amongthem, we recall the solutions
to the Byzantine Generalsproblem [16], wherean agreemen among multiple
nodesis soudt in the presenceof faults. To validate a voting algorithm we
can apply the results presened in [2].

A setof rulesis given, describingall the possble communication patterns
amaong pairs of objects, depending on the regective integrity levels. We list
them in Table 1. we call A and B the invoking and the invoked objects,
respectively. The rst part of the table conside's invocation conditions. The
invocation is refusedif the speci ed condition is not satis ed. If it is acceted,
the invoked object (if an MLO) might have to change its integrity level, as
shawn in the secondpart of the table, whereinvocation e ects are considered.
In the caseof read or read{write invocation, an answer is returned at the end of
the method exeation. If the invoking object was an MLO, then the returned
data may decreasats integrity level asfollows: il (A) := min(il (A);il (B)).

The communicat ion model is basedon the notion of method invocation.
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Conditions| A&B SLOs | A SLO, B MLO A MLO, B SLO A&B MLOs
Areads B | il(A) il(B) | iI(A) maxil (B)| minil(A) il(B) |minil(A) maxil (B)
A writes B| il (B) il(A) always il(B) il(A) always
Arw B [il(A)=il(B) | il(A) maxil (B) [minil(A) il(B) il(A)|minil(A) maxil (B)

E ect A SLO, B MLO A&B ML Os
A reads B min il (B) = il (A); min il (B) := min il (A);
i1(B) := maxil (B) il (B) := maxil (B)
A writes B| il (B) := min (il (A); maxil(B)) il (B) := min (il (A); maxil(B))

min il (B) := min il (A);
il (B) := min (il (A); maxil(B))

Ar-w B min il (B);il (B) := il (A)

Table 1
Condition s to be satis ed for a method invocation to be accepted, and the eect
on the level of objects after acoeptance.

Method invocations are assignedan integrity level too. In particular, read,
write and read{write requestsare consideredas abstractions of any method,
with respect to the e ect on the state of objects. The level of a write requeg
corresponds to the level of the data which are writt en, the level of a read
requestcorrespondsto the minimum acceptable level of the data to be read.
Read{write requestsare assignedwo integrity levels, one for read and one for
write.

3 Formal Validation Metho dology

The Multiple Levels of Integrity policy has beenvalidated accoding to the
following steps. We follow the same methodology to validate the casestudies.

{ Formal speci cation of the mechanism usingthe CCS processalgebra [17].
Processalgebras are basedon a simple syntax and are provided with a
rigorous semarnics de ned in terms of Labeled Trangtion Systems(LTSs).
Processalgebras are well suited to describing interaction policies, since
a policy de nition abstracts from the functionalities of the objects, and
the relevant events to be speci ed are the object invocations (the actions)
which may change the object integrity level (the state). In Table 2 we
presern the subsetof the CCS operators usd in the following.

{ Use of the ACTL temporal logic [10] to describe the desred properties.
ACTL is a branching-time temporal logic whose interpretation domains
are LTSs. It is the action basedversionof CTL [13] and is well suited to
expressingthe properties of a systemin terms of the actions it performs.
We use a fragmen of ACTL, given by the following grammar, where
denotesa state property:
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a:P Action pre x Action a is performed, and then processP is exe
cuted. Action ais in Act

P + Q Nondeterministic choice Alt ernative choice betweenthe behaviour of pro-
cessP and that of processQ

P kQ Parallel compostion Interleaved exeaitions of processesP and Q. The
two proces®s synchronize on complementary in-
put and output actions (i.e. actionswith the same
namebut adi erent su x)

Pna Action restriction The action a can only be performed within a syn-
chronization
P = P% Processde nition It includesrecursion
Table 2

A fragment of CCS syntax
=true & °[] AG A[f guf 99
In the above rules is an action formula dened by:

n=true a @ _ fora 2 Act

We provide here an informal desription of the samantics of ACTL oper-
ators. The formal semantics is given in [10. Any state satis es true. A
state satises & Cif and only if it saises both and % A state
satis es [a] if for all next states reachable with a, istrue. The meaning
of AG isthat istrue now and alwaysin the future.

A state P satises A[ f guUf 4 9 if and only if in each path exiting
from P, ©will eventually be executed. It is also requiredthat © holds
after © and all the intermediate states satisfy ; nally, before ° only

or actions can be executed. A usefil formula is A[ ftruegUf % 9
wherethe rst action formula is true: this means that any action can be
executedbefore °.

Gengation of the (nite state) model. To this end, we usethe tools of
the JACK (Just Another Concurrency Kit) veri cation ervironment [3],
which is basedon the useof processalgebras, LTSs, and temporal logic
formalisms, and supports many phasesf the systemsdevelopmer proces.

Model cheding of the ACTL formulae against the model, using the model
cheder for ACTL available in JACK, FMC.

3.1 Validation of the Multiple Levelsof Integrity policy

The Multiple Levels of Integrity policy hasto guarantee that the interaction

among di erent componerts doesnot a e ct the overall con dence of the appli-
cation, i.e., that a non{critical componernt doesnot corrupt a critical one. In
particular, data of a low integrity level cannd o w to a higher integrity level
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(unlessthrough a Validation Object). This condtion should hold for isolated
objects and in any schemaof interaction among objects. In [14], the following
properties have beenvalidated:

(i) An object with intrinsic level i cannd provide answersof level j > .

(i) An object with intrinsic level i does not acceptread requestsof level
j > .

(i) If an MLO with intrinsic level i receives a read request of level j i
and, to sene the reques, it invokeswith a read reques$ a third object
of intrinsic level maxil smallerthan j, then it cannd answer the initial
request. Indeed, its level is deadeasead to the maxil value of the third
object becauseof the new data recaved.

(iv) If an MLO with intrinsic level i receivwesa read request of level j i
and then a write requeg of level k < j, then it can still answer the
read request. In other words, its level is not decreased by the concurren
invocation.

4 A concept of interface

The model proposedin [14] assumesthat all the componerts of a systemand
their relationships are known. T his assumption cannd be satis ed in the case
of web site speci cation, since in most caseswe only analyze a pieceof the
system,while of the remaning componerts we only know the interfacetoward
the componerts of interest. We therefore needto de ne a formal concept of
interface for a component of a system expressedin the CCS proces algebra
This is accomplished using the redriction operator together with a dummy
processwhich simulates the rest of the world. To be more precise,let P be
a processover the set of actions Actp. We could image to have a processwW
descibing the rest of the world, thuswe would like to verify the overal system
P k W. Of course,this is not possible sincewe cannd specify all the possible
componerts. Actually, sincewe are not interestedin other communications
than those among our proces P and the rest of the world, we can restrict
ourselves to study the proces (P k W) n (Actw r Actp), where Acty, is
the sd of actions of W. But this is equivalert to consideiing the proces
P k (W n(Actw r Actp)). Our idea is to conside, instead of the process
W n(Acty r Actp) its interfacetoward P. To this aim, we ned to introduce
the notion of dummy process that we useto separde the proper interface of
W we are interestedin. Let Dy.p be the dummy process

Dw=a :Dwp+ a:Dypt i+ a,:Dw Q)

the processWp = (WjjDw.p) n(Acty r Actp). Actually, for our purpose,
any processtrace-equinalent to Wp would su ce, that is any proces which
exhibits the samebehaviour w.r.t. P when we obseave only the traces of the
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system. In the following, we call interface any of suc processs. Thus, given
any interfacel of W w.r.t. P, we simply considerthe systemPjjl .

For example, given P=?request :lask google :?read.google :'reply we
do not want to obseve the interaction of the Goodge web site with the res
of the world, then we may choose ?ask_google and !re ad google asthe only
actions we are interestedin, and which should be descriked in the interface of
Googe.

Our aim is to verify ACTL formulas on procesgsde ned by CCS agerts.
Sincewe adagpt the above conceptof interface, we are particularly intereded
in thoseformulas sud that, onceproved for P k I, wherel is any interface of
W w.r.t. P, they alsohold for PjjW. It is welf{known that ewvery formula in
ACTL which doesnot cortain any existertial path quantier E and negation

, enjoys the above property, since we can obseave only the tracesof the
system. This motivates our choice of the ACTL fragmen, as presetted in
Section 3.

5 Case Study : the Travel Agency

Our rst casestudy concernsthe modeling and analyzing of the architecture
of the subset of the Web, which is of interest for a user willing to organize a
travel by booking igh ts and hotels The userinteracts with an on{line travel
ageng. The travel agency in turn, accesse the web sites of air companies,
tour operators, singlehotels aswell as other travel agendesspedalized in hotel
booking, and soon. Here, we considera simpli ed scenarig with two reliable
sites, namely thoseof the travel agencyand the air company Alitalia*, and a
fairly reliable hotel booking site.

We model Alitalia and the travel agencyas MLOs with maxil 3, called
AUTALIA; and TA, respedively, and the hotel booking site as HOB.SEK
an MLO with maxil 2. All these sitesare supposeal to interact and receive
data from many distinguished other componerts. We want them to perform
their job even if the received data have a lower integrity level. At the same
time, we recall that MLOs cannot store data: we can imagine that these
componerts interact with same private SLOs, whereto store the information
of any nalized resenation. To exemplify this, we specify the SLOs of the
travel agency and cal them disks. Sincethe travel agency is an MLO of
level 3, it may be at any level when accesmg its disks with a write reques.
We hence introduce 4 disks, one for ead integrity level. They are speci ed
parametricaly by the process DISK,. We alsoneeda disk manager, speci ed
as an MLO of level 3, in order to choose the right DISK, accoding to the
integrity level.

4 Disclaimer: The company namesand the integrity level we use are fredy intr oduced for
the purposesof the example, and have no correspondence with the reliability of the actual
sites, when they exists.
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Fig. 2. The travel agencyarchitecture.

The architecture of the resulting system is described in Figure 2. The full
Speci cat ion is given below, by instantiating the processde ned in [14]. A
disk canreceiwe a readrequestwhenthe travel agencyneedsto acces previous
resenations. read.requesty is a read requestaction of level x. In geneal,
this meansthat the invocation was issuedeither by an SLO with x asil or by
an MLO with x asminil. A disk can receiwe a write request too, when the
travel agency needsto store a new reservation. Only requess at level x are
sened. A write requestat a di erent level will be sened by anather disk.

DISK_MANAGER(3)
?read_data(y). !read_disk(y).lanswer_data(y).DISK_MANAGER(3) +
?write_data(y).!write_disk(y).DISK_MANAGER(3)

DISK_0= ?read_disk(0).DISK_0 +
?write_disk(0).DISK_0
DISK_1 = ?read_disk(1).DISK_1 +
?write_disk(1).DISK 1
DISK_2 = ?read_disk(2).DISK_2 +
?write_disk(2).DISK 2
DISK_3 = ?read_disk(3).DISK_3 +
?write_disk(3).DISK_3

The agent HOH.SEEK acceptsread{write hotel resenation requests, and
write{only con rmat ion requess. r_whreserve,., denotes a request issued
either by an MLO with y asminil and z asil or by an SLOwithil = y = z.
Variable y denotesthe read level of the request, variable z denotes the write
level. w.confirm, denotes a write request of level y, issuedby an object with y
asil. Hotel resenation requestsare sened as speci ed by processHOH._RES.

HOTELSEEK(2F ?r_w_hreserve(y,z).!hotel.(
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( [y <=2] [z <=2] HOTEL_RES(y,z,2)) +

( [y <=2] [2 <=2z] HOTEL_RES(y,2,2)) +

( [y > 2] lanswer_hres(-1). HOTELSEEK(2) ) +
?w_confirm(y). HOTELSEEK(2)

HOTEL_RES(min,il,max) =
( [min <=0] [0 <=il] lanswer_hres(0). HOTELSEEK(2)
( [min <=1] [1 <=1l lanswer_hres(1). HOTELSEEK(2)
( [min <=2] [2 <=l] lanswer_hres(2). HOTELSEEK(2)
( [min <=3] [3 <=1l lanswer_hres(3). HOTELSEEK(2)
lanswer_hres(-1). HOTELSEEK(2)

The Alitalia speci cation is very simple. A web site suc as the Alita lia
one can be implemented using a groupware protocd. These protocds ad-
dress,amongothers, the concurrency control problemsthat arisein systems
with multiple users(namely, groupware systems[1,12]) whoseactions may be
conicting . A typical exampleis to resene the sameseatto two or more users
that are concurrertly booking a ig ht. The high integrity level of the Alit alia
site can be guaranteed by formally specifying the protocol and by proving
the non interference properties of intereq. Validation can be done by model
cheding using, for instance the results givenin [18 wheresomeproperties of
a public subscribe groupware protocol have beenproved.

ALITALIA(3) = ?r_w_freserve(y,z). Iflight.
[y <=2z] 'answer_fres(z). ALITALIA(3) +
?w_confirm(y). ALITALIA(3)

Finally, the travel agency

TA(3) = ?r_w_booktravel(y,z). [y <=1z] TA_BOOK(y,z,3) +
?r_infotravel(y). TA _INFO(y,3,3)

+ + + +

TA_BOOK(min,il,3) = F_BOOK(min,il,3) +
H_BOOK(min,il,3) +
F_BOOK(min,il,3).H_BOOK(min,il,3)

F_BOOK(min,il,3) Ir_w_freserve(min,il). ?answer_fres(x).

( [x < min] lanswer_booktravel(-1). TA(3) +
[min <=x] [x <=il] TA_FINALIZE(minx,3) +
il <=x] TA_FINALIZE(mIin,il,3) )

H_BOOK(min,il,3)

Ir_w_hreserve(min,il). ?answer_hres(x).
( X < min] lanswer_booktravel(-1). TA(3) +
[min <=x] [x <=1il] TA_FINALIZE(min,x,3) +
[l <=x] TA_FINALIZE(min,il,3) )

TA_FINALIZE(min,il,3) = !write_data(il). lw_confirm(il).
lanswer_booktravel(il). TA(3)

TA_INFO(min,3,3) = !read_data(min).  ?answer_data(x).
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( [x < min] lanswer_info(-1). TA(3) +
[x >= min] !answer_info(x). TA(3) )

We also needto spedfy a geneic use of the system, which can ask for
information or book a travel.

User(x) = linfo. ( ( !r_infotravel(x). ?answer_info(y).
( ([y <0 ] Mailure. User(x) ) +
( [y >=01] !'success. User(x) ) ) ) +
Ibook. ( !r_w_booktravel(0,x). ?answer_booktravel(y).
( ( [y <0 ] MYailure. User(x) ) +
( [y >=01] !Isuccess. User(x) ) ) ) )

In our test, we usea geneic process consisting of the travel agency, the
air company, the hotel booking site, a geneic userof level 2 and the disks.

( HOTELSEEK(2) ALITALIA®) || TA(3) || User(2) || DISK_MANAGER(3)
|| DISK 0| DISK 1| DISK_ 2| DISK 3) \read data \answer data
\write_data \answer_hres \r_w_hreserve \w_confirm \r_w_freserve
\answer_fres \r_w_booktravel \r_infotravel \answer_booktravel
\answer_info \read_disk \write_disk

The only non restricted actions are in fo ; book; hote | andfl ig ht. There-
fore we will usethem when spedfying the ACTL formula. As a rst example,
we want to prove that, if a client requiresa booking service (action !book),
the travel agency will either book an hotel (action 'hote | ) or a ig ht (action
Ifl ig ht) before any positive answer (action !success). Formally, we require
to verify the following ACTL formula:

AG[ 'book ] A[ true { ~ !success } U{ !hotel | !flight } true ]

The result of the model cheder is that the formula is true and that 153
states has beenobsened. The following formula:

AGJ[ linfo ] A[ true { ~ Isuccess } U{ 'hotel | I!flight } true ]

states that at any requestof information will follow the booking of an hotel
or a ight. Of course,in this casethe result of the model cheder is that the
formula is false.

6 Case Study : Peer to Peer Validati on Service

We heredescrilke a pee to peerarchitecture that a usercan queryto download
a video. This is a simpli ed instance of the concrete problem of idertifying
remote le content before downloading in peerto peer systems,where same
or all of the peersare untrusted, or content-based accesscontrol hasto be
enforced. In the example we assumethat two peersexist, at level 1 and 2
respectively. Moreover, the systemincludestwo refutation lists which calect
information of help to know whetherthe expected content of a le corregponds
to the le name. The download is Itered by a Validation object that r st
looks for the video with a re ad_vi deo request,and then validates the answer
by querying the refutation lists. The systemis described in Figure 3.
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Fig. 3. The Peer to Peer Validation Sevice architecture.

A peer's answer to a read.vi deo request carries two values the peer
integrity level, and an integer holding 1 if the peerdoesnot have the video,
a di erent value otherwise. If the video is not found from both peersP, the
validator VOsendsa negative answer to the user, otherwise it validates the
video cortent with the help of the clausesof the ageris VA. and VA.2. This
involvesquerying one or more of the refutation lists processe RL

In the example, we abstract from actual validation algaithms in VA. and
VA 2, and show a completely non-deterministic behaviour that can be re ned
in any concretesolution. Our validation approad is compositional: to prove
the correctnessof the nal system,we only neeal to validate the renement
step. Indeed,the abstract behaviour of the VOspeci ed herecorregondsto the
interface of any actual validation object, with a speci ¢ validation algorithm
demandedto the VA. ager.

To complete the exanple description, we assume that peersperfom a
visible action vi deo when the video is available, and the user performs the
visible actions start at seart begnning, then success, or fail ure. The
last two actions discriminate the casesvherea valid video wasfound from the
caseswhereeither no video was found, or the video cortent was not correct.

P(x) = ?read_video(y). ( ( [y <=x] (video. !answer_video(X,X). P(x) +

lanswer_video(x,-1). Px) ) ) +
( [y > x] l'answer_vid eo(-1,-1). P(x) ) )
RL(x) = ?query_video(y) . ( ( [y <=x] !query_answer(x). RL(x) ) +
(y > Iquery_answer(-1). RL(x) ) )
VO(x) = ?user_req(y). ( ( [y <=x] lread_video(0). <?answer_video(z ,w).
( ( [z =-1] ‘'user_answer(-1l). VO(X) ) +
( [z >=0]  VAL(x,w) ) )+
(ly > luser_ans wer(-1).VO(x) ) ) )

VAL(x,w) = [w = -1] luser_answer(-1). VO(x) +
[w >=0] ( !query_vide o(0). ?query_answer(y).
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( 'user_answer(x). VO +
luser_answer(-1). VO +

VAL2(x) ) )
VAL2(x) = !query_video( 0). ?query_answer(y). ( !user_answer(x). VOk) +
luser_answer(-1). VO(X) )
User(x) = Istart. luser _req(x). <?user_answer(y).

( ([y <0 ] Mailure . User(x) ) +
( [y >= 0] !Isuccess. User(x) ) )

net Net = ( VO@) || P(1) || P2 || RL(A) || RL(2) || User(1) )
\read_video \query vid eo \user_req \answer video \query_answer
\user_answer

The validation processhas lead to the geneation of a model with 524
states, against which the following properties have been cheded, returning
the expectedresults.

AG[ Istart ] A[ true { ~Istart } U{ 'failure | lvideo } true ]
The formula is TRUE -

AG[ Istart ] A[ true { true } U/{ lvideo } true ]
-- The formula is FALSE

7 The inverted Turing Test

The Inverted Turing test, proposed by Watt[ 19 as an alternative to the con-
vertional Turing Testfor arti c ial intelligence,requires:

to put a systemin the role of the obsever;
the obsener to discriminate betweenhumansand madines.

The machine that wants to mimic humansshould shav naive psydology, that
faculty which predisposes us to anthropomorphism and enablesus to ascribe
intelligence to others. An example test is the one that asksmany questions
like \ how closeis a building to a house,how closeis a hotel to a house,how
closeis a lodge to a house, how closeis a cavern to a house”, with answers
in a nit e range,say 1{100. The obsener compares the answersto a table
obtained by making the samequegionsto a su cien tly large population.

A variant of the Inverted Turing Test is the Editing Test [9], often usel
to discriminate humansfrom machines when assgning a new e-mail address.
It is based on the so-calledinterpretative asymmnetry, that is the asymmetry
of the skillful way in which humans \r epair* de cienciesin speedt, writt en
texts, handwriting, etc., and the failure of computers to achieve the same
interpretative competence For instance, an optical sequenceof characters
like the onein Figure 4 is printed on the screen,and the obseved entity is
aslked to type the characters with the keyboard.
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Fig. 4. The editing test. only humans are supposel to read the seguenceof charac-

ters.

O ITT 3 Provider
Fig. 5. The architecture of the subse of the WEB including an Inverted Turing
test.

3

The component implemerting the Inverted Turing ted can be modeledin
our framework as a validation object. The architecture of the subset of the
WEB of interestcanbe modeledasdesribedin Figure 5: thevalidation object
intercepts the interactions betweenthe entity (human or machine) asking for
an edmail address.

8 Conclusion

We have proposed a formal method to describe web applications by means of
a proces algebrawhich can be automatically veri ed by a model cheder. By
consideringa fragmert of the ACTL logic which doesnot cortain negation and
existertial path quanti cat ion, we can introduce a formal notion of interface
which allows us to prove properties expressedby temporal formulaein a mod-
ular way. We exploit the notion of validation object propose in fault tolerant
systemveri ¢ ation and shav examplesof web applications where validation
objects play a fundamertal role. We de<ribe in details two case studiesval-
idating some formulae with the help of the FMC model chedker. Moreover,
we briey sketch another examplewhere a commanly used web application
can be easily modeled as a validation object. As a future work, we intend
to investigate the possibility to sepaately verify di erert parts of the system
and to composethe reaults.
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Abstract

In this paper we showv how we can useformal methods for describing and analyzing
the behavior of Web Services,and more speci cally thoseincluding time restrictions.
Then, our starting point are Web Servicesdescriptions written in WSCI - WSCDL
(XML-based description languages). These descriptions are then translated into
timed automata, and then, we usea well known tool that supports this formalism
(UPPAAL) to simulate and analyzethe systembehavior. As illustration we take a
particular casestudy, a travel resenation system.

1 Intro duction

Nowadays the scciety model is changing. Our scciety is basedon the infor-
mation exdhangedue to the growth of Internet and Telecomnunications. For
examplein the European Union the annual expenditure on ICT (Information
and Communication Tedinology) amourted to an estimatedof more than 500
billion EUR which was approximately 6% of total Gross Domestic Product.
And the Internet accesdhasincreasedfor householdand enterprises. In 2003,
the accesdevel of householdto the Internet was45%. The accesf enterpris-
erswas higher, reacing in somecourtries over 90% of all enterprises(source:
EUROSTAT [8)).
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Due to this changein the scciety model it becomesnecessaryto increase
the researt in the dewvelopmer of systemsbasedin Internet, whoseobjective
is to dewelop solutions for automating their peer-to-peer collaborations, in an
e®ortto improve productivity and reduceoperating costs.

Thus, in the last yearssomenew techniquesand languagedor deweloping
this kind of distributed systemshave appeared,sud asthe Extensible Markup
Language, XML [14], and somenew Web Servicesframeworks [5,9,15] for de-
scribing interoperable data and platform neutral businessnterfaces,enabling
more open businesstransactionsto be deweloped.

Web Servicesare a key componert of the emerging,looselycoupled, Web-
basedcomputing architecture. A Web Serviceis an autonomous,standards-
basedcomponert whosepublic interfacesarede ned and described using XML
[11]. Other systemsmay interact with a Web Servicein a manner prescribed
by its de nition, using XML basedmessagesonveyed by Internet protocols.

The Web Servicesspeci cations o®era comnunication bridge between
the heterogeneousomputational ervironments usedto dewelop and host ap-
plications. The future of E-Businessapplications requiresthe ability to per-
form long-lived, peer-to-peercollaborations betweenthe participating services,
within or acrossthe trusted domainsof an organization.

The Web Service architecture stadk targeted for integrating interacting
applications consistsof the following componerts [11]:

2 SOAP[ 9]: It de nesthe basicformatting of a messageand the basic de-
livery options independert of programming language,operating system, or
platform. A SOAP compliart Web Serviceknows how to sendand receiwe
SOAP-basedmessages.

2 WSDL[ 15]: It descrikesthe static interface of a Web Service. Then, at
this point the messageset and the messageharacteristicsof end points are
herede ned. Data typesare de ned by XML Scemaspeci cations, which
support rich type de nitions and allow expressingany kind of XML type
requiremen for the application data.

2 Registry[ 5]: It makesvisible an available Web Serviceand allows the ser-
vice requestersto discover it by meansof relatively sophisticatedsearting
medanims. It alsodescribesthe concretecapabilities of a Web Service.

2 Securit y layer: Its goalis to ensurethat exchangedinformations are not
modi ed or forgedin a veri able mannerand that parties can be autherti-
cated.

2 Reliable Messaging layer: It providesareliable layer for the exchangeof
information betweenparties, guararteeingthe delivery of information with
an exactly-oncesematrtics.

2 Context, Coordination and Transaction layer: It de nesinteropera-
ble medanismsfor propagating cortext of long-lived businesstransactions
and enablesparties to meet correctnessrequiremerts by following a global
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agreemen protocol.

2 Business Pro cesslLanguages layer[2,3]: It describesthe executionlogic
of Web Servicesbasedapplications by de ning their cortrol °ows (such as
conditional, sequetial, parallel and exceptionalexecution)and prescribing
the rules for consistertly managingtheir non-obserable data.

2 Choreograph y layer[11]: It descrikescollaborations of parties by de n-
ing from a global viewpoint their commonand complememary obsenable
behavior, where information exdangesoccur, when the jointly agreedor-
dering rules are satis ed.

The Web ServicesChoreograply speci cation is aimed at the composition
of interoperable collaborations between any type of party regardlessof the
supporting platform or programming model used by the implemertation of
the hosting ervironmert.

Web Servicescover a wide range of systems,which in many caseshave
strong time constraints (for instance, peer-to-peer collaborations may have
time limits to be completed). Then, in many Web Servicesdescriptionsthese
time aspectscanbecomevery important. Actually, they are currertly covered
by the top level layersin Web Servicesarchitectures with elemens sud as
time-outs and alignmerts. Time-outs allow to ead party to x the available
time for an action to occur, while alignmerts are syndironizations between
two peer-to-peer parties.

Thus, it becomesimportant for Web Servicesframeworks to ensurethe
correctnessof systemswith time constrairts. For instance, we can think in
a failure of a bank to receiwe a large electronic funds transfer on time, which
may result in huge nancial losses. Then, there is growing consensughat
the use of formal methods, dewvelopment methods basedon someformalism,
could have signi cant bene ts in deweloping E-businesssystemsdueto the en-
hancedrigor these methods bring [10]. Furthermore, theseformalisms allow
us to reasonwith the constructedmodels, analysingand verifying someprop-
erties of interest of the described systems. One of theseformalismsare timed
automata [1], which are very usedin practice and there are somewell-known
tools supporting them, like UPPAAL [6,7,12] and KHRONOS [4].

Then, our goal with this paper is to descrike how we can verify Web
Serviceswith time constrairts using model cheding techniques. This veri -
cation processstarts from the top level layers of Web Servicesarchitectures
(BusinessProcessLanguagelLayer and Choreograply layer). The particular
BusinessProcessLanguagelayer that we usehereis the Web ServiceChore-
ograply Interface (WS-CI) [2], and the concreteChoreograply Layer that we
useis the Web ServiceChoreograply Description Language(WS-CDL) [11].
Therefore,the starting point are speci cation documerts written in WS-CDL
and WS-CI. Howeer, thesedescription languagesare not very useful for the
veri cation process. Thus, these descriptions are translated into timed au-
tomata, and the UPPAAL tool is usedto simulate and verify the correctness
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of the system.

As illustration of this methodology of veri cation we usea particular case
study, which is an airline ticket resenation system,whosedescription cortains
sometime constrairts.

The paper is structured asfollows. In Section2 we presen the casestudy
that will be usedto illustrate the methodology we proposefor the veri cation
of Web Serviceswith time restrictions. In Section 3 we descrite WSCI -
WSCDL and how they are usedto describe the casestudy. In Section4 we
shav how we can model the casestudy and we use the UPPAAL tool to
simulate and verify the system behavior. Finally, the conclusionsand the
future work are presered in Section5.

2 Case Study: Travel Reservation System

In this sectionwe presen the casestudy that we considerin order to illustrate
our methodology of veri cation. The scenarioconsistsof three participants: a
Traveler, a Travel Agernt and an Airline Resenation System,whosebehavior
is as follows:

A Traveleris planning on taking a trip. Oncehe hasdecidedthe concrete
trip hewants to make he submitsit to a Travel Agent by meansof hislocal Web
Servicesoftware (Order Trip ). The Travel Agert selectsthe best itinerary
accordingto the criteria establishedby the Traveler. For ead leg of this
itinerary, the Travel Agernt asksthe Airline Resenation Systemto verify the
availability of seats(Verify Sets Availability). Thus, the Traveler has the
choice of acceptingor rejecting the proposeditinerary, and he can alsodecide
not to take the trip at all.

2 In casehe rejectsthe proposeditinerary, he may submit the modi cations
(Changeltinerary), and wait for a new proposalfrom the Travel Agen.

2 |n casehe decidesnot to take the trip, heinforms the Travel Agent (Cancel
Itinerary) and the processends.

2 In casehe decidesto acceptthe proposeditinerary (ReserveTickets), he
will provide the Travel Agert with his Credit Card information in order to
properly book the itinerary.

Oncethe Traveler has acceptedthe proposeditinerary, the Travel Agert
connectswith the Airline Resenation Systemin orderto resenethe seats(Re-
serveSats). Howeer, it may occur that at that momen no seatis available
for a particular leg of the trip, becausesometime has elapsedfrom the mo-
mert in which the availability chek wasmade. In that casethe Travel Agent
is informed by the Airline Resenation System of that situation (No seats),
and the Travel Agent informs the Traveler that the itinerary is not possible
(Notify of Cancellation). Oncemadethe resenation the Travel Agent informs
the Traveler (Seats Reservel). Howewer, this resenation is only valid for a
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Fig. 1. Flow of the message&xcanged.

period of just one day, which meansthat if a nal con rmation hasnot been
receied in that period, the seatsare unresened and the Travel Agert is in-
formed. Thus, the Traveler can now either nalize the resenation or cancel
it. If he con rms the resenation (Book Tickets), the Travel Agent asksthe
Airline Resenation Systemto nally book the seats(Book Seats).

According to the previousdescription, the high level °ow of the messages
exchanged within the global process(which is called PlanAndBookTrip ) is
that shavn in Fig. 1, and a more completedescription, including the actions
performedby ead participant is shovn in Fig. 2.

3 The WSCI - WSCDL Description

The Web ServicesChoreograply speci cation is aimed at being able to pre-
cisely descrite collaborations between any type of party, regardlessof the
supporting platform or programming model used by the implemertation of
the hosting environmert. Using the Web ServicesChoreograply speci cation,
a cortract cortaining a "global" de nition of the commonordering conditions
and constraints under which messagesre exdangedis produced that de-
scribes,from a global viewpoint, the commonand complememary obsenable
behavior of all the parties involved. Each party can then usethe global de -
nition to build and test solutionsthat conformto it. The global speci cation
is in turn realizedby conbination of the resulting local systems,on the basis
of appropriate infrastructure support.

In real-world scenarios,corporate ertities are often unwilling to delegate
cortrol of their businesgprocesseso their integration partners. Choreograply
o®ersa meansby which the rules of participation within a collaboration can
be clearly de ned and agreedto, jointly. Each ertity may then implemert its
portion of the Choreograply as determined by the common or global view.
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Fig. 2. Overall picture of PlanAndBookTrip .

Fig. 3. WS-CDL and WS-CI usage.

It is the intent of WS-CDL that the conformanceof ead implemertation to
the commonview expressedn WS-CDL is easyto determine. Figure 3 showns
a possibleusageof the Choreograply Description Language. In the particu-
lar examplewe are using we take WS-CI as the BusinessProcessExecution
Layer (BPEL for short). Howewer, beforethat we must provide the WS-CDL

description.
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WS-CDL descrikesinteroperable collaborations betweenparties. In order

to facilitate thesecollaborations, servicescommit to mutual responsibilities by
establishingrelationships. Their collaboration takesplacein a jointly agreed
setof orderingand constrairt rules, wherely information is exchangedbetween
the parties. The WS-CDL model consistsof the following ertities:

2

Participan t Types, Role Types and Relationship Types: within a
Choreograply the information is always exchangedbetween parties within
or acrosgrust boundaries. A Role Type enumeratesthe obsenable behavior
a party exhibits in order to collaborate with other parties. A Relationship
Type iderti es the mutual commitmerts that must be made betweentwo
parties for them to collaborate successfully A Participant Typeis grouping
together those parts of the obsenable behavior that must be implemerted
by the samelogical ertity or organization.

Information Types, Variables and Tokens: Variables corntain infor-
mation about commonly obsenable objects in a collaboration, sud asthe
information exchangedor the obsenable information of the Rolesinvolved.
Tokensare aliasesthat can be usedto referenceparts of a Variable. Both
Variables and Tokens have Types that de ne the structure of what the
Variable cortains or the Token references.

Choreographies : They de ne collaborations betweeninteracting parties:

¢ Choreograph y Life-line , which expresseghe progressionof a collab-
oration. Initially , the collaboration is establishedbetween parties, then
work is performed within it and nally it completeseither normally or
abnormally.

¢ Choreograph y Exception Blo ck, which speci es the additional inter-
actions should occur when a Choreograply behavesin an abnormal way.

¢ Choreograph y Finalizer Blo ck, which describeshow to specify addi-
tional interactions that should occur to modify the e®ectof an earlier
successfullyjcompletedChoreograply (for exampleto con rm or undo the
e®ect).

Channels : They establisha point of collaboration betweenparties by spec-
ifying whereand how information is exchanged.

Work Units : They prescribe the constrairts that must be ful Tled for
making progressand thus performing actual work within a Choreograply.

Activities and Ordering Structures : Activities arethe lowestlevel com-
ponerts of the Choreograply that performthe actual work. Ordering Struc-
tures combine activities with other Ordering Structuresin a nestedstructure
to expressthe ordering conditions in which information within the Chore-
ography is exchanged.

Interaction Activit y: It is the basic building block of a Choreograply,
which results in an exdange of information between parties and possible
syndronization of their obsenable information changesand the actual val-
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<interaction = name="reservation&booking"
channelVariable="travelAgentAirlineChannel"
operation="reservation&booking"

align="true"

initiate="true" >
<participate relationshipType="TravelAgentAirline"

fromRole="TravelAgent" toRole="Airline" />
<exchange name="reservation"

informationType="reservation" action="request" >
<send variable="tns:reservationOrder|D" causeException="true" />
<receive variable="tns:reservationAckiD" causeException="true" />
</exchange>
<exchange name="booking" informationType="booking" action="respond" >
<send variable="tns:bookingRequestID" causeException="true" />
<receive variable="bookingAcklD" causeException="true" />
</exchange>

<timeout time-to-complete="24:00" />
<record name="bookingTimeout" when="timeout" causeException="true" />

<source

variable="AL:getVariable('tns:reservationOrderCancel’, R Y >
<target

variable="TA:getVariable('tns:reservationOrderCancel, R Y
</record>

</interaction>

Fig. 4. Part of the WS-CDL speci cation

uesof the exdhangedinformation.

2 Semantics: It allows the creation of descriptionsthat can record the se-
martic de nitions of every componert in the model.

Figure 4 shows a part of the WS-CDL documert that describesour case
study. This part shaws the relationship betweenthe Airline and the Travel
Agert. We canseethat this interaction description determinesthat the max-
imum time a resenation is available is just of oneday.

3.1 WSCI

WSClI is an interfacedescription language. It descrikesthe obsenable behar-
ior of a serviceand the rules for interacting with the servicefrom outside. It
IS not an executablelanguagebut it is preciseand unambiguousenough.

The obsenable behavior of eat party in a messagexdangeis descriked
independertly of the others.

The basic construct of WSCI is the Action, which is bound to someWS-
CDL operation.

The main conceptsin WSCI languageare the following:

Interface: WSCI mapsthe description of a web serviceto the notion of in-
terface.

Activities and choreograph y of activities: WSCI descrilkesthe behavior
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of a Web Servicein terms of choreographedactivities. A choreograply
descrikestemporal and logical dependenciesamongactivities, whereatomic
activities represen the basicunit of behavior of a Web Service.

Pro cessesand units of reuse: A processis a portion of behavior labeled
with a name. It can be reusedby referencingits name.

Prop erties: It allows us to referencea value within the interface de nition.
They are the equivalert of variableson other languages.

Context: It describesthe ervironmert in which a setof activities is executed.
Eacd activity is de ned in exactly one cortext de nition.

Message correlation: It descrikes how conversations are structured and
which properties must be exchangedto do the servicecorrectly.

Exceptions: The de niton of exception is part of the cortext de nition.
There are three kinds of exceptionsand when an exceptionoccursthe cur-
rent cortext must terminate after the activities assaiated with the excep-
tion have beenperformed.

Transactions and comp ensation activities .- A transaction assertsthat
a set of activities is executedin an all-or-nothing way. A transaction may
declarea set of compensation activities that will be executedif the trans-
action has completedsuccessfullybut needsto be undone.

Global model: The global model is described by a collection of interfacesof
the participating servicesand a collection of links betweenthe operations
of comnmunicating services.

3.2 Example. Travel Reservation System

We now present the modeling details for the casestudy under consideration.

3.2.1 Travel AgentInterface

The model for the travel agert hasthe following elemeits:

2 The main activities of the travel agert are represerted via nestedprocesses.
2 The iterativ e processesre descrited by meansof while activities.

2 We use exceptionsto capture the withdrawal of the trip requestor the
resenation request.

2 The interface usestwo di®eren correlations, which identify the samecon-
versation involving the travel agent with both the traveler and the airline
resenation system.

Figure 5 shaws a part of travel agert speci cation, in which an exception
to handle the resenation timeout is de ned.
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<context>
<process name="BookSeats" instantiation="other">
<action name="bookSeats"
role="tns:travelAgent"
operation="tns:TAtoAirline/bookSeats">
</action>
</process>
<exception>
<onMessage>
<action name="ReservationTimeOut"
role="tns:TravelAgent"
operation="tns: TAtoAirline/AcceptCancellation">
<correlate
correlation="defs:reservationCorrelation"/>
</action>
<action name="NotifyOfTimeOut"
role="tns:TravelAgent"
operation="tns: TAtotraveler/NotifyofCancellation"/>
<fault code="tns:reservationTimedOut"/>
</onMessage>

</exception>

</context>

Fig. 5. Part of the Travel Agent Speci cation

3.2.2 TravelerInterface
The main top-level processdescribingthe Traveleris declaredwith instantia-
tion=other attribute to describethe fact that the traveleris actually the ertity
starting the messagexdange. Notice that the model capturesthe possibility
of cancelingthe resenation or the ticket booking, by meansof a new context
with a new exception.

We usea correlation to ensurethat both the travel agert and the airline
resenation systemknow how to ful ll the correlation requiremers exhibited
by the traveler interface.

3.2.3 Airline ReservationSystem
The airline resenation systeminterface is modeled by an interface with two
top-level processesboth with the instantiation=messageattribute.

The seatresenation for eah legis de ned as a transaction which de nes
a compensationactivity which probably will withdraw the resenations for all
seats.

Figure 6 shows a part of the speci cation (the timeout cortrol).
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<sequence>
<context>
<exception>
<onTimeout property ="tnsd:expireTime"
type="duration"
reference="tns:ReserveSeats@end">
<compensate name="CompensateReservation"
transaction="seatReservation"/>
</onTimeout>
</exception>
</context>

</sequence>

Fig. 6. Part of the Travel Agent Speci cation

4 Mo deling, Simulation and Veri cation

The previousdescriptionscan be translated into timed automata, thus obtain-
ing three automata, which correspnd to the traveler, the travel agert and the
airline compary. Theseautomata are shovn in Figures 7, 8 and 9.

available?

change_itinerary!

no_availalh grrip?
— ancel_itinerary!

reserve_tickets!

noxreservation?

receive

receiv ment? )
ecelve_stateme cancel_reservation!

accept_cancel?

Fig. 7. Timed automaton for Traveler.

Notice the useof clock x in Fig. 8, to cortrol whenthe resenation expires.
This clock is initialized oncereserve_seat is done.

By meansof simulations we can ched& whether or not the system model
holdsthe expectedbehavior. Thesesimulations are madeby choosingdi®eren
transitions and delays along the systemewlution. At any momert during the
simulation, you can seethe variable valuesand the enabledtransitions that
you canselect. Thus, you can choosethe transition you want to execute. Nev-
ertheless,you can also selecta random executionof transitions, and thus, the
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reserve_seat_no!

reserve_seal

feserve_seat_ok!

book_seat_ok! x<24

book_seat?

x<24
cancel_reserve_seat?

book_seat_no!

cancel_reserve seat ok!

Fig. 8. Timed automaton for Airline Resenation System.

accept|cancel, available!

no\geservation!

reserve_tickets?

book_seat!

0_reservation! ~—_
book_seat_no?

cancel_réserve_seat_ok?

cancel_reserve_seat!

Fig. 9. Timed automaton for Travel Agernt.

systemewlvesby executingtransitions and delays in a randomway. We have
someother options in the Simulator. For instance, you can save simulations
tracesthat can be later usedto recover a speci ¢ executiontrace. Actually,
the simulation is quite °exible at this point, and you can badk or forward in
the sequence.

Then, our main goal in the validation phaseof our casestudy is to chedk
the correctnessof the message’ow and time-outs, taking into accourn the
protocol de nition. We have made a number of simulations, and we have
concludedthat the systemdesignsatis esthe expected behavior in terms of
the messag€ow betweenthe parties.

Beforestarting the automatic veri cation, we must establishwhich arethe
properties that the model must ful ll. We have divided theseproperties into
three classes:Safet, Livenessand Deadlocks. These properties are speci ed
by meansof a Temporal Logic, and all of them have beencheded by usingthe
UPPAAL tool. The temporal Logic usedby UPPAAL is descrited in [13].
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Safety Prop erties: They allow us to ched if our model satis es somese-
curity restrictions. For example,if we have two trains that have to crossthe
samebridge, a security property is that both trains cannot crossat the same
time the bridge:

8o : (Trainl.crossing”™ Train2:crossing) or
:9 §(Trainl:crossing”™ Train2:crossing)
The main Safet properties for our casestudy are the following:
2 The TravelAgert always sendsthe itinerary on traveler'sdemand:
(2) 8a Traveler:ltinerary ) TravelAgent:sendltiner ary
2 The TravelAgert always changesthe itinerary on traveler's demand:
(2) 8o Traveler:Changeltinerary ) TravelAgent:Perf ormChange
2 The TravelAgen always cancelsthe resenation on traveler's demand:
3) 8a Traveler:.CancelReservation !
(TravelAgent:CancelResevtRcv” Air line:P erf ormCancel”
Air line:Clockx < 24)
2 A resenation is only available 24 hours before performing the booking:
(4) 8a (TravelAgent:Booking
Air line:ReceiveBoking N Air line:ClockX <= 24)
2 A Traveler always receiveshis tickets and the statemert after the paymern:
(5) 8a Traveler:PaymentPerf orm!
(Traveler:Finish ™ Air line:SnddTckt * TravelAgent:SenddStment)

Liv eness Prop erties: They intend to ched that our model canewlvein the
right order. Returning to the train example,if a train approadesthe bridge,
sometime later the train will be able to crossit:

Train:approach! Train:crossed

LivenessProperties for our model are simple, for instance, if a Traveler
sendsatrip demand,sometime later the TravelAgert will sendthe itineraries.
Translating it into Temporal Logic we have:

(6) Traveler:PlanOrder j! TravelAgent:Sendltiner ary

Another livenessproperty of interest is the following: if a Traveler orders
a book within the next 24 hours after the resenation, the Airline performs
the booking. Translating it into Temporal Logic we have:

(7) (Traveler:BookOdr ™ Air line:ClockX < 24)i! Air line:Perf ormB ook

Deadlo cks: Theseare clear restrictions. We could ched if our model is
deadlack free with the following formula:

(8) 8o : Deadlock
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5 Conclusions and Future Work

In this paper we have shovn how we can apply formal methods to ensurethe
correctnesof Web Serviceswith time restrictions. We have shown that we can
translate the descriptionswritten in WSCI-WSCDL into timed automata, and
thus, we canusethe UPPAAL tool to simulate and verify the systembehavior.

In the particular casestudy we have usedto illustrate how this method-
ology works (the airline ticket resenation system) this translation has been
made manually, but our intention is to study if this translation can be made
automatically, and in that caseto implemert a tool supporting this transla-
tion.
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Abstract

ESC/Javazis atool that statically detectserrorsin Java programsand that usesthe
Java Modeling Language (JM L) asits annotation language. ESC/Java2 can modu-
larly reason about the code of a Java Web-basel Enterprise Application (WEA) and
uncover potential errors. In this paper, we assessal the e ectivenes of ESC/Java2
at helping developersincreaseWEA quality by detecting dedgn and implementation
issues.

Key words: Web-based Enterprise Application, Extended Static
Cheding, Desgn by Contract, Java Modeling Language

1 Intro ducti on

The ewlution of programming languages has allowed sdtware engineersto
dewelop increasingly larger software systemswhile maintaining, or improv-
ing, product quality. This has beenachieved in part by increasingthe level
of abstraction of the languages, explating new paradigms (sud as object-
orientednes), and enabling compilers to perform static cheds and/or enbed
run-time cheding code when the former is neither possiblenor practical. In
light of the above, one may ask: what will be the next programming language
and tool advancesthat are likely to go mainstream? We beliewve that for most
domains of application, these advancesare likely to include Designby Con-
tract (DBC) and Extended Static Cheking (ESC). DBC can gradually be
integrated into projects as a lightweight formal method allowing dewelopers
to becomeacaustomed to the method. Among others, lint-like [7] ESC tools

1 Email: ff rioux, chalin g@cse.concordia.ca
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| familiar to many programmers| canthen make use of this extra formal
documertation to perform rapid and e ectiv e cheds.

Enterprise Applications (EAS) are generallycharacterizedby the large vol-
ume of data they manipulate, the busines rulesthey embed, and their needto
integrate with other (often legacy) applications[6]. An important classof EAs
are web-basedenterprise applications (WEAS) that businessesand consumers
are increasingly coming to make use of | in the third quarter of 2004 alone,
retail ecommerce sdes in the US have beenestimatedat $17.6 billion US, an
increaseof 4.7% from the previous quarter. This gur e has been on the rise
since1999 [14.

This paper preserts the preliminary results of a casestudy whosemain
gaoal is to assasthe e ectivenessof ESC/ Java2 [1][2][4] at helping dewelopers
increase WEA quality by detecting design and implemertation issues. In
doing so, we wrote lightweight JML speci cat ions for somejavax and java.sq|l
classeghat can bereusdnot only by ESC/Java2 users, but by the whole IML
community. The subject of our study is a cdlection of WEAs mainly based
on a small framework (named S@nEA) that hasbeenin use at Concordia for
almost two yearsnow in courseswhere WEA architecture and designis being
taught.

This paper is organized as follows. DBC, ESC and ESC/ Java2 are cov-
eredin Sectim 2. Section 3 reiterates our goals and preserts the case study
including an explanation for our choiceof application domain. The remaining
sed¢ionso eradisaussionof the casestudy results, future work and conclusion.

2 Background

2.1 Designby Contract (DBC)

DBC is an approach to desgn which viewsthe relationship betweentwo classes
| asupplierandaclient | asa formal agreement, or a cortract [12]. Suc
an agreemert expresgseach party's rights and obligations. Contr acts usually
take the form of preconditions, post-conditions, and invariants.

Contracts are a form of module speci cations. As sud, it is possibleto
raise our level of trust of large scaleand complexsystemsif their cortractsare
unambiguous, correct, and veri able. DBC is currently supported by the Ei el
programming language and some speci cation languages,including Behavioral
Interface Speci cation Languages (Bl SLs).

A BISL is a language that can be used to accuraely describe a module's
interface, hence,by deni tion, implemerting DBC. The main characteristic of
aBISL isthat it is tailored to a particular programming language. BISLs are
an interesting kind of speci cation language, sincethey can be usal to bridge
the gap betweenthe speci cation and design activities of the software dewelop-
mert lifecycle. They alsosé the basisfor powerful and automatic veri ¢ ation.
Moreover, they are e xible, allowing them to be introducedincremertally, as
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/I @requires y >= 0;
public stati c int isqrt( int y){

}...

Fig. 1. Sample lightweight sped cation

needel, to new developmerts aswell aslegacycode.

The Java Modedliing Language (JML) is a Java BISL that is actively being
deweloped by an international team of resachers who collaborate on the
language de nit ion and tool implemertation. Details on the lated tools and
applications can be found in [1]. Useof JML for DBC is descibed in [8].

JML speci cations can be enbeddedin Java source le as specially for-
matted commerts or in externa speci cation les. A JML expressionlook a
lot like a Java expressiorsinceJML keepsmost of Java's syntax and semantics
[10]. Sud atight coupling between Java and JML lowersthe burden required
of dewelopersto learn and use JML.

JML supports both lightweight and heavyweight speci cat ions. Lightweight
speci cat ions are less detailed and completethan hearyweight speci cations
and are often composed of individual clauses,describing only one aspect of
the intendedbehavior. JML was designedo support lightweight speci cations
and has semantics that allow most clauses to be omitted.

In JML, the speci cations are usually writt en just before the methods.
Preconditions are represeted by the requires clauseand the post-condition
by the ensuees clause. Every clauseis a Boolean expression. Method calls
can be used in the speci cation, but they must be calls to methods declared
aspure, i.e. that they have no side€ ects [9].

Figure 1 and Figure 2 show partial and more detailed speci cat ions, respec-
tively, of aninteger squate root function. In the rst case,the only constraint
is that the number must be a positive integer; howewer, in the later case,the
function is also guaranteed to return a number that is in the range [-y, Y],
whosesquate is smaller or equd to y and whosesquatr of the absdute value
increasedof 1 is greaer thany.

2.2 Extenda Static Checking (ESC)

While run-time cheding code can certainly be usetil for detectingand report-
ing errors, it leaves dewveloperswith the problem of handling them at run-time.
Whene\er possible,it would be more desrable if those errors could be pre-
verted from occurring in the rst place. Also, the earlier an error is found,
the lessexpensiwe it is to correct. Static program cheders allow us to deted
someof theserun-time errors by static program anaysis.

There exists a wide variety of static cheding tools ranging from simple
type chedkers to formal program verier. ESC is a special class of cheder
that, according to [11], generatesveri cat ion conditions and logical formulas
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[* @publi ¢ norma b ehavi or
@ requr es y >=0;
@ ensures -y <= \r esult
@ &&\result <=y
@ &&\result * \result <=y
@ &&y < (Mdh.abs(\re sult) + 1)

@ * (Mdh.abs(\re sult) + 1);
@t
public stati c int isqrt( int y){
}
Fig. 2. Sample heavyweight speci cation
/* @behavior
@ requires true;
@ assig nable \ every thi ng;
@ ensures true;
@ sig nals (Exceptio n) tr ue;
@ .
@t

Fig. 3. Default (i.e. implicit) method sped cation

from a given program and passesthem to an automatic theorem prover. Idea
characteristics of ESC tools are completenes and soundnessi.e., catching
all the errors, and triggering no false alarms (by reporting an error where
thereis none). On engineeringgrounds, sud characteristicsare not neededio
benet from ESC, especially since meding sud characteristics would imply
over speci cation and reduced performancesof the cheders[11][5].

ESCtoolswarn the userwhen thereis an error or whenthe code doesnot
implemert its speci cation. By default, trivial speci cations are assumed.A
triv ial speci cation implies that there are no special preconditions, that the
executionmay have any side e ect, and that no speci ¢ post-condition shoud
be expeded. A default sped cation, if written in JML, would look like Figure
39

A falsealarm may indicate that the speci cation is too week and needsto
be strenghened. To do sud a strengthening, the programmersneedto record
the designdedsions usingthe tool's annaation language that takes the form
of acommert in the code. Accordingto Flanagan et al. the annotation burden
coupledwith the fact that un-anndated code generdes an excess/e quartit y
of warnings may lower the benet /e ort ratio below the acceptable boundary
of the mainstream programmer [5].
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2.3 ESC/Java2

ESC/Java is an ESC tool for Java that was deweloped subsquertly to the
ESC/Modula-3 tool. These two ESC tools cumulate more than 12 years of
experienceand have beensuaessiilly applied to tens of thousands of lines of
code [11]. Evenif ESC/Java usesa complex program veri catio n technology,
it lookslike a simpletype cheder for the programmer. Moreover, sinceit per-
forms modular chedking (as opposedto whole-program cheding) the level of
complexity can be kept at minimal level [2]. The second verson of ESC/Java
featuresJML as its anndation language. Both heary and lightweight speci -
cations are understood. Likeits predecessorESC/Java?2 is neither saund nor
complete.

Coupling ESCwith JML by usingthe phrasedrom a sped ca tion language
asthe ESC annotation language impliesthat the desgn decisionsare recorded
using a rich language and that such speci cations can be reused, expanded,
and passedto other JML tools-sich as the runtime assertion compiler of lowa
University, JML RAC, and the formal program veri catio n tool of Nijmegen
University, LOOP [1]. Moreover, sud an anndation language can take ad-
vantagesof all existing JML speci cationsin order to better reason about the
code it is cheding.

An important feaure of JML is its adoption of a behavioral subtyping
semattics [9] in which a method overriddenin a subclassis required to presene
the cortracts of its correspnding super classmethod [3]. In the next section
we mertion how we believe behavioral subtyping can be usedto advantage.

2.4 JavaWeb-lasal Enterprise Application (WEA)

Most Enterprise Applications (EAs) involve a signi cant quantit y of persistent
data. Most often, databasesare usedto store and accessthat data. Another
characteristic of EAs is the high number of user interaction screens. For
WEASs, Fowler reconmendsusing the comma three layered scheme, which
isolates the domain logic (alsoreferredto as businesdogic) from the presena-
tion and data souces[6]. An interesting aspect of Java WEAS, is that most of
them use the same small set of externd libraries, super classesand interfaces
for user interaction (e.g. servlets.jar) and databaseaccess(e.g. java.sql.*).
Due to the behavioral subtyping semanics of JML, we beliewe that in such a
situation, the investmen of spedfying commonly usedsuper classesand inter-
facesshould reducethe e ort required in specifying subclassesand lower the
number of false alarms thus allowing dewelopers to identify potential faults
more easily
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3 Case study

3.1 Gaoals and approach

The main goal of our casestudy hasbeento assasthee ectivenessof ESC/Java2
at helping dewelopersincrease software quality by detecting designand imple-
mertation faults. One of our ealy decisons was concerningthe choice of
application area. We opted for WEAs becauseit is one of the most active
areas in Java developmern. We were also in uenced by the availability of
SeenEA, a small WEA framework that hasbeendeweloped over the past two
yeas for use in software architecture and design coursesat Concordia Uni-
versity. SenEA wraps code, sud asthe database connedion and the servlet
interface, so that studernts can usethem easily without thorough knowledge
of thesetechnologies. The framework alsocomeswith application samples.
Our study had two phases.During the rst phasewe applied ESC/Java2
to the SeenEA coreand to sample applications that made useof the SenEA.
We will refer to this padage asAl. The purpose of the rst phasewasto:

gain experiencein using ESC/ Java2, while at the sametime

incremertally dewveloping speci cat ions for:
Al application
ScenEA core
javax and java.sql padkage modules used by Al.

ESC/Java2 performs modular cheding [5][2] thus allowing us to work on
one Al le at atime. This is very usdul as ESC/Java2 initially reported
hundredsof faults for A1. A1 cortained 1.6K saurcelines of code (SLOC), or
2.1K LOC.

The purposeof phasetwo wasto measurethe reduction in false alarms due
to the use of the annatat ed versians of S@nEA core, javax, java.sql modules
deweloped in phasel. In addition to the A1 padkage we analyzed two more
applications totaling 5K SLOC (or 7.6K LOC). We will refer to the latter as
the A3 padkage.

3.2 Geneml results

These two phasesrequired approximately 4 person-veeks of e ort (full-time).
At the conclusion of phasel we had created:

An annotated version of the A1 padage (i.e. S@nEA core and the Al
application). Overall this represerted an increasein size by approximately
4% due to the annotations (i.e. about 100 LOC).

Lightweight speci cat ions for the javax and java.sgl padkage modules90
SLOC (379 LOC). These lightweight speci cations consisted mostly of an-
notations about the classattributes and method argumerts restricting them
to being non-null.
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In phasell, useof the created speci cations reduced false alarms by 9%
on average for the A1 and A3 padkages as compaed to use of ESC/Java2
without the speci cat ions.

In the subsetions that follow we relate some of our experien@sin speci-
fying the extemal libraries (javax and java.sql) aswell as the SocenEA core.
The material presens isaues of increasingcomplexity (to emulate, to sane
extert, the order in which we usually had to deal with them). The nal sub-
sed¢ion coversthe most interesting faults reported by ESC/Java2 for the Al
application.

Before discussinghe number of faults uncoveredby ESC/Javaz it becomes
esenial at this point to provide our de nition of "fault” . By "fault", we refer
to something that is wrong with respect to the intended use of a method (or
in geneal, a class). The intended use of a method is what is recrded in its
speci cat ion. When there is no explicit documerted speci cat ion (beit formal
or informal), adefault implicit speci cation isassumed.A "fault" occurswhen
the code doesnot satisfy the spea cation. According to DBC this can occur
either becausea client calls a method whenthe method's pre-condition is not
satis ed or when a method returns and its post-condition is not saised. A
falsealarm dueto a missng explicit speci cation will be recognizedasa fault
and named a speci cation fault. False alarms over external libraries denote
missing speci cations in ESC/ Java2, whereasfalse alarms over user modules
denotetrue speci cation faults.

3.3 Specifying javax, java.sgland the S@nEA core

ESC/Java2 performs static chedking and reasoningusingthe JML annotations
presen in the code or speci cation les. In the absenceof a speci cation (as
would be the casefor a method of the javax classat the start of phasel)
ESC/Java2 assumeghe defaut speci cation (Section 2.2) which is very per-
missive and seldomsaisfactory. This implies that in the absenceof speci ca-
tion, ESC/Java2 may trigger warnings, many of which would be falsealarms
or speci cation faults. (Thankfully ESC/Java2 comeswith JML speci cations
for the most common Java clas®s,which, e.g. preverts it from warning about
possiblenull dereferenesin the caseof a simple System.out)

An example of a speci cation fault that ESC/Java2reported early in phase
| is givenin Figure 4. The corresponding codeis givenin Figure 5. ESC/ Java2
reports that the variable dbStatementcould be null at the indicated point in
line 35. This is not the casesince this variable is set to the return value
of db.prepredStatement() which always returns a referenceto an object [15).
This is a false alarm due to a lack of explicit speci cation of preparedState-
ment().

Fixing this falsealarm is simple: we createan explicit speci cation for the
method stating that it doesnot return a null result-seeFigure 6. Most of
the speci cations creded for javax and java.sql moduleswhereof this nature:
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soenEA.appli cati ons.assi gnmen. a3.ts .TaskTOG: fi ndAl ()

\ soenEA\appli catio ns\as si gnnent\a 3\ts\ TaskTDG ava:35:
Waning: Possi ble null dereference (Nul)

return dbState mat. execute Quey ();
N

[0.19 s 10044064 bytes] fail ed

Fig. 4. Sample false alarm / sped cation fault

public cl ass TaskTDG {

public stati ¢ ResultSet fi ndAl ()
throws Excepti on, SQLExceptio n {
Canection db = DbRgist ry.getDbCanectio n();
PreparedSat enent dbSat enent =
db.prepareSat enent (" SEIEAQ * from " + TABLE_ MNE);
return dbState ment. execute Quey (); /1 lin e 35

}

Fig. 5. TaskTDG code excerpt
package j ava.s gl ;

public inter face Canection {

Il @ensures \r esult != null;
public PreparedSat enent prepareStatenent(Stri ng sql)
throws SQException;

Fig. 6. Sampe lightweight spec created for Connedion.preparedSatement()

l.e. specifying that arguments and or returned results would not be null.
ESC/Javaz is capable of static checking of far more properties but statically
detecting all possiblenull derefeenceswas deemedsu cien t for this iteration
of the case study.

Like the sped cations of the external libraries, the majority of the anno
tations addedto the ScenEA core were of the samelightweight nature. This
allowedusto uncover sanevery intereging faults nonetheless,which we report
in the next section.
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4 Specic design and impl ementati on faul ts

In this section wereport on the mostinteresting faults uncoveredby ESC/Java2
in the A1 padage (i.e. SenEA coreand the A1 application) during the sec-
ond phaseof our study. ESC/Java2 reported 102 faults for the A1 padage.
Of the 102 faults that wereidenti e d, 90% were speci cati on faults, i.e. they
were due to a lack of desgn documertation/ speci cations. Sud faults are
eliminated by writing designdocumertation in the form of method API spec-
i catio ns. The faults preseried next are taken from the remaining 10% of the
faults.

4.1 Incompletelypropagatel designchanges

At least two of the faults were manifegations of incompletely propagaed de-
sign changes. For example, one of the domain logic clas®s represerting a
Task in the A1 application undemvent the following designchange: initially
the class elds were initialized by means of setters; subsequetly it was de-
cidedthat all elds wereto be initialized by meansof the (non-default) class
constructars. A consequence of this design change is that class constructor
argumerts of referene types could no longer be null. Sud a fact had been
properly documerted in the Task classbut not all calls of the constructars
respected theseconstraints either because:

not all client classeswvere appropriately updated, or, as often happens,

in subsequenh updates to the application, dewvelopers were still relying on
the old API seamantics.

Thesetwo scanarios demonstrae the advantageof formally documerted design
decisons and the useof extendedstatic checking.

Another similar example occurred in the SenEA database registry. An
initia | versionof the classtried to enforcethat a connection eld would never
be null. Howewer, it was redized that this was infeasible. It is interesting
to note that had ESC/Java2 been usel earlier, this designerror would have
been uncovered from the start. The classwas redesigned,but ESC/Java2
helped uncover same situations in which designershad not anticipated that
the connection eld could still be null.

4.2 Possibleviolation of behavioml subtyping

In the User classa method named equalswasde ned (Figure 7), thus overrid-
ing Object's equals method. ESC/Java2 reported that the superclassspeci -

cation (i.e. the speci cation of Object.equals()) might not hold for User.equals
It wasinitially thought that the causeof this fault was that User.equals only
compaed four of its v e attr ibutes. Howewer, after discussionwith desgners,
it was realizedthat this was deliberate. Hence, in order to avoid confusion

it was decidedthat the proper coarective action was to rename User.equals
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public class Wer { ...
private longid;
private Stri ng | oginld;
private Stri ng name
priv ate List ori ginatedTasks;
priv ate Stri ng passwad;

public boole an equas (Ohje ct obj) {

if (obj ==null || !(obj instanceof User))

return false;

User other = (User) obj;

return this. id == other. id &&
this .lo ginld.equals (other. loginld) &%
this .namee quads (ot her.n ane) &&
this .passwad. equal s(other.passwad) ;

Fig. 7. Use class excerpt

soenEA.general .app.Seavl et: forwardAbsolu te (ja va.la ng.Stri ng,
javax.s ervle t. http. HttpServle tRequest,

javax.s ervle t. http. HttpServle tResponse) . ..

soenEA/general /a pp/ Seavl et.ja va:109:

Waning: Possi ble null dereference (Nul)

di spatc her. for wad( request, response);
N

Fig. 8. Null dispatcher error

to Usersimilar. This example illustrates the power of behavioral subtyp-
ing: carefully written super classspeci cations allow ESC/Java2 to uncover
semanic errors.

4.3 Uncheke dispatcher

ESC/Java2 deteded a fault in the SeenEA corethat, we have come to know,

is apparently comma for novice WEA dewelopers (Figure 8). The framework

assumed hat the servlet dispacher was alwaysinitialized. This is not the case
[14]. ESC/ Java2 provided a warning to this e ect (basedon default implicit

speci cat ions of getRequestDisjatcher, which in this casewere correct). The
faulty code is givenin Figure 9.
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public void forwardAbsol ute(Str ing target,
Http Servl etRequest request, Ht pSevle tResponse response)
throws Sevl et Excepti on, javai o.l OKception

{
Reguest Dispatc her dis patcher =

getServle tContext() .getRequestDisp at cher( target) ;
di spatc her.f orwad( request, response);

}

Fig. 9. Servlet classexcerpt

4.4 Missal exeptional condition

Database connectioninformation (e.g. login id, passwvord) is recarded in a
property le that the SeenEA framework reads. While the casewherethe le
is not presen was properly handled, the case where the le did not contain
the required propertieswas not. This was not caught during code review nor
during testing.

45 Other faults

A few of the remaining faults were simple possible null pointer dereferences.
An example of this occurredin a le that wasrecerly addedto the framework,
which had not beentested carefully. ESC/Java2 detectedthree possiblenull
pointer dereferences it. Only an extensve useof the framework would have
been able to catch these,sincethe classwas an exceptionadapter that would
only be used under exceptimal circumgances

5 Conclusion

We believe writing JML speci cations and verifying the match betweenthem
and the code with ESC/Java2 was a very helpful exercise. The time spent
during this casestudy has allowed us not only to identify and correct design
Issues, but it has also forced us to think about and documert the design
decisons that had previoudy beenmade. Moreover, this documertation can
be automatically veried by the tool. We have raised our level of trust in
the framework and, through the enforcement of behavioral subtyping, feel the
framework is a better candidae for reuseand expansion.

In this casestudy, ESC/ Java2 proved itself to be useful for WEAs. How-
ewver, it is a general purposetool that is not limited to a specic domain
of application. The use of ESC/Java2 is likely to spreadto other domans
of application. To our knowledge, this casestudy was the r st oneinvolv-
ing ESC/Java2 and the WEA doman. Perhapsa drawbad of JML in that
particular domain is that is doesnot currently support reasoningabout con-
currency Howewer, a proposal has just been published to addressthis issue
[13]. Nonethelesghe lightweight JML speci cations we had to write for javax
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and java.sql can be reused or supplemented by the JML community and can
cortribute to making JML and its supporting tools, like ESC/Java2, more
convenient to usefor Java dewelopers.

Our casestudy involved a relatively small framework and application, but
sinceit performs modular checking, we believe that ESC/ Java2 will scae up
to larger application. For this casestudy, we usel the latest dewelopmen
releaseof ESC/ Java2 (December 2004). It is consideredto be in a late alpha
cycle. As sudh we did enmunter errors with the tool but nonethat could not
be worked around. In fact the lead dewelopers were very regponsive to our
problem reports and requestsfor assisancewhen the tool failed.

Of course there is a cost assaiated with the creation of specications.
As this was our rst casestudy involving ESC/ Java2, an important part of
our e ort was dedicated to learning about the tool and about the particular
form of JML speci cations that best suite it. Several false alarms were also
due to missing speci cations of javax and java.sql classes Moreover, as of
now, ESC/Java?2 is not integrated into any IDE. We are con dent that as
researth progreses and ESC/Java2 becomesmore mature and easy to use,
the cost/b ene t ratio will become more and more appealing.

6 Future work

Now that some of the javax and java.sql classeshave beenspeci ed, in the
future, it would be an interesting exercise to perform this casestudy agan
with other WEAs and seeif the annaation burden has beenlowered in a
signi cant manner. Sinceevery year the SenEA framework is usedby more
than a hundred studerts, we plan to provide them wit h the annotated versin
of the framework and verify whetherthey think usingESC/ Java2 canimprove
the quality of their WEAs and help them idertify and corred faults. Yet an-
other interesting averue would be to reusethe annaated ScenEA framework,
applying other JML compdible tools to it, and then chedking how much the
written speci cation can be reusedand what bene ts WEA dewelopers can
get out of it.
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