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Maŕıa Alpuente1, Demis Ballis2, Javier Espert1, and Daniel Romero1

1 DSIC-ELP, Universidad Politécnica de Valencia
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Abstract. Web-TLR is a software tool designed for model-checking
Web applications which is based on rewriting logic. Web applications are
expressed as rewrite theories which can be formally verified by using the
Maude built-in LTLR model-checker. Web-TLR is equipped with a user-
friendly, graphical Web interface that shields the user from unnecessary
information. Whenever a property is refuted, an interactive slideshow is
generated that allows the user to visually reproduce, step by step, the
erroneous navigation trace that underlies the failing model checking com-
putation. This provides deep insight into the system behavior, which helps
to debug Web applications.

1 Introduction

In recent years, the automated verification of Web applications has become a
major field of research. Nowadays, a number of corporations (including book
retailers, auction sites, travel reservation services, etc.) interact primarily through
the Web by means of Web applications that combine static content with dynamic
data produced “on-the-fly” by the execution of Web scripts (e.g. Java servlets,
Microsoft ASP.NET and PHP code). The inherent complexity of such highly
concurrent systems has turned their verification into a challenge [1, 6, 9].

In [2], we formulated a rich and accurate navigation model that formalizes
the behavior of Web applications in rewriting logic. Our formulation allows us to
specify critical aspects of Web applications such as concurrent Web interactions,
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browser navigation features (i.e., forward/backward navigation, page refreshing,
and window/tab openings), and Web script evaluations by means of a concise,
high-level rewrite theory. Our formalization is particularly suitable for verifica-
tion purposes since it allows in-depth analyses of several subtle aspects of Web
interactions to be carried out. We have shown how real-size, dynamic Web ap-
plications can be efficiently model-checked using the Linear Temporal Logic of
Rewriting (LTLR), which is a temporal logic specifically designed to model-check
rewrite theories that combines all the advantages of the state-based and event-
based logics, while avoiding their respective disadvantages [8].

This paper describes Web-TLR, which is a model-checking tool that imple-
ments the theoretical framework of [2]. Web-TLR is written in Maude and is
equipped with a freely accessible graphical Web interface (GWI) written in Java,
which allows users to introduce and check their own specification of a Web appli-
cation, together with the properties to be verified. In the case when the property
is proven to be false (refuted), an online facility can be invoked that dynamically
generates a counter-example (expressed as a navigation trace), which is ultimately
responsible for the erroneous Web application behavior. In order to improve the
understandability and usability of the system and since the textual information
associated to counter-examples is usually rather large and poorly readable, the
checker has been endowed with the capability to generate and display on-the-fly
slideshows that allow the erroneous navigation trace to be visually reproduced
step by step. This graphical facility, provides deep insight into Web application
behavior and is extremely effective for debugging purposes.

Web-TLR focuses on the Web application tier (business logic, and thus han-
dles server-side scripts; no support is given for GUI verification with Flash tech-
nology or other kinds of client-side computations.

2 An overview of the Web verification framework

In this section, we briefly recall the main concepts of the Web verification frame-
work proposed in [2], which are essential for understanding this tool description.

A Web application is thought of as a collection of related Web pages that
are hosted by a Web server and contain a mixture of (X)HTML code, executable
code (Web scripts), and links to other Web pages. A Web application is accessed
over a network such as the Internet by using a Web browser which allows Web
pages to be navigated by clicking and following links. Interactions between Web
browsers and the Web server are driven by the HTTP protocol.

A Web application is specified in our setting by means of a rewrite the-
ory, which accurately formalizes the entities in play (e.g., Web server, Web
browsers, Web scripts, Web pages, messages) as well as the dynamics of the
system (that is, how the computation evolves through HTTP interactions). More
specifically, the Web application behavior is formalized by using labeled rewrite
rules of the form label: WebState ⇒ WebState, where WebState is a triple3

|| || :(Browsers×Message× Server)→WebState that can be interpreted as a
3 A detailed specification of Browsers, Message, and Server can be found in [2].
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snapshot of the system that captures the current configurations of the active
browsers (i.e., the browsers currently using the Web application), together with
the server and the channel through which the browsers and the server commu-
nicate via message-passing. Given an initial Web state st0, a computation is a
rewrite sequence starting from st0 that is obtained by non-deterministically ap-
plying (labeled) rewrite rules to Web states.

Also, formal properties of the Web application can be specified by means of
the Linear Temporal Logic of Rewriting (LTLR), which is a temporal logic that
extends the traditional Linear Temporal Logic (LTL) with state predicates[8],
i.e, atomic predicates that are locally evaluated on the states of the system. Let
us see some examples. Assume that forbid is a session variable that is used to
establish whether a login event is possible at a given configuration. In LTLR, we
can define the state predicate userForbidden(bid), which holds in a Web state when
a browser bid4 is prevented from logging on to the system, by simply inspecting
the value of the variable forbid appearing in the server session that is recorded in
the considered state. More formally,

browsers||channel||server(session((bid, {forbid = true})) |= userForbidden(bid) = true

In LTLR, we can also define the following state predicates as boolean func-
tions: failedAttempt(bid,n), which holds when browser bid has performed n failed
login attempts (this is achieved by recording in the state a counter n with the
number of failed attempts); curPage(bid,p), which holds when browser bid is cur-
rently displaying the Web page p; and inconsistentState, which holds when two
browser windows or tabs of the same browser refer to distinct user sessions.
These elementary state predicates are used below to build more complex LTLR
formulas expressing mixed properties that include dependencies among states,
actions, and time. These properties intrinsically involve both action-based and
state-based aspects which are either not expressible or are difficult to express in
other temporal logic frameworks.

3 The Web-TLR system

Our verification methodology has been implemented in the Web-TLR system us-
ing the high-performance, rewriting logic language Maude [4] (around 750 lines of
code not including third-party components). Web-TLR is available online via its
friendly Web interface at http://www.dsic.upv.es/~dromero/web-tlr.html.
The Web interface frees users from having to install applications on their local
computer and hides a lot of technical details of the tool operation. After intro-
ducing the (or customizing a default) Maude specification of a Web application,
together with an initial Web state st0 and the LTLR formula ϕ to be verified,
ϕ can be automatically checked at st0. Once all inputs have been entered in
the system, we can automatically check the property by just clicking the but-
ton Check, which invokes the Maude built-in operator tlr check[3] that supports
model checking of rewrite theories w.r.t. LTLR formulas.

4 We assume that the browser identifier uniquely identifies the user.
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Fig. 1. The navigation model of an Electronic Forum

In the case when ϕ is refuted by the model-checker, a counter-example is
provided that is expressed as a model-checking computation trace starting from
st0. The counter-example is graphically displayed by means of an interactive
slideshow that allows forward and backward navigation through the computa-
tion’s Web states. Each slide contains a graph that models the structure of (a
part of) the Web application. The nodes of the graph represent the Web pages,
and the edges that connect the Web pages specify Web links or Web script contin-
uations5. The graph also shows the current Web page of each active Web browser.
The graphical representation is combined with a detailed textual description of
the current configurations of the Web server and the active Web browsers.

A case study of Web verification. We tested our tool on several complex case
studies that are available at the Web-TLR web page and distribution package.
In order to illustrate the capabilities of the tool, in the following we discuss the
verification of an electronic forum equipped with a number of common features,
such as user registration, role-based access control including moderator and ad-
ministrator roles, and topic and comment management.

The navigation model of such an application is formalized by means of the
graph-like structure given in Figure 1. Web pages are modeled as graph nodes.
Each navigation link l is specified by a solid arrow that is labeled by a condi-
tion c and a query string q. l is enabled whenever c evaluates to true, while q
represents the input parameters that are sent to the Web server once the link is
clicked. For example, the navigation link connecting the Login and Access Web
pages is always enabled and requires two input parameters (user and pass). The
dashed arrows model Web application continuations, that is, arrows pointing
to Web pages that are automatically computed by Web script executions. Each
dashed arrow is labeled by a condition, which is used to select the continuation
at runtime. For example, the Access Web page has got two possible continuations
(dashed arrows) whose labels are reg=yes and reg=no, respectively. The former
continuation specifies that the login succeeds, and thus the Index Web page is
delivered to the browser; in the latter case, the login fails and the Login page is
sent back to the browser.
5 To obey the stateless nature of the Web, the structure of Web applications has tra-

ditionally been “inverted”, resembling programs written in a continuation–passing
style [6].
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Using the state predicates given in Section 2, we are able to define and check
sophisticated LTLR properties w.r.t. the considered Web application model. In
the following, we discuss a selection of the properties that we considered.

Concise and parametric properties. We can define and verify the login prop-
erty “Incorrect login attempts are allowed only k times; then login is denied”,
which is defined parametrically w.r.t. the number of login attempts:

♦(curPage(A, Login) ∧©(♦failedAttempt(A, k)))→ �userForbidden(A)

Note the sugared syntax (which is allowed in LTLR) when using relational nota-
tion for the state predicates which were defined as boolean functions above.

Unreachability properties. Unreachability properties can be specified as
LTLR formulas of the form �¬ 〈State〉, where State is an undesired configu-
ration that the system should not reach. This unreachability pattern allows us
to specify and verify a wide range of interesting properties such as the absence
of conflict due to multiple windows, mutual exclusion, link accessibility, etc.

– Mutual exclusion: “No two administrators can access the administration page
simultaneously”.

�¬ (curPage(A, Admin) ∧ curPage(B, Admin)).
– Link accessibility: “All links refer to existing Web pages” (absence of broken

links).
�¬ curPage(A, PageNotFound).

– No multiple windows problem: “We do not want to reach a Web application
state in which two browser windows refer to distinct user sessions”.

�¬ inconsistentState.

The detailed specification of the electronic forum, together with some example
properties are available at http://www.dsic.upv.es/~dromero/web-tlr.html.

4 Conclusion

Web-TLR is the first verification engine based on the versatile and well-
established Rewriting Logic/LTLR tandem for specifying Web systems and prop-
erties. Web-TLR distinguishes itself from related tools in a number of salient
aspects: (i) The rich Web application core model which considers the communica-
tion protocol underlying Web interactions as well as common browser navigation
features; (ii) Efficient and accurate model–checking of dynamic properties– e.g.,
reachability of Web pages generated by means of Web script executions– at low
cost. Verification includes both analysis (checking whether properties are satis-
fed) and diagnostic traces demonstrating why a property holds or does not hold;
(iii) Visualization of counter-examples via an interactive slideshow, which allows
the user to explore the model performing forward and backward transitions. At
each slide, the interface shows the values of relevant variables of the Web state.
This on–the–fly exploration does not require installation of the checker itself and
is provided entirely by the GWI.
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In recent years, the modeling and verification of Web applications have re-
ceived increasing attention (for a thorough review, please refer to [2]). On the one
hand, a number of model checkers and temporal logics have been proposed to for-
mally check properties of Web systems [5, 7, 10]. These approaches are generally
equipped with a coarse, static state structure, whereas states in Web-TLR are
generated on-the-fly by evaluating Web scripts, which makes the Web-TLR’s
Web application model more precise and suitable for the verification of real, dy-
namic Web systems. On the other hand, a number of new Web languages have
been proposed that allow safe Web applications to be built [6, 11]. Unfortunately,
such languages are often based on nonstandard communication infrastructures
and —albeit rather powerful— are hence of limited use.

As future work, we plan to extend Web-TLR by considering the problem of
synthesizing correct-by-construction Web applications. We also plan to deal with
client-side scripts defined for example by JavaScript-like languages.
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