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Abstract

In this paper we address the problem of for-
mal verification of websites by using declara-
tive languages. In particular, we first define
a model for websites which can intuitively be
specified by using Maude. The model is de-
fined to be well-suited for the formal verifi-
cation of dynamic as well as static properties
of the system. A website is defined as a col-
lection of web pages which are semantically
connected in some way. External web pages
(which are related pages not belonging to the
website) are treated as the environment of the
system. We also present the temporal logic
which is used to specify properties of websites,
and illustrate the kinds of properties that can
be specified and verified by using the Maude
model—checking tool. Finally, we have imple-
mented a prototype by using the specification
language Maude.

1 Introduction

Internet is an essential component of the mod-
ern Information Society. It provides easy and
flexible access to information and resources
distributed all around the world. There is a
big conceptual distance from its origins in the
sixties (as a governmental, restricted way to
exchange sensible data and information) to its
current use as a kind of public service, open
to everybody, open to everything. The de-
velopment of the Hypertext Markup Language
(HTML) [17] and the Hypertest Transfer Pro-
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tocol (HTTP) in the 90s led to a happy mar-
riage between wires, waves, and software com-
ponents (the Web) which can be thought of as
the main developments driving this change.

The development of websites (which can be
often understood as sets of HTML documents)
is an important task in modern software engi-
neering. As expected in any software project,
the web developers or designers must guaran-
tee that the system (i.e., the website) satisfies
some particular requirements. For instance,
they might want to ensure that some private
resources are only available to a given set of
registered users. Or they could want to guar-
antee that some information (held as HTML
documents in the site) is reachable by any user
from any point in the site.

To this end, developers can apply some val-
idation and verification techniques and tools.
Formal methods have proved their usefulness
to guarantee (beyond any doubt) that the be-
havior of a software system corresponds to
what has been specified. Formal methods try
to mathematically establish provable connec-
tions between the formal description of the
system (i.e., its semantics) and the proper-
ties of interest. Regarding the web, the un-
derlying programming language is (some vari-
ant of) HTML and the first problem is to de-
vise a suitable semantics which fits the desired
abstraction level and also enables the use of
some logic and verification algorithms to ex-
press and check the properties. Viewed as
software systems, websites can be understood
as reactive or interactive systems [18]. Model
checking [6], which is a well-known technique
for verifying reactive and interactive systems
provides an appropriate framework for dealing



with such kind of systems.

In this paper, we propose a model (in terms
of a directed graph) which is suitable for the
verification of many interesting properties of
web sites. We implement it in Maude [7] since
Maude is a specification language able to rep-
resent in a very intuitive way graphs and tran-
sitions between nodes. Moreover, a model—-
checking tool able to verify LTL formulas is
available for Maude specifications [8]. We show
how to encode our website model in Maude.
Being an essential aspect of the Web, the pro-
posed model focuses on the information in the
HTML sources concerning connectivity. Fol-
lowing the semantic web approach, however,
we also consider annotations [10] which can
also complement the information associated
to each node of the website. Such annota-
tions can be thought of as abstractions of the
(contents of the) HTML document. We show
how to verify properties which are specified
by using a Linear Temporal Logic (LTL [15]).
We also show how to combine all of these no-
tions to verify very interesting properties on
the Web. If the output from the model checker
is yes, then we are sure that the system sat-
isfies the property. Otherwise, a counterex-
ample is provided showing a trace (or path in
our case) in which the property is not satis-
fied. This counterexample can be very useful
for detecting the error.

The paper is organized as follows. Section 2
is a brief introduction to some notions related
to the Web that are used along the paper. In
Section 3, the formalism used to model web-
sites is presented and motivated. Thereafter,
in Section 4 the formalism for the specifica-
tion of properties is presented. We describe
the verification approach that we have imple-
mented to verify such properties in Section 4.2.
In Section 5 we discuss the future extensions
that can be integrated in our framework. Re-
lated work is discussed in Section 6, and Sec-
tion 7 presents our conclusions.

2 Introduction to Websites

In this work, we model web pages and their
connections as a directed graph whose nodes

represent web pages and whose edges represent
links among web pages. We restrict ourselves
to the analysis of a website (which plays the
role of the system in classical approaches to
formal verification). Here, a website is a col-
lection of web pages which are semantically
related in some way and hosted at a single
machine.! We can easily extend the notion
of system by considering, for instance, a set
of websites instead of a single one. In that
case, a preprocess of the source documents is
mandatory in order to adapt the notions, but
the contents of this paper would remain valid.
It is important to note that our focus is not
on analyzing the entire Web, but rather an
specific part. Therefore, we represent the en-
vironment (i.e., other parts of the Web) as a
single special node. This fact does not limit
the applications of the framework since, due
to the flexibility of the notion of system, it is
possible to analyze huge parts of the Web.

Usually, each web page is defined by means
of a document, typically specified in HTML,
XHTML or XML markup languages. The ex-
amples shown along this paper assume that
the specification language is XHTML, but the
definitions can be parameterized w.r.t. any
specification language with a similar expres-
siveness. Each web page could contain links
to other web pages. The source of the link is
the source document where a link is specified,
whereas the document where a link points to
is called the destination of the link.

In order to be able to define a link to a spe-
cific point within a source document, a label
(or anchor) to such specific point must be de-
fined in the source document. This label will
later be used in a link to specify the destina-
tion point in a web page. Links and labels are
the only information about the structure of a
web page that our model will take into consid-
eration. For example, the relative position of
a specific content or link is abstracted from.

Being the basis for the definition of the kind
of links our model will deal with, let us recall
the definition of URI [17]. Intuitively, an URI
is the description of where the source docu-

I This assumption does not restrict the applicabil-
ity of the approach as we will show later.



ment of a web page is hosted. It consists of
three components:

1. the mechanism used to access the re-
source: usually http, https, or mailto,

2. the name of the machine hosting the site,

3. the name of the resource itself, described
as a path in the hosting machine.

We represent the URI of a document as a
structure of the form uri(mech,host,resource)
where mech € {http,https,mailto}?, host is a
string defining a domain, and resource is a
string representing the path at the host where
the source document can be found. When the
string resource contains the character # fol-
lowed by a label, then the URI does not refer
to the top of a web page, but to a point within
the source document. Let us show an example:

Example 1 The string
http://www.w3.0rg/2002/ws/sawsdl/#Publications

refers to a document accessible by using the
http protocol which is hosted at wuw.w3.org.
The navigator accesses the source document
by following the path 2002/ws/sawsdl/ at the
host, and it shows the section identified by the
anchor #Publications.

The example above shows how an absolute
URI can be defined. It is also possible to de-
fine relative URIs where the only described in-
formation is the path where the destination
document is hosted. Note that we can spec-
ify the access to a web page in the website
both by using a relative and an absolute URI.
In this paper we assume that, whenever pos-
sible, URIs are specified in its relative form.
This assumption can be overcome by defining
a classification method for links depending on
the considered system.

The way in which links are specified depends
on the specification language. Typically, links
and anchors are defined by means of the LINK
and A elements. In order to specify the differ-
ent characteristics of the link or anchor, some
attributes can be associated to these elements.
Here we focus on the name and href attributes.

2For the purposes of this work, only http and https
values are considered.

name is associated to the A element in order to
define a label (anchor) to a specific point of
the document that can later be used in a URI.
href can be associated to both A and LINK el-
ements, and contains the URI where the des-
tination document is located.

Finally, our model considers the information
regarding how the resource is being loaded:
in the same navigator window, in a differ-
ent one, in the same frame, etc. This in-
formation is specified by using the argument
target. In this work we consider the following
possible values for that argument: Target =
{_blank, _self, parent,_top}.

3 The Website Model

In any formal verification process, one of the
first tasks to be performed is the definition of
the model that the verification algorithm will
handle. In this section, we present the model
for websites, and its representation in Maude.
Recall that a website as described above is
a collection of web pages. Our model is de-
fined in terms of a directed graph: each node
represents a web page (a source document),
whereas each edge represents a link specified
in the source node and pointing to the des-
tination node of the edge. In other words, a
link connects two ends (web pages) and has
one direction [17].

In the following we define the different com-
ponents of our model. First of all we describe
how nodes of the graph are formed. Later we
define each component of the node.

Definition 1 (Node) Let u be the URI asso-
ctated to the web page s. The node represent-
ing s is defined as the tuple PageSkeletom(s) =
(u, lab, loc, site, ext, Sem) where lab is the set
of labels (anchors) defined in s, loc is the set
of local links defined in s, site is the set of
site links defined in s, ext is the set of exter-
nal links defined in s, and Sem is the set of
annotations representing the semantic web in-
formation of the web page s.

As one can observe, our model can represent
three kinds of links: local links, site links and
external links. A local link relates a web page



with itself by using a label (anchor) defined in
the same document. A site link connects web
pages from the same website, i.e., web pages
that share the hosting machine and that se-
mantically are related. Finally, an external
link connects a specific web page to any other
resource not belonging to the website. We en-
code this definition in Maude as follows:

op <_,_,_s_5_,-> :Uri LabSet LocLnkSet SiteLnkSet
ExtLnkSet PSSemSet -> WebPage .

The set of labels (anchors) that are specified
along a source document is defined as follows:

Definition 2 (lab) Let s be a source docu-
ment, we denote as lab(s) the set of values of
attributes name and id specified for elements A
or LINK in 5.

The corresponding Maude encoding is:

op _ _: Lbls Lbls -> Lbls [assoc comm id:empty] .
op empty: -> Lbls .
op {_}: Lbls -> LabSet .

To model a local link we need to specify the
label where the link points to, and the target:

Definition 3 (Local link) Let u be the URI
of the web page s and Target the set defined
above. The pair (I,t) denotes a local link spec-
ified in s whose destination resource is s itself,
I € lab(s) and t € Target.

We do not need to specify the mechanism,
host and resource path of the document since
they coincide with the ones of s. We represent
this set in Maude as follows:

sort LocLnk LocLnkSet .

subsort LocLnk < LocLnkSet .

op empty:LocLnk .

op _ _:LocLnk LockLnk -> LocLnk [assoc comm id:empty]
op |_l|:LocLnk -> LocLnkSet .

op <_,_>:Lbls Target -> LocLnk .

Assume that we have the following code at
some point along a document s

<a name="Participants'>
The list of the Working Group’s participants </a>

3This definition establishes a direct relation be-
tween the model and the specification language. If a
different specification language were used, the defini-
tion should be parameterized w.r.t. the new language.

defining an anchor to that point of the web
page (Participants € lab(s)). The following
local link could appear at any other point of s

<a href="#Participants"> Participation</a>

For a site link, the tuple has an additional
component: the path from which the docu-
ment can be retrieved. The auxiliary func-
tion doc, given a URI uri(mech,host,res), re-
trieves the document associated to it. For
example, if we had the URI uri(m,h,r), then
doc(m,h,r) = d denotes that d is the source
document associated to such URI.

Definition 4 (Site link) Let uri(m,h,u) be
the URI of document s (doc(m,h,u)=s). The
tuple (p,1,t) denotes a site link specified in s
where doc(m,h,p)= d, | € lab(d) U {""} and
t €Target.

Let us show the encoding in Maude:

sort SitelLnk SiteLnkSet Path.

subsort SiteLnk < SiteLnkSet .

op {_}:SiteLnkSet -> SiteLnkSet .

op empty:SiteLnkSet .

op _ _:SitelLnk SiteLnk -> Sitelnk [assoc comm id:empty]
op <_,_,_>: Path Lbls Target -> SiteLnk .

The specification of the anchor is non com-
pulsory. We represent this case by using the
value [ = “”.

Finally, we assume that external links point
to resources hosted at any machine.

Definition 5 (External Link) Let
uri(m,h,u) be the URI of the web page s. Then
the tuple (m',h',p,l,;t) denotes an external
link specified in s where doc(m’,h',p)= d,
l € lab(d)U{""}, and t €Target.

The corresponding Maude encoding is

sorts ExtLnk ExtLnkSet Mech Host Path .

subsert ExtLnk < ExtLnkSet .

op empty:ExtLnkSet .

op _ _:ExtLnk ExtLnk->ExtLnk [assoc comm id:empty] .
op <_,_s-s-,->:Mech Host Path Lbls Target->ExtLnk .
op {_}:ExtLnkSet -> ExtLnkSet .

An example of external link and its corre-
sponding representation is shown below:

<link href= “"http://www.dsic.upv.es/users/elp/elp.html"
target=_blank>

(m’,h',p,1,t) = <"http","www.dsic.upv.es",

"users/elp/elp.html","", _blank>



Note that the extension of the framework to
deal with a set of hosts is straightforward. We
simply should need a preprocess to adapt the
notions of local and external link.

The last component of nodes in the graph
models web semantics, i.e., the semantics as-
sociated to the web page, and that ideally are
defined in the source document. In our model,
we represent the semantics associated to a web
page by using a set of pairs. Pairs consist of
two components: the name of the attribute
(type) and its assigned value (cont) where the
assigned value typically is a list of keywords.

Definition 6 (Page Semantics) The  se-
mantics of a webpage s is defined as the set
Sem of pairs (type, {cont}).

Let us show the Maude encoding:

sorts TypeAtt PSem PSemSet Sem SemSet .

subsort PSem < PSemSet .

subsort Sem < SemSet .

op empty:->PSemSet .

op _ _:PSem PSem -> PSem [assoc comm id:empty] .
op {_}:PSemSet PSemSet -> PSemSet .

op <_,{_}>:TypeAtt SemSet ->PSem .

Next we show an example of meta data in-
terpreted as part of the semantics of the web.

<meta name= "keywords"
content= "Web Services,DL 2,
WSDL 2.0,WS-CDL 1.0,WS-Addressing,
Web Services Addressing,annotation"/>

This information will be included in the Sem
set of the node as the pair:

(type,{cont}) = <"keywords",{"Web Services,WSDL 2.0,
WS-CDL 1.0,WS-Addressing,

Web Services Addressing,annotation"}>

Up to this point, we have defined how nodes
of the graph are formed. Next we define edges
linking nodes. In order to show how edges are
defined, we need an auxiliary function which,
given a link, retrieves the node corresponding
to the destination document of such link.
Definition 7 (Auxiliary function node)
We call N to the set of nodes in the graph and
Web a special node representing all the nodes
outside the system. Given a mechanism m, a

e or the node Web in case there erists no
node in N with URI (m,h,p).

The case in which node returns value Web
corresponds to the case when the link is an
external link.

Now we can define the set of edges:

Definition 8 For each n,n’ € N of the
form n = (u, lab, loc, site, ext, Sem) and n’ =
(u', lab’, loc’, site’, ext’, Sem’), we define the
set of edges E for the graph as follows:

1. (n,n,l,t)€EE for each (l,t) € loc ifl € lab,

2. For each (p,l,t) € site, u = (m,h, pth),
if node(m,h,p)= n’ and | € lab’, then
(n,n',,t)EE

3. For each (m,h,p,l,;ty € ext, if
node(m,h,p) = Web, then (n,Web,l,t)e E

Finally, we formally define the graph struc-
ture representing the system:

Definition 9 (Website Model) Given

a set of documents P forming the web-
site S, we define the model of S as
SiteModel(S) = (N,E) where N is the
set of PageSkeletom(p) for each p € P and E
is the set of edges as defined in Def. 8 on N.

subsort WebPage < WebPageSet .

op empty:->WebPageSet .

op _ _:WebPageSet WebPageSet->WebPageSet
[assoc comm id:empty] .

op {_}:WebPageSet -> WebSite .

The set E is implicitely specified in the tran-
sition relation defined in Maude. Such tran-
sition implements the different links among
edges in order to travel the web pages.

3.1 An Illustrative Example

In Fig. 1 we can see the webpage associated to
the URI www.w3.0rg/2002/ws/.
The model obtained for the website associ-
ated to such page is partially shown in Fig. 2.
Next we show the components of the node
representing the above webpage which in the
graph is depicted at the middle of the figure:

(uri(http,"www.w3.org","/2002/ws/"),
{"News","Events","Wiki and tools","Groups",

host h, and a path p, node(m,h,p) returns

"Documents","Technical","drafts","discussion","related"}
{("News",_self), ("Events",_self), ("Wiki and tools",_self),

*n€Nst n= <'LL, lab’ lOC, site, ext, Sem) ("Technical",_self), ("Documents",_self), ("Groups",_self)},

and u = (m, h,p),
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Figure 1: Web Page of W3C Web site
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Figure 2: Model of www.w3.0rg/2002/us/
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4 Verification of Properties

Let us now show the formal framework for the
specification of properties. We use the well-
known Linear Temporal Logic (LTL) [15] for
the specification of properties. Next we recall

the syntax of LTL formulas:
pu=pl(oe) leneloUe|Go| Xe

Where p is an atomic proposition, U is the un-
til operator, G is the always operator, and X is
the nezt operator. Other classical connectives
can be defined in terms of the above ones as
usual, in particular p — ¢ = (-p) V 9.

The semantics of the logic are given in terms
of a Kripke Structure which can also be seen as
a directed graph whose nodes are labeled with
the atomic propositions true in such nodes.
Formally, given a set of atomic propositions
AP, we denote as M = (S, So,T, L) a Kripke



Structure where S is the set of states, T' C
S x S is the transition relation between states,
So C S is the set of initial states, and L is a
labeling function from S to the p(AP). A se-
quence of states m = sg- 51 ... is called a path
of M whenever (s;,s:41) € T for all i+ > 0.
When s¢ € Sp, then we say that « is an initial
path of the system. =g - Sit1 - ... denotes
the suffix of the sequence 7 starting at the po-
sition ith. Note that 7° = 7. The semantics
of LTL formulas is defined as follows:

TEp  ©pé€ L(so)

TEoe enlEe

TEeNpeTEpand =@

TEXp orEe

TEGp <eforalli>0, 1=

TEpUP<=T7 > 0and VO < i < 7,
™ Ee ™ E¢

A Kripke Structure M satisfies a given for-
mula ¢ (M [ o) if and only if for each initial
path 7 of M, 7 |= ¢. In the following we show
the correspondence between the model defined
in the previous section and a Kripke Structure.

The relation between the two formalisms is
straightforward except for the labeling func-
tion, i.e., the function that determines which
propositions are satisfied in each node. Nodes
and edges of both formalisms coincide,* this,
the temporal operators of the logic can be
interpreted on the edges of our model. Re-
garding the labeling function L, we define it
(and also the set of atomic propositions AP)
in terms of the information stored in each node
of our model, i.e., the semantics of the web, the
URIs, and the links.

We think that one of the most interesting
things of our model is the fact that it allows
reasoning about the web semantics. For this
reason, next we formalyze how this informa-
tion is included in the Kripke Structure. Given
n € N a node of the graph, we call n’ to the
corresponding node in the Kripke Structure.
Let Sem be the indexed set (with index I) in
the last component of the tuple n (i.e., the rep-
resentation of the semantics of the webpage).
L(n') = U,c; Sem:|z being Sem; the tth ele-

4Labels on the edges of the graph can be integrated
into the labeling of Kripke Structures by means of
well-known transformation techniques.

ment of Sem. |2 denotes the projection on the
second component of the pair Sem;.

4.1 Specification of properties

Temporal logic allows specification of prop-
erties such as safety properties (ensuring
that something bad never happens) and live-
ness properties (ensuring that something good
eventually happens). These properties are re-
lated to the infinite behavior of a system. We
check properties related to paths among web-
pages. For example, it is important to guar-
antee that private webpages are available only
to a given set of registered users. The next
example models the property:

Example 2 (Registered User) Let S be a
website and SiteModel(S) = (N, E) its cor-
responding model. Assume that the seman-
tics of nodes contains information about the
privacy of webpages. In particular, there ex-
ists a type scope whose walues can be any
of {public,private,access} meaning respec-
tively that the page can be accessed by any user,
only by registered users, and a public page used
to register users.

The property that establishes that a private
page can only be viewed by registered users is
defined in LTL as follows:

—(public U private)

Note that we can use the values of the seman-
tics in the formula thanks to the definition of
the labeling function in the Kripke model.

Other properties that can be checked are
whether a webpage has any link to itself, or
whether there exists a webpage reachable by a
direct link from any other webpage of the web-
site. This last property is specially interesting
since we could infere some information regard-
ing the structure of the website from it. The
node reachable from any other node by a di-
rect edge could be representing the HomePage
of the website. Let ¢ be a characterization of
a given webpage. The formula

G((-web) — (X9))



is satisfied whenever all the nodes except the
one representing the environment have a direct
link to the webpage ¢.

Finally, a relevant property that is com-
monly checked in the literature (for example
[11]) is whether every node in the website is
reachable from another one. We can statically
check whether the URI of each node is used
in, at least, one node different from itself, but
this would not ensure that every node is reach-
able from any other. To solve this problem
we should verify for each node of the model
whether it is reachable from an initial state.
In particular we should verify that the formula

—(init U ¢)
is not satisfied® assuming that for every initial
state s, init € L(s) and that ¢ identifies the
state we are analyzing.

4.2 The prototype

We have encoded the graph representing the
model of the system in Maude [7]. The cur-
rent version of our prototype parses HTML
webpages to models (as defined along this pa-
per) encoded in Maude. As we are dealing with
LTL properties, we can use the Maude model
checker [8] to verify the above mentioned prop-
erties on the website model. Maude is a speci-
fication language based on rewriting logic with
some features that make it suitable for the en-
coding of this kind of systems. We have mod-
eled the graph and defined the transition be-
tween nodes of the graph as transition rules
that move from one webpage to another.

As the experiments with our prototype have
provided very interesting results, we think it is
worth extending the system in several ways.
First of all, we plan to develop parsers for
other markup languages (not only HTML).

The features regarding the flexibility of the
notion of system can be integrated in the
prototype. We plan to implement the pre-
process which considers the webpages’ URIs
for determining the kind of each link, and
whether pages belong or not to the site. Since
the source document can be written in any

5In LTL, to check if there exist a path satisfying
the property init U ¢, we have to use the equiva-
lent strategy that checks whether the negation is not
satisfied (for all path).

markup language, the transformation method
must be defined for each language commonly
used by programmers and designers.

5 Extensions of the framework

The guide [16] stablishes some principles for
the easy and intuitive navigation inside a web-
site. The rules that the guide proposes regard
the style of navigation elements in terms of the
size and the architecture of sites. The guide
enumerates some properties that cannot be
specified by using the LTL logic, in particular
those for which quantification is needed. For
example properties related to the cost (num-
ber of steps) to reach a given node. In order to
be able to check such kind of properties, a real
time temporal logic is needed, i.e., not a quali-
tative but a quantitative temporal logic where
counting the number of time instants is possi-
ble. Several real temporal logic have been pre-
viously defined in the literature [4, 5, 9], but
in order to use them, the model checking algo-
rithm of Maude must be adapted. Therefore,
an interesting extension of our framework is
to consider such kind of properties and adapt
a model—checking algorithm to deal with the
new logic and with our model. Note that, in
any case, the model presented in this paper
needs not to be modified.

We plan also to consider, not only quan-
tifying on the number of steps, but also on
the number of paths. Properties regarding the
number of links pointing to one page, or the
number of links defined in a document can be
very useful for a web designer, for example to
restrict the number of links defined in (to) a
webpage. To be able to check such kind of
properties, we need to quantify on the number
of possible paths thus a branch temporal logic
able to count branches should be needed.

Finally, we think that one of the most inter-
esting extensions that can be done is to enrich
the behavior of the method by defining heuris-
tics for inferring information from the struc-
ture of the website (see the HomePage prop-
erty described in the previous section). The
inferred information could be added to the se-
mantics of the model such that more sophisti-
cated properties could be checked.



6 Related work

Defining formal models for the Web is not a
new topic. In [1], a model for a website able
to capture information about links and frames
of webpages was defined. Then the model—-
checking technique was applied. In fact, [1] is
the first example of how model—-checking tech-
niques can be adapted to the verification of
the Web. In particular, special attention is
paid on how to avoid the infinite component
intrinsic to the Web nature.

Our proposal is different from [1] in the
sense that, first of all, we define a different,
more precise model for the formal verification,
and second, we use the traditional temporal
logic for model checking. More in particular,
we restrict the search space by restricting the
analysis to a finite system (a website). In [1],
this abstraction is made at the logic level. An-
other example on how to restrict the search
space is found in [11], where LTL properties
are defined to be checked w.r.t. a subset of
states modeling an excerpt of the Web. A sec-
ond important difference is the kind of prop-
erties we are able to verify, implied by the fact
that our model captures different information
from the source documents of the site.

In [14], a different formalism is used in order
to check the web. Term rewriting techniques
are used in order to model the dynamic be-
havior of the Web. Then, properties regard-
ing reachability can be verified under some re-
strictions. These restrictions are imposed due
to the decidability results of reachability for
the different term rewriting theories. Our ap-
proach improves the one in [14] since we are
able to verify more expressive properties by us-
ing an effective algorithm. Finally, note that
[14] uses Maude as a specification model for
rewriting theories whereas in this work, we use
Maude to specify the defined graph model.

The rule-based approach has also been used
in [2, 3] where static properties regarding both
syntax and semantics of the web are verified.
A new technique inspired in declarative debug-
ging algorithms has been developed in order to
check errors regarding correctness as well as
completeness of websites w.r.t. a given speci-
fication. The main difference between this ap-

proach and the framework presented in this
paper is that we are interested in dynamic
properties that can be specified by using tem-
poral logics and that can be checked by using
a model-checking algorithm.

Finally, other models for the web have been
defined along the years such as the different
versions of the random graph models [12, 13].
The principal aim of these works is not to ap-
ply formal methods to the analysis or verifi-
cation of websites. Random graph models are
useful in order to measure the web in the sense
that they try to model the web and perform a
number of search algorithms that counts, for
example, the number of links that contains a
webpage, or the number of links that points to
a given webpage. The numeric results are an-
alyzed in order to identify clusters regarding a
topic, hub webpages, etc. However, our main
purpose is the verification of properties by ap-
plying formal methods, in particular model—-
checking algorithms, thus the model must dif-
fer. Note that it is possible to quantify and
measure the web by using quantitative logics
such as the real time logics as mentioned in
Section 5. In conclusion, we are able to an-
alyze different properties by using an unified
formalism: temporal logics, whereas in [12, 13|
different algorithms must be run in order to
study different aspects of the web. Finally,
we note that some of the search algorithms
described in these works abstract the environ-
ment of the system similarly as we do.

7 Conclusions

In this paper we have defined a new model
for websites which is more precise and flex-
ible than other approaches. In our frame-
work, the modeled and analyzed system can
be a single website intended as a collection
of webpages semantically related, but also a
set of websites. We have demonstrated that
the model captures enough information to ap-
ply formal methods such as model checking
or inference of properties. We have estab-
lished a concrete relation between our model
and Kripke Structures, what makes possible
to apply the model-checking technique to the
Web. The most important issue in such rela-



tion is the definition of the labeling function of
the Kripke Structure. In particular, we have
shown how the labeling function must be de-
fined to handle web semantic information of
websites allowing us to check properties re-
lated to the semantic information webpages.
We have shown the kind of properties can be
specified and verified by using the LTL logic,
and which logics can be considered to specify
more sophisticated properties. We have also
described the possible extensions of our frame-
work, that we plan to abord as future work.
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