Using tccp for the Specification of Communication Protocols*

Alexei Lescaylle Alicia Villanueva

alescaylle@dsic.upv.es

DSIC, UPV

Abstract

The automatic analysis of cryptographic pro-
tocols by using formal methods on concurrent
languages is a subject widely treated in the
literature. From its beginning in the decade
of the 70s, the field has been gaining matu-
rity and consolidation. The Timed Concur-
rent Constraint Language (tccp in short) is a
declarative concurrent programming language
which, like other concurrent languages, allows
us to intuitively model concurrent and reactive
systems. In particular, cryptographic proto-
cols can be specified in a very compact way
thanks to certain features such as the non-
determinism and concurrency, which are nec-
essary to model such kind of systems. In this
work, we show a method to specify crypto-
graphic protocols using tccp. We have de-
fined specifications for the actions that prin-
cipals usually do during a protocol run. More-
over, we have defined a hostile environment in
which agents run the protocol. The environ-
ment is actually the representation of the pop-
ular intruder model of Dolev-Yao. We use the
Needham-Schroeder public key authentication
protocol to illustrate the approach.

1 Introduction

A cryptographic protocol is a protocol that
uses cryptography primitives to authenticate
agents (principals) over a network. The net-
work can be assumed as a hostile environment
controlled by an intruder who can read, mod-
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ify and delete the messages sent by honest
principals. Thus, when a protocol is executed,
dishonest intruders can interfere and modify
the intended behavior. Usually, security of
protocols must be ensured, but the term secu-
rity is often too vague. It can refer to privacy,
data integrity, etc.

The automatic analysis of cryptographic
protocols by using formal methods on con-
current languages is a subject widely treated
in the literature. From its beginning in the
decade of the 70s, the field has been gaining
much maturity and consolidation. A concur-
rent language can enable the designer to write
unambiguous, clear, and concise specification
which can result in an executable specification.
Moreover, formal languages can be used to an-
alyze systems thanks to its formal semantics,
that can be handled by formal methods. In
fact, formal methods are suitable techniques
for solving the problem of verifying the cor-
rect behavior of cryptographic protocols. The
Timed Concurrent Constraint Language (tccp
in short, [8]) is a declarative concurrent pro-
gramming language which allows us to intu-
itively model concurrent and reactive systems.
In particular, cryptographic protocols can be
specified in a very compact way thanks to cer-
tain features such as the non-deterministic be-
havior and concurrency, which are necessary to
model such kind of systems.

Some techniques used in the automatic anal-
ysis of protocols (not only cryptographic ones)
are mentioned below:

e State Machine Models [16, 17|,

e approaches and models based on the 7-
Calculus [2],

e methods based on the belief logic [10], or



e methods based on theorem proving [15, 6,
21, 9, 24].

Other techniques such as Rewriting [12], Typ-
ing [1] or Abstract Interpretation |7, 14, 18] are
also applied to the verification of protocols.

In [23], Shyamasundar shows his approach
by using the language ESTEREL [5] to analyze
the TMN protocol. ESTEREL is used both, to
specify principals (initiator, responder, server
and intruder attacks), and to verify security
properties.

In this paper we specify, by using tccp, the
actions that both, honest principals and in-
truders can perform. Moreover, we use as run-
ning example the Needham-Schroeder public
key authentication protocol [19], and the pop-
ular intruder model of Dolev-Yao [13].

The remainder of this paper is organized as
follow. In Section 2, we show an introduc-
tion to cryptographic protocols, explaining the
Needham-Schroeder public key authentication
protocol. An overview of tccp and a new agent
for the language are given in Section 3. Sec-
tions 4 and 5 are devoted to the specification
of principals and the intruder. Finally, in Sec-
tion 6 we conclude and discuss future work.

2 Cryptographic Protocols

A protocol can be seen as a recipe that enables
the connection, communication and data ex-
change through messages among two or more
entities (principals), which interact to achieve
some goal. The principals can be users, hosts
or processes [11] behaving as initiators or re-
sponders in the protocol. Therefore, the pro-
tocol describes how messages can be sent from
one principal to other, and how the partici-
pants react when receiving a message during
the protocol run. Messages consist of atoms
(principals’ names, nonces, or other data) and
they may be encrypted with a key in order to
guarantee confidentiality. A nonce is a value
randomly generated by a principal which is
usually sent to other principal in order to en-
sure the freshness of messages.

In the following, we illustrate the classical
notation to specify a protocol:

A are B are names of principals (Alice

and Bob in the literature).

e K4 p and Kag denote A’s public and se-
cret keys, respectively.

e Kpp and Kps denote B’s public and se-
cret keys, respectively.

e N4 and Np are nonces generated by A
and B, respectively.

e A — B: M means that A sends to B the

message M.

We show in Figure 1 the specification of the
Needham-Schroeder public key authentication
protocol [19] based on public-key cryptogra-
phy. We assume that each principal knows the
public key of the rest of principals involved in
the protocol. We use this protocol along the
paper as a running example due to its wide
use in the literature, and also to its simplicity.

1. A— B:{A,Na}Kgpp
2. B— A:{Na,N}Kap
3. A— B:{Np}Kgp

Figure 1: Needham-Schroeder public key authen-
tication protocol.

The protocol involves two principals playing
the roles of initiator and responder (A and B).
It comnsists of three messages:

First Step. A sends to B a message en-
crypted with B’s public key (Kgp) con-
taining (1) her name, and (2) the nonce
N4 generated for the transaction. Once
received, B decrypts the message by us-
ing his private key Kgg, thus B knows
the contents of the message.

Second Step. B sends (1) Na back to A,
and (2) a newly generated nonce (Ng) en-
crypted with Kap. When A receives the
message, she decrypts it by using her se-
cret key Kag. A then detects that N4 is a
part of the received message, thus she as-
sumes that the message has been sent by
B in response to the previous message.

Third Step. A returns Np to B encrypted
with the B’s public key Kgp to confirm
that she is really A. Once received, B
decrypts the message with his secret key.



The aim of the protocol is to provide mu-
tual entity authentication between two princi-
pals by using the exchanged nonces (N4 and
Np) as shared secrets for key establishment.
This means that, when A gets the message
{Na,NB}Kap, she assumes that, since she
had previously sent N4 to B, then only B can
know N4, thus only B can have sent back to
her N4o. The same occurs when B receives
the message {Np}Kpp. B knows that only A
can know Np, and so A must have sent such
message. At the end of the protocol, both A
and B are convinced about the identity of the
other participant in the protocol.

3 Introduction to the tccp Language

The Timed Concurrent Constraint Language
(tcep) is a declarative language defined in [8]
as an extension of the Concurrent Constraint
Programming language ccp [22]. In the ccp
paradigm, the notion of store as valuation is
replaced by the notion of store as constraint.
The computational model is based on a global
store where constraints are accumulated, and
on a set of agents that interact with the store.
The model is parametric w.r.t. a cylindric con-
straint system C defined as follows.

Definition 1 (Constraint System|8]) Let
(C, <, U, true, false) be a complete algebraic
lattice where U 14s the lub operation, and
true and false are the least and the greatest
elements of C, respectively. Assume that Var
is a denumerable set of variables, and for each
x € Var, there ezists a function 35:C—C such
that, for each u,veC:

1. Fpu<u

2. wu<w then yu < Jyv

3. Fp(ulUIpv) =FpulJpo

4. F2(EFyu) = Fy(Fau)
Then, (C,<,U, true, false, Var,3) is a cylin-
dric constraint system.

Like in [3], we use the entailment relation F
in place of its inverse relation < . Formally,
given u,v € C,u < v <= vk u, see [22, §]
for more details on the constraint system.

Intuitively, the execution of a tccp program
evolves by asking and telling information to

the store. Let us briefly recall the syntax of
the language:

A :=stop | tell(c) | D7, ask(ci) — Aq |
nowcthen Aelse A | A||A |z A | p(x)

where ¢, ¢; are finite constraints (i.e., atomic
propositions) of C. A tccp process P is an ob-
ject of the form D.A, where D is a set of proce-
dure declarations of the form p(x) :—A, and A
is an agent. The stop agent finishes the execu-
tion of the program; tell(c) adds the constraint
c to the store, however ¢ will be available only
in the subsequent time instant. The agent
> jask(ci) — Aj consults the store and non-
deterministically executes A; in the following
time instant, provided the store satisfies the
condition c¢;; otherwise, if no condition c¢; is
entailed by the store, the choice agent sus-
pends. When executing the conditional agent
(now c then Al else A2), if the store satisfies c,
then the agent Al is executed; otherwise A2.
A1]|A2 executes the two agents Al and A2 in
parallel. The J3x A agent is used to make vari-
ables local to some process. Finally, p(z) is
the procedure call agent.

In tccp, thanks to the conditional agent
(now cthen Aelse A), it is possible to model be-
haviors, typical from reactive systems, where
the absence of information can cause the exe-
cution of a specific action. The notion of time
is introduced by defining a global clock which
synchronizes all agents. In the semantics of
tccp, the only agents that consume time are
the tell, choice and procedure call agents. The
store grows monotonically, thus it is not pos-
sible to change the value of a given variable.
If we want to model the evolution of variable
values along the time, we have to deal with
streams. A stream allows us to handle im-
perative variables in the same way as logical
lists are used in concurrent logic languages.
We write X = [Y|Z] for denoting a stream X
recording the current value Y of the variable
X. The stream Z represents the future values
of the same variable.

The store can be viewed as a blackboard
where information is continuously written and
never canceled. This definition presents the
problem that the order in which information



is added to the store is lost. Therefore, we
cannot recover the information added to the
store at a given time instant. In [3], it was
proposed a new computational model in which
a new notion of store (structured store) was
defined. This new computational model allows
us to specify protocols in a simpler way.

A structured store consists of a timed se-
quence of stores where each store only contains
the information added at a given time instant.

Definition 2 (Structured Store [3])

A structured store s an infinite indezed
sequence of stores where the i component
of the sequence st is denoted as st;, and it
represents the store at time i.

The current value of a stream is the last
value added to the stream, formalized in the
following way:

Definition 3 (Current value [3]) Given a
stream S, a structured store st, and t € IN.
Then, A is the value of S in st at instant t,
denoted by st =y S = [A|As] or S =, A, iff
3Im > 0 such that:

st ':t HAl e HAmflﬂAS
such that S =[Ay, -+, Apm—1, A|As] and
st ey JA'JAS  As = [A|AS']

Under these conditions, the length of stream
S in the store st at time t is m, denoted by the
term len(S, st,t) = m.

We refer to [3] for details regarding the re-
definition of both the notion of entailment re-
lation, and the mechanism for updating the
store. Following the notation described in [3],
st ¢ c is used to check if the information
stored in the elements up to the tth position
of st entails ¢. Moreover, st L; {c} is used to
add the constraint ¢ to the tth element of st.

In Figure 2, we show the transition relation
— of the operational semantics where —¢&
(A x STORE x IN)?, A is the set of tccp agents,
and NN is the domain of natural numbers. In
the figure, the symbol /— is used to indicate
that it is not possible a step using relation —,
i.e., the agent suspends.

Given a tccp program P, an agent Ao, and
an initial structured store st® = st - true® €

STORE, where st3 represents the first compo-
nent of the structured store st°, the timed op-
erational semantics of P w.r.t. the initial con-
figuration (Ao, st°), is

Or(P)[(Ao, sto)} = {st = st : sti - ... € STORE|
<Ai,8tl>i — <Ai+1,8tl+1>i+1 fOI‘ 7 2 0}

Thus, for each st € STORE incrementally
built during the execution, the semantics only
records its i component st!, which corre-
sponds to the constraints added at the time
instant ¢. We assume that each trace in
Or(P)[(Ao, st%)] is infinite (the last configu-
ration is repeated indefinitely if necessary).

3.1 The new ask-tell agent

When we specify a protocol, an important is-
sue is the generation of nonces. In order to
implement the generation of nonces, the last
nonce generated could be useful in order to
(maybe randomly) generate the following one.
Therefore, we would need to recover the last
information or value added to the store associ-
ated to the list of nonces generated by a prin-
cipal. In order to ease this kind of definitions,
we have defined a new agent, called ask-tell,
which instantiates a variable with the current
value of a given stream.

The following examples show the behavior
of some tccp agents, and motivate the defini-
tion of the new agent.

1. The agent now X=5then A else B executes
A if the store satisfies X=15; Otherwise
B is executed. This agent does not in-
stantiate variable X with value 5, simply
consults whether the constraint holds.

2. The agent ask(X=5)—A, similarly to the
previous case, executes A (at the follow-
ing time instant) if the store satisfies X=5;
Otherwise the agent suspends. Again,
this agent does not modify the store.

3. The agent tell(X=5) adds the constraint
X=5 to the store. Note that this agent
does modify the store.

The syntax of the agent is the following:
ask-tell(S, A), where S is a stream and A is a



R1 (tell(c), st)y — (stop, st Uiy1 €)¢41
R2 <Z?:O ask(ci) — Ai, 8t>t — <Aj, St>t+1 lf 0 S j S n
and st F; ¢;
<A7 8t>t - <A,7 8t,>t+1 :
R3 fsth
(now cthen Aelse B, st)y — (A’ st')¢41 msthee
<B7 3t>t I <B,7 St,>t+l :
R4 f st
(now cthen Aelse B, st)y — (B, st')¢+1 if st c
<A, 8t>t 7L> .
R5 fsth
(now cthen Aelse B, st); — (A, st)i41 methee
<B7 8t>t 7L> .
R6 f st
(now cthen Aelse B, st); — (B, st)+1 if stife c
R7 (A, sty — (A’ st’)11 and (B, st)y — (B’ st )41
CANIB, sty — (AN, st/ Us?) 111
RS (A, st)y — (A’ st')e11 and (B, st); /—
(ATIB, sty — (A1, st} i+1
R9 (A, st1 UTw sta)y — (A st') e
(Fstrz A, sta)y — (I z A’ sto U 3z st') 141
R10 (p(x), st)r — (A, st)e11 ifp(z): —A €D

Figure 2: Augmented operational semantics of the language

R11 (ask-teII(S, A), St>t — <St0p, st Lgy1 A= Q>t+1

if S =@, free(A), and
len(S, st,t) >0

Figure 3: Operational semantics for the ask-tell agent

free variable. The agent recovers in A the cur-
rent value of S, thus instantiating A to such
value. The new information (the value of A)
will be available to other agents at the follow-
ing time instant. In Figure 3, we show the op-
erational semantics for the new agent where st
is a structured store.

4 Protocol Specification using tccp

In this section, we present the notation that we
use to specify the Needham-Schroeder public
key authentication protocol in tccp. The sys-
tem consists of a set of procedure declarations
modeling principals, and a controller which
models the interaction among principals. The
controller also models the intruder, which is
who decides whether a message reaches its tar-
get or not, whether messages are modified, etc.
We assume perfect cryptographic primitives.

In particular, one principal can decrypt a mes-
sage only if it has the appropriate secret key.

4.1 Facts and procedure declarations

In the following we, show the set of facts
and procedure declarations used to represent
the data regarding principals, the information
known by each principal, and the interaction
in the protocol.

a(X). The term a/1 identifies the principal X
as a participant of the protocol.

kp(X). The term kp/1 identifies the public key
of principal X.

ks (X). The term ks/1 identifies the secret key
of principal X.

sk(X,Y). The term sk/2 specifies a key which
is shared by two principals: X and Y. Only
these two principals know the shared key.



enc(K,MsgItem). The term enc/2 represents
a list of data elements MsgItem encrypted
with the key K. K can be a public key
kp(X), or a shared key sk(X,Y).

msg(MsgCnt). The term msg/1 represents a
message containing the list of items
MsgCnt (each item being a nonce, an en-
crypted message, a principal name, etc.).
Each item may be encrypted with a dif-
ferent key, or not encrypted at all.

nonce (X,NonceSt). The term nonce/2 stores
in the stream NonceSt the nonces gener-
ated by principal X.

know (X,Info). The term know/2 stores the
fact that principal X knows Info. Info
can be instantiated to terms such as keys,
names of principals, messages, etc.

deliver (R,X,Y,M,P). The term deliver/5,
when present in the store, represents the
fact that principal R has sent the message
M to Y, (maybe) impersonating X. More-
over, if the variable P is instantiated to ok,
then the message has already been pro-
cessed (traveled the network); Otherwise,
it must still be delivered.

Let us show some basic actions that are
commonly part of protocols. An important
action that is commonly part of protocol spec-
ifications is the generation of nonces. The gen-
eration process implemented in this paper uses
the value of the last generated nonce to calcu-
late the new nonce.

generator (X,N) :-

3 8,St (tell (nonce(X,S)) ||
ask(true) — tell(S=[_|St]) ||
ask(true) —

ask-tell(S,Q) ||
ask (true) —
tell(N is Q+1) ||
3 Aux (tell (St=[N|Aux]))) .

The predicate generator/2 generates and
stores a new nonce N. The first tell agent
instantiates S to the stream containing the
nonces generated by X. Then, the ask-tell agent
instantiates Q@ to the current value of such
stream. Since the information is only avail-
able in the following time instant, we force the

execution to let pass one time instant by exe-
cuting an ask(true) agent. At that point, the
new nonce N can be generated and the stream
of nonces of X is consistently updated.

The predicate dec/2 models the process of
a principal decrypting a message. The mes-
sage consists of a list of elements that are re-
cursively processed. These elements may be
encrypted, thus the principal X will know the
contents of the message only if he knows the
appropriate encryption key.

dec(X,Msg):- J E,T(
tell (Msg=[E|T1)) ||
ask(true) —
now (E=enc(_,_)) then 3 K,L(
tell (E=enc (X,L)) ||
ask(true) —
now ( (K=kp (X) Aknow (X, [ks (X)1))V
K=sk(X,_)VK=sk(_,X))
then tell (know(X,L))
else tell (know (X,E)))
else tell (know (X,E)) ||
now (T#[1) then dec(X,T) else stop).

Finally, the predicate send/3, models prin-
cipal S sending a message Msg to principal R:

send(S,R,Msg) :-now (a(S)Aa(R)) then
3 Proc tell(deliver(S,S,R,Msg,Proc))
else stop.

The condition for the action to be taken is
that both, S and R, participate in the protocol.
The process tells to the store that the message
Msg must be delivered to principal R. The en-
vironment would decide whether the message
is actually delivered or not.

4.2 The Participants

Once the basic terms and the basic actions
have been modeled, let us show how the
two participants in the protocol are modeled.
Whereas the above described actions can be
reused for modeling other protocols, the code
for principals should be redefined for each case.

In Figure 4, we show the behavior of the pro-
tocol initiator in the Needham-Schroeder ex-
ample, i.e., the A principal in Figure 1. First of
all, the initiator stores that she is a participant



initiator(X,Y) :- tell(a(X)) ||
3 Ny(now (know(X, [kp(Y)])) then
(generator (X,Ny) ||

ask (know (X, [N;,_1)) —

else stop).

ask (inst (Ny)) —send (X,Y,msg([enc (kp(Y), [X,N,1)1)) ||

3 1 (tell (know (X, [Ny, 111)) ||
ask(true) —send (X,Y,msg([enc(kp(Y),[I:1)1)))

Figure 4: Procedure modeling the initiator participant

of the protocol. Then, she checks whether she
knows the public key of Y. In that case, sends
to Y a message with her name and a new gener-
ated nonce.! In parallel, she waits until know-
ing a message containing the generated nonce.
The process won’t proceed until knowing (re-
ceiving) such message. Once received, the ini-
tiator sends the confirmation message to Y.

Figure 5 models the responder principal
(principal B in Figure 1). The responder waits
until knowing (receiving) the initial message
of the protocol. Once received, he generates a
new nonce and sends the corresponding mes-
sage to the principal Y. Finally, he waits for
the last message of the protocol.

Up to this point, we have modeled the basic
actions that are commonly performed during a
protocol execution, and the principals partici-
pating in the Needham-Schroeder protocol. In
the following section, we show how to model
the Dolev-Yao intruder.

5 Modeling the Intruder

The design of protocols turns out to be prob-
lematic even assuming perfect cryptography.
The problem is mainly due to the fact that
principals communicate over a network con-
trolled by an intruder who can intercept, an-
alyze, and modify messages, being thus able
to carry out malevolent actions. These capa-
bilities correspond to the Dolev-Yao attacker
[13]. A man-in-the-middle attack (assuming
the Dolev-Yao model) was detected for the
Needham-Schroeder public key authentication

1We assume the constraint system can check
whether a variable is non-free: inst ().

protocol. We show the attack in Figure 6 in
order to illustrate which kind of actions an in-
truder is able to do. [ is, in principle, another
participant of the protocol, just as A or B,
thus any principal could initiate a protocol run
to communicate with him.

.A—T:{A,Na}Krp

. IA —>BZ{A,NA}KBP
.B—14:{Nas,Ng}Kap
. I—>AZ{NA,NB}KAP
.A—1:{Np}Krp

. IA—’B:{NB}KBP

DOt W N =

Figure 6: Lowe’s attack on Needham-Schroeder
public key authentication protocol

In the attack, A initiates a protocol run with
I, who (impersonating A) starts a second pro-
tocol run with B. At the end of the attack,
B thinks he is communicating to A, which is
false. We use the notation Ix to denote that
the intruder I is playing the role of the princi-
pal X, and I for denoting the intruder acting
as himself. The intruder, as any other princi-
pal, has a key pair K;p and Krs correspond-
ing to his public and secret key, respectively.

The steps of the attack are described below:

1. A initiates a protocol run to communicate
with the principal I.

2. 14 initiates a second protocol run to com-
municate with B playing the role of A.
The intruder 14 sends to B the nonce Na
just received from A.

3. B assumes that the message has been sent
by A, thus it responds to I4 by sending
the nonces Np and N4 encrypted with



responder (X,Y) :- tell(a(X)) 11|
3 N (now (know (X, [kp(Y)]1)) then
ask (know (X, [Y,_1))—

generator (X,Ng) ||

ask (know (X, [Ng])) — stop
else stop).

3 Ry (tell (know (X, [Y,R11))) ||

ask(inst (Ng)) — send(X,Y,msg([enc(kp(Y), [R1,N1)1)) ||

Figure 5: Procedure modeling the responder participant

A’s public key. Note that the intruder
cannot decrypt the received message.

4. I sends to A the message just received
from B.

5. A, once received the message from I, re-
sponds by sending the nonce just received.
Note that A assumes she is communicat-
ing to I, thus she encrypts the message by
using the public key of I making I able to
know the nonce Np.

6. I, playing the role of A, completes the
protocol by sending the nonce Np to B,
thus B believes that A has established a
communication session with him.

As we have said before, we model the in-
truder by implicitly implementing it in the
environment. This means that the environ-
ment decides whether a message reaches its
destination, whether it is modified, or even
whether protocol runs are mixed. In Figure 7,
we partially show the intruder. When the en-
vironment processes a message, the message
can non-deterministically be forwarded to the
destination principal (modeling the correct be-
havior), be canceled (ignored), some princi-
pal can impersonate another one changing the
sender information in the deliver term, etc.

Let us describe the actions the environment
can do. We have labeled the code in Figure 7
to make clearer the description. First of all, it
must be said that the environment is defined
as a cycle where, during each iteration, one of
the specified actions labeled 1 to 11 is non-
deterministically executed. The actions 2 to
11 correspond to the environment starting a

protocol run Note how honest participants can
interact with dishonest ones.

The first possible choice (labeled 1) mod-
els the case when someone has sent a message
that must be delivered. The environment de-
tects that there is a message to process, so non-
deterministically decides what to do with such
message. First of all, the environment could
do nothing (la) modeling the case when the
message is lost. 1b models the case when the
message is correctly delivered, thus the desti-
nation participant decrypts the contents of the
message. The third option represents the case
when the intruder impersonates the first par-
ticipant, whereas in the last shown option, the
intruder impersonates the second participant.

Next we show the system initialization:

run :- tell(know(alice, [kp(alice)])) ||
tell(know(alice, [kp(bob)1)) ||
tell(know(alice, [kp(intruder)])) ||
tell(know(bob, [kp(alice)])) ||

[...]
tell(know(alice, [ks(alice)])) ||
[...]

environment(alice,bob,intruder).

6 Conclusions

We have shown how tccp is a suitable spec-
ification language for communication proto-
cols. The language was defined as a simple
model to specify reactive and embedded sys-
tems. Features such as concurrency or non-
determinism natural in tccp marry perfectly
these systems. In this paper, we have seen
that these characteristics are also useful when
specifying communication protocols. We have



environment (X,Y,Z) :- 3N,M,Ms,Proc,Proc’,R(
1 (ask (deliver(_,_,_,_,_)) —
tell(deliver(R,X,Y,M,Proc)) ||
tell(M=msg (Ms)) ||
ask(true) —
now (Proc/=ok) then
la ask(true) — stop || tell(Proc = ok) +
1b ask(true) — dec(Y,Ms)| tell(Proc = ok) +
lc ask(a(Z) A Z#Y A Z#X) —
tell(a(z)) || dec(Z,Ms) ||
ask(true)— now(know(Z,[X,N])) then
tell(deliver(Z,X,Y,msg(kp(Y), [X,N]1)),Proc’)) ||
tell(Proc = ok)
else stop +
1d ask (a(Z) A Z#Y A Z#X) —
tell(a(z)) || dec(Z,Ms) ||
ask(true)— now(know(Z,[Y,N])) then
tell(deliver(z,Y,X,msg(kp(X), [Y,N])),Proc’)) ||
tell(Proc = ok)
else stop +
[...]
else stop
+
2,3 ask(true) — initiator(X,Y) + ask(true)— responder(Y,X) +
[...]
10,11 ask(true) — initiator(Y,Z) + ask(true)— responder(Z,Y)) ||
environment(X,Y,Z).

Figure 7: Procedure modeling the attacks that an intruder carries out in the hostile environment

defined a compact translation from the infor-
mal specification of protocols to the formal one
(in tccp). To improve the compactness and
clarity of models, we have defined a new agent
for tccp. Many of the components in the de-
fined model can be reused for the specification
of other protocols. In this paper we have cho-
sen the Needham-Schroeder protocol due to its
simplicity and wide use in the literature, but
we can also model other protocols such as the
Otway-Rees protocol [20].

The design of communication protocols
sometimes seems an easy, even trivial task:
usually protocols are composed by few sim-
ple steps. However, nowadays everyone knows
that, mainly due to the (hostile and powerful)
nature of the environment in which a proto-
col is executed, formal methods are essential
to guarantee the correctness and well behav-
ior of these systems. By specifying protocols
in tccp, we can use its model checker to ver-

ify, not only LTL properties, but also real-time
temporal properties.

We plan to extend this work in several ways.
First of all, we plan to compare our approach
to others previously defined, comparing not
only the clarity and compactness in the pro-
tocol specification, but also the kind of prop-
erties able to check. We also plan to move
to a more specialized verification method to
optimize the search algorithm, thus the veri-
fication time cost. Finally, we plan to study
the impact of the nonce generation method,
first by improving its implementation (maybe
using the functional extension of tccp in [4]),
and then modeling the capability of guessing
nonces by the intruder (thus removing the as-
sumption of secure nonces).
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